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About this course

Aims:
The principal aim of this course is to introduce you to the concepts involved in ZigBee
networks.
On completing this course you will have learned about:
o the relationship between IEEE 802.15.4 and ZigBee protocols;
o the electrical principles behind ZigBee transmissions;
o the components that make up a ZigBee network;
o the topologies available to ZigBee networks;
o the addressing schemes;
e ZigBee routing;
e Sleep modes and packet buffering;
e ZigBee security options;
e common AT commands and syntax.

What you will need:

To complete this course you will need the following equipment:

e Flowcode version 8 or higher software
e Power supply
e USB programming lead

e E-blocks2 boards including:
« Four BLOO11 or BLOO55 (with Arduino Uno fitted)
. One BL0152C ZigBee co-ordinator
o Three BLO152R ZigBee router / end-node
« One BLO157 Graphical Colour LCD
« One BL0145 Switches
« One BL0138 Keypad
« Two BL0O167 LEDs
o One BL0158 Connector
. One BL0129 Grove interface with light and rotary sensors

CP3924-01 ZigBee Training Copyright © 2014-2019 Matrix TSL
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Configuration of the base panels:

BLACK ORANGE

Power Supply

L

osHooeg

Note that “Node 1” has the Zigbee Coordinator board (BL0152C), all the others have a
Zigbee Router/End board (BLO152R)
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Configuration of the downstream boards:

Exercise 1
PIC BL0011 Arduino BL0055
Port A Port B Port C A0-5 (C) DO0-7 (D) D8-13 (B)
Node 1 BL0O157 BL0152C | BL0157 BL0152C
Exercise 2
PIC BL0011 Arduino BL0055
Port A Port B Port C A0-5 (C) D0-7 (D) D8-13 (B)
Node 1 BL0157 BL0152C | BL0157 BL0152C
Node 2 BL0167 BL0138 BL0152R | BL0167 BL0138 BLO152R
Exercise 3, 4,5
PIC BL0011 Arduino BL0055
Port A Port B Port C A0-5(C) | DO-7 (D) |D8-13(B)
Node 1 BL0O157 BL0152C | BL0157 BL0152C
Node 2 BL0O167 BLO152R | BL0O167 BLO152R
Node 3 BL0145 BL0152R | BL0145 BLO152R
Node 4 BL0152R BLO152R
Exercise 6
PIC BL0011 Arduino BL0055
Port A Port B Port C A0-5(C) | DO0-7 (D) |D8-13(B)
Node 1 BL0O157 BL0152C | BL0157 BL0152C
Node 2 BL0O167 BLO152R | BL0O167 BLO152R
Node 3 BL0129 BL0152R | BL0129 BLO152R
Node 4 BL0167 BL0152R | BL0167 BLO152R
Exercise 7
PIC BL0011 Arduino BL0055
Port A Port B Port C A0-5(C) | DO0-7 (D) |D8-13(B)
Node 1 BL0O157 BL0152C | BL0157 BL0152C
Node 2 BL0O167 BLO152R | BL0O167 BLO152R
Node 3 BL0129 BLO152R | BL0129 BLO152R
Node 4 BL0158 BLO152R BL0158 BLO152R
Exercise 8, 9
PIC BL0011 Arduino BL0055
Port A Port B Port C A0-5(C) | DO0-7 (D) |D8-13(B)
Node 1 BL0157 BL0152C | BL0157 BL0152C
Node 2 BL0167 BL0138 BL0152R | BL0167 BL0138 BLO152R
Node 3 BL0129 BL0145 BLO152R | BL0129 BL0145 BLO152R
Node 4 BL0158 BLO152R BL0158 BLO152R
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Using this course:

This course presents you with a number of tasks listed in the exercises in the following
text. All the information you need to complete the labs is contained in the notes.

Before starting any exercises, you are advised to spend some time familiarising
yourself with the material on this course so that you know where to look when you get
stuck.

Time: If you undertake all of the exercises on this course then it will take you
around twelve hours.

Important note: Information presented here is correct at the time this document was
produced. Please check the Matrix web site www.matrixtsl.com for the latest E-Blocks2
documentation.

CP3924-01 ZigBee Training Copyright © 2014-2019 Matrix TSL
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Scheme of work

Section Notes for instructors T_|m|ng
(minutes)
1. Introduction to ZigBee
Students familiarise themselves with various wireless technologies
11 Overview for WPANs, WLANs and WWANSs. 10 - 30
' They can use websites such as www.ieee802.org/15/, or
en.wikipedia.org/wiki/WPAN for more information.
12 Comparison of This section compares the characteristics of ZigBee, Bluetooth,
' mp UWB, Wi-Fi and Wi-MAX wireless technologies. Students can use
Wireless . . . > . 10- 30
. an internet Search Engine to find out more information about any of
Technologies .
these technologies.
Two application areas, the Smart home and the Smart Office, are
13 ZigBee outlined here. There is a wealth of information available on the
' geee internet, especially from the ZigBee Alliance website which contains 10-30
Applications ARSI ,
a ‘White Papers’ area on
www.zigbee.org/en/resources/whitepapersl.asp
14 ZigBee This section starts with an overview of the standard OSI networking
' 9 . model, and compares it with the three layer model used by the 10- 30
protocol outline : ;
ZigBee Alliance.
The focus of this standard is outlined, and contrasted with that of the
802.11 and 802.16 standards. The areas covered by the PHY and
15 IEEE 802.15.4 | MAC layer specs are then described. There is a brief outline of the 10 - 30
Standard modulation techniques, AM, FM and PSK, including QPSK and O-

QPSK, and DSSS. Finally the two 802.15.4. device types, FFD and
RFD, are contrasted.

CP3924-01 ZigBee Training
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2. The ZigBee Network

2.1 ZigBee Logical
Devices

After a brief reminder about the two kinds of 802.15.4. physical
devices, this section introduces the three kinds of ZigBee logical
device, the co-ordinator, the router and the end device. Students
should be familiar with these roles, and relate the performance of
FFD and RFD devices to them.

2.2 ZigBee
Network
Topologies

This section compares and contrasts the three types of topology
recognised by the ZigBee protocol stack — star, cluster tree
(sometimes called simply ‘tree’) and mesh. They should be aware
that the size of the proposed ZigBee network will probably dictate
which of these is used. The characteristics, in terms of latency,
routing and reliability are very different for these three topologies.
Students need to aware of the significance of redundancy in leading
to increased reliability.

10-30

2.3 Multi-Access
Networks

ZigBee networks are multi-access because usually there are a
number of radio transmitters, one to a node, all vying for use of the
air-waves. Only one can transmit at a time, otherwise a collision
occurs and the data will be corrupted. The issue is — what decides
which radio transmits!

In a fuller discussion, the distinction between deterministic and non-
deterministic networks could be raised, and a comparison drawn
with Ethernet vs Token Ring cabled networks.

Here, the differences between beacon access (deterministic) and
non-beacon access (non-deterministic) are explained. In theory,
when beacon frames are used, collisions cannot occur. Again, the
issue of which type to choose comes down usually to the size of the
network. In a small network, non-beacon access probably has the
edge in terms of latency.

A possible advantage of beacon access is that it allows the routing
devices to use sleep mode, whereas in the free-for-all atmosphere
of non-beacon access, they must be awake at all times to manage
any transmissions that take place.

10-30

2.4 Creating a
ZigBee
network

The role of the co-ordinator is paramount in setting up the network.
It chooses a quiet transmission channel, and unique PAN ID to
ensure as little interference with any neighbouring ZigBee networks.
Also configured at this time are the parameters Cm, maximum
number of children of a router, Rm the maximum number of child
routers a router can have and Lm, the depth of the network. These
will determine the addressing strategy used in the network.

10-30

CP3924-01 ZigBee Training
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2.5 ZigBee
Addressing Scheme

This is a major topic and needs to be well understood by the
students. The MAC address is permanent and unique to the device,
but tells you nothing about the functionality or location of the device.
The network address can help to locate the node, but may change if
network devices fall over, or if the node is mobile. Name addresses
can be used to categorise nodes by their functionality.

Students should appreciate the differences between unicast and
broadcast transmissions, and realise that broadcasts, while an
essential part of the network, limit its performance, and should be
kept to a minimum.

10-30

2.6 Routing and
route discovery

This section describes two distinct forms of routing — tree routing
and AODV routing. Once again, size is all-important in determining
which will be used. A small tree will use tree routing. The
disadvantage, the possibility that there might be shorter route than
climbing up or down the tree structure, is not significant unless the
tree is big. A mesh network has no tree, and so must use AODV.

10-30

2.7 Sleep Mode

There are two modes of sleep used in the XBee modules — pin sleep
and cyclic sleep. The former is simply a matter of applying a voltage
to a pin on the chip. The latter requires the use of AT commands
and a timer.

The associated issue is that of packet buffering, and the role of the
parent device. The child must synchronise with the parent on
wakeup to receive any buffered unicast messages that came its way
while asleep.

Students should be aware of the term ‘indirect messaging'’ in this
context.

10-30

2.8 Security

ZigBee networks offer three levels of security:

1. Low level security
2. Use of Access Control Lists
3. Encryption

Access Control Lists use the MAC address of devices to decide
which nodes should be allowed to join the network, and hence be
party to its communications.

Encryption relies on the 128 bit AES (Advanced Encryption
Standard) which uses a private key, shared by participants, to
encrypt messages.

10-30
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3. The Matrix ZigBee Training Solution

3.1 The ZigBee E-
Block

This section starts with a description of the hardware provided in the
Matrix Kit.

It goes on to introduce the use of AT (“Attention”) commands to
control the XBee modules. Students do not need to memorise these
commands, or worry about the syntax, as Flowcode delivers them
through its macros.

3.2 Installation

Students need to read this while keeping an eye on the hardware
itself. They should familiarise themselves with the layout of the
Processor board board, and in particular, identify the position of its
various ports.

Detailed information on all the E-Blocks hardware is available from
the Matrix website. Students should be encouraged to read and use
this information.

They can find valuable information about the ZENA Wireless
Adapter and the Wireless Development Studio via a free download
from the Microchip website. This gives detailed but straightforward
instructions on how to install and run the device.

Section

Notes for instructors

Timing
(minutes)

4. The ZigBee assignments

This section lists the assignments and gives a brief outline of
what each covers.

CP3924-01 ZigBee Training
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Section Notes for instructors -(rrlnr?r:rllges)
5. Exercise 1 — Moulding the network
5.1 Introduction
5.2  Objective This is the first of a series of practical assignments using Flowcode
53 Requirements to control the ZigBee co-ordinator device.
>4  The Flow_coge i The aim is to configure the device, using the Flowcode ZigBee
program in detail | component properties. The significance of each section of this is
5.4.1 Target explained.
microcontroller
device The students are also given information about the various hardware
5.4.2  Flowcode jumper settings for the E-Blocks boards, and target configuration
ZigBee details.
component
5.4.3 ZigBee They use the ZENA network analyser for the first time, and should | o
component take time to understand the output of this analysis.
settings
5.4.4  InitNetwork Detailed instructions on how to build the Flowcode program are
funct.|on : given in the ‘What to do’ section. It is assumed that students already
5.45 Conflgurlng the know how to:
co-ordinator load new components into a Flowcode program;
55 Whatto do configure component properties;
5.5.1 Analysing the add a new variable to a program,;
network with add and configure a time delay.
ZENA
A suitable Flowcode program is described in the ‘Solutions to
5.6  Further work Exercises’ section.
6. Exercise 2 — Adding a Node
6.1 Introduction o . .
The aim is to write a program to create a two-node ZigBee network
6.2 Objective and to monitor communications between the nodes.
The co-ordinator node is set up as in the last exercise. The second
6.3 Requirements node, an end node, uses the LEDs to indicate progress in joining the
6.4  The Flowcode network.
program in detail ) .
641 End devi d After that, when a keypad key is pressed, the data is sent to the co-
2 =NA device NOCE | ordinator, which displays the digit on the LCD. In addition, a
6.4.2 Talking on the Flowcode macro measures the signal strength, which is also
network displayed.
6.4.3 Specifying the
destination for The students are introduced to three more AT commands, and two 30
the message macros, SendChar and ReceiveChar, used in communication
6.4.4 Monitoring the between nodes.
signal strength
6.5 What to do Detailed instructions on how to build the Flowcode program are
' i given in the ‘What to do’ section. It is assumed that students already
6.5.1 AnalySIng the knOW hOW to:
network with incorporate a loop into the program;
ZENA use Decision boxes;
output a number to a Port
6.6 Further work . . : . .
A suitable Flowcode program is described in the ‘Solutions to
Exercises’ section.
Section Notes for instructors (;:;nd?gs)

CP3924-01 ZigBee Training
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7. Exercise 3 - Expanding the network
7.1 Introduction o )
The aim is to write a program to expand to a four-node network and
7.2 Objective again to monitor communications between the nodes.
7.3 Requirements The co-ordinator node is set up before. The second node behaves
74  The Flowcode as before, but now also uses the LEDs to indicate the state of the
program in detalil switches connected to the other end node, node 3, which transmits
7.4.1 Configuring the that data once it has joined the network. The fourth node is
router node configured as a router.
7.4.2 Parent/child . . . . o
association The students are also given information on parent/child association,
743 Talking to and the use of names to address nodes. Two new AT commands 30
o specific nodes are introduced.
7.5  Whattodo Detailed instructions on how to build the Flowcode program are
7.5.1 Analysing the given in the ‘What to do’ section. It is assumed that students already
network with know how to use a Calculation icon:
ZENA to set the value of a variable;
to increment the value of a variable;
7.6 Further work A suitable Flowcode program is described in the ‘Solutions to
Exercises’ section.
8. Exercise 4 - Reducing power consumption
8.1 Introduction . . . L
A big advantage of ZigBee over other wireless technologies is its
8.2 Objective low power demand. One way to keep it low is to use sleep mode
83 Requrements especially for nodes that rely on battery power. To maintain
| q communication with the network, the parent device of a sleeping
84  The Flowcode node must store messages for it.
program in detal This network functions the same as the previous one except that
8.4.1 Sleep modes node 2 is programmed to enter sleep mode regularly.
8.4.2 Packet Buffering | The students are given information on the two sleep modes used by 30
8.4.3 Poliing for the XBee modules, one hardware based, one software based, and
o buffered data on packet buffering, and are shown how to use the
8.4.4 Monitoing the NodeConfigureSleep and NodeWake macros.
85 \s/\llghr:'zltztr('jeongth Detailed instructions on how to build the Flowcode program are
' given in the ‘What to do’ section.
A suitable Flowcode program is described in the ‘Solutions to
8.6  Further work Exercises’ section.

CP3924-01 ZigBee Training
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. , Timing
Section Notes for instructors (minutes)
9. Exercise 5 — Dynamic networks
9.1 Introduction
A well-designed naming scheme can assist in monitoring the ZigBee
9.2  Objective network. In this case, names for the nodes are chosen to reflect
their function, so that end devices are given names, which, though
9.3 Requirements unique, all start with “End...” This allows a node to use the
ScanNetwork and then ScanBuffer macros to search the names of
9.4 The Flowcode the nodes identified as members of the network for those beginning
program in detail | with “End” Eventually, the LCD on node 1 displays the names of the
nodes detected on the network and highlights those starting with the
9.4.1 MAC Addresses | comparison string “End”. 30
9.4.2 Identifier _
Addresses Students are shown how to interpret the output of the ScanBuffer
9.4.3 Polling for nodes macro.
9.5  Whattodo Detailed instructions on how to build the Flowcode program are
given in the ‘What to do’ section.
9.6  Further work A suitable Flowcode program is described in the ‘Solutions to
Exercises’ section.
10 Exercise 6 — Message Routing
10.1 Introduction This exercise looks at using node names as destination addresses
to ensure, in this case, that messages from end devices are all
10.2  Objective routed to the gateway node initially. The end nodes search for this
gateway using the ConnectToName macro with parameter string
“Gate” as the target
10.3 Requirements
After that, they sample the output voltage of the on-board sensors,
10.4 The Flowcode use the ADC to convert these to digital signals, and then transmit
program in detail | them to the gateway. From there they are relayed to the co-
ordinator, and displayed
10.4.1 Route calibration
The notes discuss the importance of designing an appropriate
10.4.2 Mobile nodes b gning PPTOP 30

and beacon

signals
10.4.3 Message

structure
10.5 What to do
10.6 Further work

message structure, incorporating, in this case, the number of the
source node, and a parity byte, used to look for transmission errors.
As this is a wireless technology, it is possible for chunks of
messages from different sources to arrive as part of the same
message. Using parity, such mistakes can be spotted (though not
corrected.) A brief outline of the use odd and even parity is given.

Detailed instructions on how to build the Flowcode program are
given in the ‘What to do’ section.

A suitable Flowcode program is described in the ‘Solutions to
Exercises’ section.

CP3924-01 ZigBee Training
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11 Exercise 7 — Datalogging Gateway.

11.1 Introduction

11.2 Objective

11.3 Requirements

11.4 The Flowcode
program in detail

11.4.1 Collecting the data

11.4.2 Logging the data

11.4.3 Bytes and ASCII

11.4.4 Connecting the
USB232 board

11.4.5 Bit Banging Serial
Communications

11.5 Whatto do

11.6 Further work

The previous exercise resulted in passing all data from the end
devices through the gateway node, en route to the co-ordinator.
This exercise extends that by relaying the data to a computer as
well, using HyperTerminal, a common communications
application.

The notes give detailed guidance on setting up communications
using HyperTerminal.

The problem in doing this is the data format, ASCII code, used by
HyperTerminal, which differs from that used so far.

The notes introduce the students to ASCII codes, and to bit
banging, the process of using software, rather than hardware, to
convert the raw data to serial ASCII format. The Flowcode
program uses customised macros, called Byte 2 _Number and
Number_2_ USB232 to do this.

Another customised macro, called Format_LCD is used by node 1
to configure the LCD display.

Because of the use of these custom macros, and the increased
complexity of the programs for node 1 and node 4, the students
are advised to copy the programs from the ZigBee course CD-
ROM rather than try to construct them themselves. They should
be actively encouraged to study the structure of these programs,
and modify them to see what happens.

30

CP3924-01 ZigBee Training
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Section Notes for instructors T!mlng
(minutes)
12 Exercise 8 — Modular fire and burglar alarm system
12.1 Introduction
12.2  Objective The aim of this exercise is take the ZigBee four-node network
developed in previous exercises and adapt it to model a real-world
12.3 Requirements system — a burglar / fire alarm
The sensor on the Sensor E-Block acts as temperature sensor.
12.4 The Flowcode
program in detail The Switch E-Block acts as a PIR sensor.
The LCD acts as the central control panel alarm.
12.4.1 Sensors and data
inputs The keypad is used to activate and de-activate the alarm, using
specific 4 digit codes.
30
12.4.2 Data output Another custom macro “String_2 USB232” is used to convert a
character string to ASCII format for transmission via
HyperTerminal to the computer. In this way, alarm messages, like
“Temp Too High”, resulting from examining the temperature raw
12.4.3 Controlling the data, can be relayed to the computer
operation of the
alarm Once again, because of the use of these custom macros, and the
increased complexity of the programs for node 1 and node 4, the
students are advised to copy the programs from the ZigBee
course CD-ROM rather than try to construct them themselves.
They should be actively encouraged to study the structure of
12.5 What to do these programs, and modify them to see what happens.
12.6 Further work

CP3924-01 ZigBee Training
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Section Notes for instructors T!mlng
(minutes)
13 Exercise 9 — Improving network security
13.1 Introduction . .
ZigBee networks offer three levels of security:
1. Low security — you have to be near enough to pick up the
13.2 Objective weak radio signals if you want to hack in.
2. Medium security — the co-ordinator will have an access
control list — a list of approved node MAC addresses.
13.3 Requirements
3 High security — in addition, all transmissions will be encrypted
using AES 128 bit encryption. Unless you have the private 30

13.4 The Flowcode
program in detail

13.4.1 Encryption
commands

13.5 Whattodo

encryption key, you cannot unravel the transmissions.

This exercise replicates what was done in exercise 8, but now
encrypts the transmissions between nodes 1, 2 and 4. Node 3
does not have the private key, and so cannot understand the
transmissions.

Once again, the students are advised to copy the programs from
the course CD-ROM but should be encouraged to study them
closely to understand what is going on, and to modify them.

CP3924-01 ZigBee Training
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Solutions to Exercises

Exercise 1

Node 1 ZigBee(0) Properties

Properties w 0 X

ligheet |~
JE Properties O-I:]-i Position
[ Component
..... Z2 Handle zigheel
------------- Type Zigbee (EBO51, XB...
[ Properties
----- % Device Name Coord
----- [] Zigbee Mode Coordinator =l
----- €5 Auto ID No |
----- &) PAN ID 564
----- E] Mode Join Time Infinite |
----- €D Verbose Mode Mo |
----- Z, Max Hops 4
----- E] sleep Buffer Time Default |
=-B& Connections
----- ] UART channel Channel 1 ~I| Channel and port properties will
----- £7 RX Pin §PORTC.7 vary depending upon target
----- £7 TX Pin $PORTLC.G processor being used. Please see
----- £7 Sleep Pin $PORTC.3 port allocation table on page 6
----- €5 Flow Control Yes |
----- /7 RTS Pin $PORTC.0
----- £7 CT5 Pin $PORTC.4
=-B% Scan Channels
----- 5 ox08 No |
----- 5 oxoc No |
----- 5 0x0D No |
----- 5 0x0E No |
----- 5 0xOF No |
----- 5 0x10 No |
----- 5 ox11 No |
----- &6 12 No |
----- 5 0x13 No |
----- 5 ox14 No |
----- & 15 No |
----- & x16 No |
----- & ox17 Yes =l
----- & ox18 Yes =l
----- & 0x19 Yes =l
----- & x1A Yes =l
----- 7, Scan Duration 3
----- Z, Total Scan Time (ms) 480
=-B& Simulation
&5 Label Zighee

CP3924-01 ZigBee Training Copyright © 2014-2019 Matrix TSL




mnild /X

Exercise 1 — node 1

ZigBee Training — Instructor Guide

BEGIM '

Open Properties box:
Display name: Start the Graphic LCD
Component: gLCD(0)
Macro: Initialise

Start the Graphic LCD
gled: Initialize(]

Print Startup Meszage
gled:: Prict[ " mit Started"

Open Properties box:
Display name: Print Startup Message
Component: gLCD(0)
Macro: Print
Parameters: "Initialise Started", 25, 10, 0,

28,
10.

0,
0l

Start the Zigbee Metworl,

Open Properties box:
Display name: Start the ZigBee Network
Component: ZigBee(0)
Macro: InitNetwork

<. zigheel:InitN etwork(]

N

Clear the Display
< glcd: ClearDisplay()

Open Properties box:
Display name: Clear the Display
Component: gLCD(0)
Macro: Clear

Print Startup Mezzage

gled®:: Print[ "l rut Complete®',
25,
10,
0.
0]

il

W ak far Channel Scan

Open Properties box:
Display name: Print Startup Message
Component: gLCD(0)
Macro: Print
Parameters: "Initialise Complete”, 25, 10,
0,0

) Iz

Enter Cammand Mode

|

Open Properties box:
Delay value: 3 seconds

"\'_\zigl:-eeﬂ::EnterEDmmandM odel] D

/

[l uery the RF Channel
<2igbeeﬂ::5&ndﬁ.T Command["ATCH™

Open Properties box:

Display name: Enter Command Mode
Component: ZigBee(0)

Macro: EnterCommandMode

Listen for the reply
<2igl:uee[l::I3et&THespDnse[D]

/éu

EMD

f

Open Properties box:
Display name: Query the RF channel
Component: ZigBee(0)
Macro: SendATCommand
Parameters: "ATCH"

Open Properties box:
Display name: Listen for the reply
Component: ZigBee(0)
Macro: GetATResponse
Parameters: 0

CP3924-01 ZigBee Training
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Node 1 ZigBee(0) Properties
Properties + 0 X
zigheed -
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Node 2 ZigBee(0) Properties

Properties

+ 0 X

zigheed |v

(}9 Properties ] *I:}' Position

(}9 Properties ] *I:}' Position

1 component

Type

0 Properties

----- 5] Device Name
----- [E] zighee Mode

----- = paN ID

----- [E] node Join Time
----- 5 verbose Mode

----- 7, Max Hops

----- [£] sleep Buffer Time
=-B& Connections

----- [E] uART channel

----- £7 Sleep Pin

----- €5 Flow Contral
----- 7 RTS Pin

----- 7 CTS Pin
=& Scan Channels

----- Z, Total Scan Time (ms)
=-E& Simulation
-5 Label

CP3924-01 ZigBee Training

zigheel
Zighee (EBOS1, XB...

Coord

Coordinator =l
Mo |
304

Infinite =l
Mo =l
4

Default |
Channel 1 |
$PORTC.7

$PORTC.O

SPORTC.3

Yes |
SPORTC.O

SPORTC.4

Mo |
Mo |
Mo |
Mo =l
Mo |
Mo |
Mo -
Mo =l
Mo |
Mo |
Mo -
Mo =l
Mo |
Mo |
Mo -
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3

120

Zighee

1 component

Type

0 Properties

----- 5] Device Name
----- [E] zighee Mode

----- = paN ID
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----- 5 verbose Mode

----- 7, Max Hops

----- [£] sleep Buffer Time
=-B& Connections

----- [E] uART channel

----- £7 Sleep Pin

----- €5 Flow Contral
----- 7 RTS Pin

----- 7 CTS Pin
=& Scan Channels

----- Z, Total Scan Time (ms)
=-E& Simulation
-5 Label
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Exercise 2 —node 1

BEGIN )

[mitialize LCD

*, gledl::nitialize])

ZigBee Training — Instructor Guide

Open Properties box:
Display name: Connect to all devices
Component: ZigBee(0)
Macro: ConnectToAll

|mitialize Zighee

<. zigheel:Inith etwark(] ﬂ

Connect to all devices

< zigheel:: ConnectT adl] A

Open Properties box:
Display name: Print Waiting for Node 2
Component: gLCD(0)
Macro: Print
Parameters: "Waiting for Node 2", 2,2, 0,0

—

Clear Verboze LCD Messages

. glcdl::ClearDisplayl] [J

/

Print ' aiting for Mode 2

aledl::Print "/ aiting far Wode 2",
2,

Open Properties box:
Display name: Initialise Device Count
Calculations: Devices =0

Open Variables box:
Create new variables: TextString, Devices,
Incoming, sig_lev

2,
0,
)

[ritialize Device Count
Device: =10

-

Devices < 1

Pall for Mode 2
+.zigheel: SendChar1

Drelay

) <. 100 ms |

Check for responce

"while nodes not cunncct/
while H ﬁ%

Open Properties box:
Display name: Repeat
Loop while: Devices < 1
Test the loop at the: Start

Open Properties box:
Display name: Poll for Node 2
Component: ZigBee(0)
Macro: SendChar
Parameters: ‘1’

Open Properties box:
Display name: Check for
response
Component: ZigBee(0)

. Jncoming=zigbeel: ReceiveChar[200]

Macro: ReceiveChar

Responce received?
JF Incoming = "2' 7

M

[mizrement device count

Parameter: 200

W

Open Properties box:
Display name: Response
received?
If: Incoming = '2'

. Devices = Devices +

LI

)

Clear LCD
< olcd::ClearDisplayl] [J

CP3924-01 ZigBee Training

—

Open Properties box:
Display name: Increment device count
Calculations: Devices = Devices+1
Open Variables box:
Create new variables: TextString,
Devices, Incoming, sig_lev
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Open Properties box:
Display name: Print Node Connected
Component: gLCD(0)

Exercise 2 — node 1 continued

|F'rint Mode Connected Macro: Print
glcdﬂ::F’gnt[“NDdE £ Connected”, b Parameters: "Node 2 Connected”, 2, 2, 0, 0
2
0,

Open Properties box:
Display name: Receive Keypad data
Component: ZigBee(0)
Macro: ReceiveChar
Parameter: 20
Return Value: Incoming

b ain Loop

Wihile
1
Receive Keypad data

E + Incoming=zighee 0 R eceiveChar [20] n Open Properties box:
Display name: Response received?
If: Incoming < 255

If Data Received?

*JF Ihcoming < 255 7
Open Properties box:
< Display name: Convert
Mo keypad number to
Convert keppad nurnber ba String StringMessages
| % TextString =™ + Incoming % Calculations: TextString
=""+ Incoming
Frint K.eypad Data to LCD )
E aledl:: PrintT extSting, Open Pro_pertles box: .
=) Display name: Print Keypad
&0, Data to LCD
<, Component: gLCD(0)
0] Macro: Print
L Parameters: TextString, 60,
Lt 60, 2,0
Read the .Iast Sigr?al Level . Open Properties box:
E <. sig_lev=agbesl: GetSignalLevel] Display name: Read the last Signal
Level
Convert Signal Level to String Component: ZigBee(0)
L_l T esCHing = Toshing? [sig_kw] Macro: GetSignallLevel
Return Value: sig_lev

Frint Signal Lewvel

E gledd: Prnt["Signal Level”. | Open Properties box:
2, Display name: Convert Signal Level to String
EIE' \ Calculations: TextString = ToString$(sig_lev)
0

. . _ Open Properties box:
Cvenarite Previous Value with Spaces Display name: Print Signal Level

E s glcdn::P;’atD[: ’ Component: gLCD(0)

12, Macro: Print

0, ]\ Parameters: "Signal Level", 2,12, 0, 0
0]

o Open Properties box:
Print Signal Level Data Display name: Overwrite Previous Value with

E__B glu:dI:I::F'[I'rEItDﬂ' ed5tng, | Spaces
12 Component: gLCD(0)
1, Macro: Print
0] Parameters: “ " 100, 12, 0, 0

Open Properties box:
- Display name: Print Signal Level Data
Component: gLCD(0)

END Macro: Print
Parameters: TextString, 100, 12, 0, 0

CP3924-01 ZigBee Training Copyright © 2014-2019 Matrix TSL
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Exercise 2 — node 2

BEGIN '

Pragrar Started

=01
> PORTE
Initialize Zigbee Mode

H zigheel::| ithd ebwark[] lj

Imit Completed

I

ZigBee Training — Instructor Guide

Open Properties box:
Display name: Program Started
Variable or value: 0x01
Port: PORT B
Output to: Entire Port

Open Properties box:
Display name: Initialise Completed
Variable or value: 0x02
Port: PORT B
Output to: Entire Port

=02
-» PORTE
Connect to Coordinator

Ei retval=zigheel:: Connect T oCoordinator) U

If Problem Connecting
IF retval 7

Ope

Ope

n Properties box:
Display name: If Problem Connecting
If: retval
n Variables box:
Create new variables: retval, in, keypad_num,
sig_lev

/(es

Coordinator Connected
.04
-» PORTE

No

Coordinator Mot Found

/ 0x03

/

U

Check for node poll command

If command received

Send node present o

> PDHTE%D

E in=2igbeel3::%ceive[ﬁhar[a U

Open Properties box:
Display name: Co-ordinator Not Found
Variable or value: 0x03
Port: PORT B
Output to: Entire Port

Open Properties box:
Display name: Co-ordinator Connected
Variable or value: 0x04
Port: PORT B
Output to: Entire Port

Open Properties box:
Display name: Check for node poll command
Component: ZigBee(0)
Macro: ReceiveChar
Parameter: 2
Return Value: in

zigheel:S

Scan for Keppad press
H kewpad num=keppadl: Getdscill []

It Keypad Preszed \

IF keypad_num < 255 7 []

]

Open Properties box:
Display name: If command received
If: in="1’

Open Properties box:
Display name: Send node present command
Component: ZigBee(0)
Macro: SendChar

Open Properties box:
Display nhame: Scan for Keypad press
Component: KeyPad(0)

Macro: GetAscii
Return Value: keypad_num

4 Tes
Mo Parameter: 2’
Transmit key press
a a zinbeel:SendChar(keyp,
Delay \
100 ms
L
Open Properties box:

Display name: Transmit key press
Component: ZigBee(0)

Macro: SendChar

Parameters: keypad num

CP3924-01 ZigBee Training
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Exercise 3

Node 1 Zi= Beesog Proierties Node 2 Zii Bee=0= Proierties

righeel - righeel Iv
f Properties I '@" Position f Properties I v@w Pasition
[T Component [T Component
## Handle zigheel ## Handle zigheel
- Type Zighee (EBOS1, XB... Zighee (EBOS1, XB...
[ Properties
& Device Name Coord & Device Name Endl
[E] zighee Mode Coordinator -~ [E] zighee Mode End Device -~
D Auto ID Ko =l D Auto ID Ko =l
&3 PAN ID 564 &3 PAN ID 564
-] Mode Join Time Infinite | ~[E] Join Notification Hone |
~£5 Verbose Mode Ho | ~£5 Verbose Mode Ho |
7, Max Hops 4 -, Max Hops 4
Sleep Buffer Time Default | —[] sleep Buffer Time Default |
=-B&% Connections =-B&% Connections
-] UART Channel channel 1 =~ -] UART Channel channel 1 =~
L7 RX Pin £PORTC.7 L7 RX Pin £PORTC.7
L7 TX Pin £PORTC.B --L7 TX Pin £PORTC.B
--/7 Sleep Pin $PORTC.3 --/7 Sleep Pin $PORTC.3
€D Flow Control Yes =~ €D Flow Control Yes =~
L7 RTS Pin SPORTC.O L7 RTS Pin SPORTC.O
L7 CTS Pin $PORTC.4 L7 CTS Pin $PORTC.4
=-B% Scan Channels =-B% Scan Channels
€0 Ox0B Ho | €0 Ox0B Ho |
-E0 Ix0C Ho | -E0 Ix0C Ho |
Mo | -E0) 0x0D Mo |
Ho x| 0 Ox0E Ho x|
Ho | 5 0x0F Ho |
Ho | D 0x10 Ho |
Ho =~ D 0x11 Ho =~
o =l €0 0x12 o =l
o = €D 0x13 o =
Ko | D 0x14 Ko |
Ho = D 15 No |
Ko =l D x16 Ko =l
Ho | -E0) 0x17 Yes |
Ho | -E0) 0x18 Yes |
Ho | -E0 Ix19 Yes |
Yes | €D OxlA Yes |
Z Scan Duration 3 Z Scan Duration 3
-, Total Scan Time (ms) 120 -2, Total Scan Time (ms) 480
=-B& simulation =-B& simulation
& Label Zighee & Label Zighee
Node 3 ZigBee(0) Properties Node 4 ZigBee(0) Properties
Properties * o x Properties * o x
zigheel Iv zigheel Iv
&9 Properties I *@" Position &9 Properties I *@* Position
[ Component [ Component
22 Handle zigheeo 22 Handle zigheeo
- Type Zigbee (EB051, XB... - Type Zigbee (EB051, XB...
[ Properties [ Properties
& Device Name Endz & Device Name Gate
End Device = --[£] Zighee Mode Router =
No - --E5 Auto ID No -
564 & PAN ID 564
None = -] Join Notification None =
€2 Verbose Mode Mo | -] Mode Join Time Infinite |
Z, Max Hops 4 €5 Verbose Mode Mo -
-] Sleep Buffer Time Default - -2, Max Hops 4
-I-B& Connections -] Sleep Buffer Time Default |
—[E] UART Channel Channel 1 - --B% Connections
{7 RX Pin $PORTC.7 ~[E] UART Channel Channel 1 =l
~F TX Pin $PORTC.6 ~{F RX Pin $PORTC.7
-7 Sleap Pin $PORTC.3 ~LF T Pin £PORTC.6
5 Flow Control Yes - 7 Sleep Pin $PORTC.3
(7 RTS Pin $PORTC.0 B Flow Control Yes =l
- F CTS Pin $PORTC.4 -7 RTS Pin $PORTC.OD
—I-B% Scan Channels {7 CTS Pin $PORTC.4
5 0x0B No - =-B% Scan Channels
—~£5 0x0C Mo = €5 0x0B Mo =
€5 0x0D Mo | ~E5 0x0C Mo |
~E5 0x0E No - ~E5 0x0D No -
£ 0x0F Mo =l £ 0x0E Mo =l
€5 0x10 Mo = €5 0x0F Mo =
~£0 0x11 Mo | ~£0 0x10 Mo |
& ox12 Mo - B oxi11 Mo -
60 0x13 Mo =l 6 0x12 Mo =l
€0 0x14 Mo = €0 0x13 Mo =
~E0 0x15 No - ~E0 0x14 No -
-~ 0x16 Mo =l £ 0x15 Mo =l
~£B 0x17 Yes = ~£5 0x16 Mo =
~£0 0x18 Yes | 0 0x17 Yes |
B ox19 Yes - D ox18 Yes -
60 Ox1A Yes =l -~ 0x19 Yes =l
-, Scan Duration 3 €3 0x1A Yes =
&, Total Scan Time (ms) 480 &, Scan Duration 3
=-B8 Simulation —Z, Total Scan Time (ms) 480
& Label Zighee =-E& Simulation
& Label Zighee
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Exercise 3 —node 1 Open Properties box:

Display name: Print Waiting for Nodes

{ BEaN ) Component: gLCD(0)
Macro: Print
Initiglise LCD Parameters: "Waiting for Nodes", 2, 2, 0, 0
Ei gledl::Initiahze(] U —
i Zict Open Properties box:
= Ig;igehen'aeﬂ::Initfslett-\lork[] U Dlsplay r_]ame: LOOP
a Loop while: Devices < 0x07

Test the loop at the: Start

Caonnect to all devices

H zigbeel::ConnectT o) |]

Clear Werbose LCD Messages

B glcdl:: ClearDisplay(] U

Print w/aiting far Modes

aled::Print[ " aiting for Modes",
H 2.
2

Open Properties box:
Display name: Initialise Device Count
Calculations: Devices =0

Open Variables box:
Create new variables: TextString, sig_lev,
Devices, In, Incoming

Initialize Device Count

| Deviges =0 U

Loop

Open Properties box:
Display name: Clear Any Detected Nodes
Component: gLCD(0)

Whle 7 H Macro: Print

Devices < 7 Parameters: " "2,12,0,0

jEEaEREREEEN

Initialize Device Count

Devices =0 ’[]
—l Open Properties box:

Pall far Mades DISplay name: LOOp
H zigbeel::SendChar T |j LOOp count: 150

Clear &np Detected Modes

gled0ePrint™ . .
2,
12,

Open Properties box:
Display name: Check for response
Component: ZigBee(0)

Loop Macro: ReceiveChar

Coop Parameter: 20
uﬁﬂﬁ;ﬂ Return Value: Incoming
Check for responce
a B Incoming=zigheel::ReceiveChar[20

. Open Properties box:
Fezpance received? ) .
T Tncomng ="2 7—4 Display name: Response received?

/{(7 If: Incoming = 2’
=]
Mode 2 Detected
| Devices = Devices | 001

r“rmr;

0.
]

Mo

Prink Mode 2
gledD: :Print["2-0F. ",
2

12,
0
0)

El}

Open Properties box: _
Display name: Print Node 2 Open Properties box:
Component: gLCD(0) Display name: Node 2 detected
Macro: Print Calculations: Devices = Devices | 0x01

Parameters: "2-OK ", 2, 12,0, 0

CP3924-01 ZigBee Training Copyright © 2014-2019 Matrix TSL
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Exercise 3 —node 1 continued

Open Properties box:

Display name: Node 3 detected
Calculations: Devices = Devices | 0x02

Open Properties box:

Macro: Print

Display name: Print Node 3
Component: gLCD(0)

Parameters: "3-OK ", 42, 12, 0,

Rezponce recerved?

If Incammg = '3 ¢ &

ZigBee Training — Instructor Guide

Open Properties box:
Display name: Response received?
If: Incomina = ‘3’

Mode 3 Detected

Devices = Devices | 002 U

!

Print Mode 3
gledD:Print3-0K. ", ]
42,
12,
I}

il

{1
L

Open Properties box:

Display name: Node 4 detected
Calculations: Devices = Devices | 0x04

)

Clear LCD

Rezponce received?

Open Properties box:
Display name: Response received?
If: Incoming = ‘4’

Mode 4 Detected

L> Devices = Devices | Ox04 lj

Privit Mode 4

glod:: Frint"4-0k",
82,

12,

glod:: ClearDizplay) U

Frint Modes Connected

glod::Frint["Modes Connected"’,
2,

2
1)
0]

Activate Modes

EMD

<2igbeeD::SendEhar['D']

CP3924-01 ZigBee Training

Open Properties box:
Display name: Print Node 4
Component: gLCD(0)
Macro: Print
Parameters: "4-OK", 82, 12, 0, 0

Open Properties box:
Display name: Print Nodes Connected
Component: gLCD(0)
Macro: Print
Parameters: "Nodes Connected”, 2, 2,0, 0

Open Properties box:
Display name: Activate Nodes
Component: ZigBee(0)
Macro: SendChar
Parameter: 0’
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Exercise 3 — node 2 (See notes on exercise 2 node 2 above.)

0001 i
> PORTE

Initialize Zighee Node
zigheel: nitH etwork]] E]

Init Completed
0x02
-» PORTE

Connect to Coordinator
retval=zigheell: ConnectT aCoordinator(] [j

If Problem Connecting

If retval 7 i

Coardinator Conhected Coardinator Mot Faund Open Properties bOX:
0x04 003 . el 1 .
/ > PORTB H / > PORTE H Display name: Initialise received character
| Calculations: in=0

Initialize received character
in=0—

Open Properties box:
Display name: Node Check Loop
Loop while: in <>'0'
Test the loop at the: Start

Check for node poll command

a a in=zigheel)::ReceiveChar[20) E]

If zommand received

A

MHa
Send node present command
zighee: SendChar2] U
C
Open Properties box:

Display name: Check for switch update
Component: ZigBee(0)

Macro: ReceiveChar

Parameter: 20

Return Value: in

Check. Far switch update

E H in=zigheell::ReceiveChar(20]

If Update iz available

Fin<2557

Yes

MHa

Update LED2

in i
\Eronrs_|
C

CP3924-01 ZigBee Training Copyright © 2014-2019 Matrix TSL
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Exercise 3 — node 3 Open Properties box:
Display name: Initialise Variables

Open Variables box:
BEGIN . .
Create new variables: switch_num,
Initialise Zigbee Node

old_switch_num, in, retval

a zigheel: Initt etwork[] U Calculations: SWitCh_num =0
old_switch_num =0
Initialize V ariables in=0

awitch_num =0

ald_switch_num = 0
L—I n=0 - Open Properties box:
_ Display name: Connect to Coordinator

Connect to Coordinator

retval=zigheel:: Connect T oCoordinator() [] Component: ZlgBee(O) ]
Macro: ConnectToCoordinator
Main Loop

: Return Value: retval
(%]

Open Properties box:

Check far hode pall command D|Sp|ay name: Main LOOp
H H in=acbeel:F eceiveChal20] Loop while: in 1="0"
Test the loop at the: Start

If command recewed

Open Properties box:
Display name: Check for node poll command
Component: ZigBee(0)
Macro: ReceiveChar

B ma i :
Parameter: 20
Return Value: in
Send node present comm amme
zigheel::SendChar3] U .
Open Properties box:
. Display name: If command received
If:in="1'

Open Properties box:
Display nhame: Send node present command
Cornnect to End Device 1 Component: Z|gBEE(O)

Ej H retval=zighesl:: ConnectToMarme[ 'End1"] [] Macro. SendChar
Parameter: 2’

Laop
D@ \I Open Properties box:

Display name: Connect to End Device 1

Update switch variable 4
ton vaneh Component: ZigBee(0)
switch_num Macro: ConnectToName
Parameters: "End1"
If Switch state changed .
T satch_num 1= old_switch_num 7\{{ Return Value: retval

Open Properties box:
Mo _ Display name: Update switch variable
[ransmk switch vakse . Variable or value: switch_num

zigbeell::S endCharlzwitch_
Q a Port: PORT D

Input from: Entire Port
Delay

< _Alms |
e Open Properties box:
Display name: If Switch state changed
C If: switch num !=old switch num

Update Warnables

old_switch_num = switch_num U Open Properties box:

Display nhame: Transmit switch value
Component: ZigBee(0)

- Macro: SendChar
Parameter: switch num

Open Properties box:
Display name: Update Variables
Calculations: old_switch _num = switch_num

CP3924-01 ZigBee Training Copyright © 2014-2019 Matrix TSL
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Exercise 3 —node 4

BEGIM '

Initiglize Zigbee Hode
<. zigheel:Inith ehwork[] [j

Connect to Coordinator
'<retval=2igl:|ee|:|::Eu:unneu:tTu:uEu:u:uru:Iinatu:-r[] lj

bain Loop
Wihile
1

Check for node poll command
(:in:zigl:ueel:l::ﬂeceiveEhar[ED] D

[f command recerved

T n=T7_]]

Mo
Drelay

) 10 ms D

Send node prezent cormmand
<, zigbeel: SendCharl'4] lj

Open Properties box:
Display name: Send node present command

Component: ZigBee(0)
Macro: SendChar

EMD Parameter: 4’

CP3924-01 ZigBee Training Copyright © 2014-2019 Matrix TSL
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Exercise 4

Node 1 ZigBee(0) Properties Node 2 ZigBee(0) Properties

Properties o X Properties o X

zigheel - zigheel Iv
&Za Properties I *@0 Paosition &3’) Properties I *@0 Position
[ component [ component
Handle zigheed zigheel
Type Zighee (EBOS1, XB... Zighee (EBOS1, XB...
[ Properties
-5 Davice Name Coord -5 Davice Name Endil
[E] Zigbee Mode Coordinator - [E] Zigbee Mode End Device -
-5 Auto ID Mo =l -5 Auto ID No =l
&3 PAN ID S64 &3 PAN ID 564
-] Node Join Time Infinite - -] Join Notification None -
- Verbose Mode No - - Verbose Mode No -
- Z, Max Hops 4 - Z, Max Hops 4
--[E] Sleep Buffer Time Default = --[E] Sleep Buffer Time Default =
—-B% Connections —-B% Connections
—[E] UART Channel Channel 1 - —[E] UART Channel Channel 1 -
~LF RX Pin $PORTC.7 ~LF RX Pin $PORTC.Y
~LF TX Pin $PORTC.6 ~LF TX Pin $PORTC.6
{7 Sleep Pin $PORTC.3 {7 Sleep Pin $PORTC.3
€5 Flow Control Yes = €5 Flow Control Yes =
-7 RTS Pin $PORTC.0 -7 RTS Pin $PORTC.O
L7 CTS Pin $PORTC.4 L7 CTS Pin $PORTC.4
=-B& Scan Channels =-B& Scan Channels
€5 0x0B No = €5 0x0B Mo =
~E5 0x0C No - ~E5 0x0C Ho -
-~ 0x0D Mo =l -~ 0x0D No =l
5 Ox0E Mo = 5 Ox0E Ho =
€5 0x0F Mo | €5 0x0F Mo |
5 ox10 Mo - 5 ox10 Mo -
60 0x11 Mo =l 60 0x11 No =l
€0 0x12 Mo = €0 0x12 No =
~E0 0x13 No - ~E0 0x13 Ho -
D 0x14 Mo =l D 0x14 No =l
~£5 0x15 Mo = ~£5 0x15 Ho =
~£0 0x16 Mo | ~£0 0x16 Mo |
D ox17 Mo - D ox17 Yes -
-~ 0x18 Mo =l -~ 0x18 Yes =l
€0 0x19 Mo = €0 0x19 Yes =
€D 0x1A Yes - €D 0x1A Yes -
—#, Scan Duration 3 —#, Scan Duration 3
-, Total Scan Time (ms) 120 2, Total Scan Time (ms) 480
=-B8 Simulation =-B8 Simulation
& Label Zighee & Label Zigbee
Node 3 ZigBee(0) Properties Node 4 ZigBee(0) Properties
Prope v o x Prope v o X
zigheel Iv zigheel Iv
JB Properties ] 4’@‘ Position &9 Properties ] 6{1]' Position
) Component I Component
2 Handle zigheed 4% Handle zigheen
- Type Zigbee (EBD51, XB... e TYDE Zigbee (EBO51, XB...
I} Properties [y Properties
& Device Name End2 & Device Mame Gate
~[] Zighee Mode End Device - -E] zighee Mode Router x|
€0 Auto ID Ho = —~£B Auto ID Mo -
& PANID 564 & PAN ID 564
—[E] Join Notification Hone - -E] Join Notification None x|
€0 Verbose Mode Ho = —[E] Node Join Time Infinite |
Z, Max Hops 4 5 Verbose Mode Mo |
—[] Sleep Buffer Time Default | —Z, Max Hops 4
=B Connections -E] sleep Buffer Time Default x|
-—[E] UART Channel Channel 1 - =-B% Connections
47 RX Pin $PORTC.7 ~[E] UART Channel Channel 1 =
-7 TX Pin $PORTC.6 ~4£F R¥ Pin $PORTC.7
47 Sleep Pin $PORTC.3 ~£7 TX Pin $PORTC.6
€D Flow Control Yes - £7 Sleep Pin $PORTC.3
47 RTS Pin $PORTC.0 €5 Flow Control Yes =l
-7 CTS Pin SPORTC.4 -7 RTS Pin $PORTC.O
=-B% Scan Channels -7 CTS Pin $PORTC.4
-5 0x0B Ho | =-B% Scan Channels
P 0x0C Ho - ~E 0x0B Mo x|
€D 0x0D Ho = -~ 0x0C Mo |
D 0x0E Ho - ~E5 0x0D Mo -
€D 0x0F No =l €D Ix0E No El
P ox10 Ho - £ OxOF Mo x|
D 0xl1 Ho = ~E5 0x10 Mo |
D ox12 Ho | 5 ox11 Mo |
D 0x13 No | -5 0x12 Mo =
€D 0x14 Ho - ~E5 0x13 Mo x|
€D 0x15 Ho - ~E5 0x14 Mo -
-0 0x16 No | ~£5 0x15 Mo =
D 0x17 Yes - 5 0x16 Mo x|
D 0x18 Yes = ~E5 0x17 Yes |
D ox19 Yes | 5 ox18 Yes |
0 Ox1A Yes =l -5 0x19 Yes =
- Z, Scan Duration 3 ~ED 0x1A Yes x|
-, Total Scan Time (ms) 480 2, Scan Duration 3
=% Simulation — 2, Total Scan Time (ms) 480
-5 Label Zighee =-B& Simulation
& Label Zighee

CP3924-01 ZigBee Training
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The node 1 program is identical to the node 1 program used in exercise 3.
The node 3 program is identical to the node 3 program used in exercise 3.
The node 4 program is identical to the node 4 program used in exercise 3.

The node 2 program is identical to the node 2 program used in exercise 3 to the point
where all the LEDs are switched off. Then:

|Switch Off LEDs

i Open Properties box:
/ / i-> PORTE W

b ain Loop

Loop count: 50

Display name: Check for up to 50 messages

While
1

Check for up to &0 ez

Loop
a0 times

)

Check for switch update \

‘ Open Properties box:

Display name: Check for switch update
Component: ZigBee(0)

Macro: ReceiveChar

Parameter: 20

Return Value: in

<in=2igbee[l::HeceiveEhar[ED] U

If Update is available

If i< 2557 i

Open Properties box:
Display name: Update LEDs
Variable or value: in
Port: PORT B
Output to: Entire Port

|lpdate LED=

[

it
-+ PORTE

Delay

) . 100 ms

Configure Sleep

Open Properties box:

izigbeeﬂ::NDdeEanigureS IeepW
0]

Display name: Configure Sleep
Component: ZigBee(0)

Macro: NodeConfigureSleep
Parameters: 2, 0

Sleep for 5 seconds Open Properties box:
) E Display name: Wakeup and Poll
Parent

EMD

CP3924-01 ZigBee Training

Component: ZigBee(0)

W akeup and Poll Parent
<_zigbeell:Nodehw ske]] /ﬁ7/

Copyright © 2014-2019 Matrix TSL




midralX

Exercise 5

Node 1 ZigBee(0) Properties

Properties * o X
zigheel -
f Properties ] 0{:]4 Position
I component
g% Handle zigheel
Type Zighee (EB0OS1, XB...
[ Properties
& Davice Name Coord
[E] zZigbee Mode Coordinator |
D Auto ID Mo =l
& PAN ID S64
—[E] Node Join Time Infinite -
€5 Verbose Mode No -
-, Max Hops 4
—[] Sleep Buffer Time Defaul |
=-B% Connections
~[E] UART Channel Channel 1 x|
-7 RX Pin $PORTC.7
&7 TX Pin $PORTC.6
-7 Sleep Pin $PORTC.3
€ Flow Control Yes x|
-7 RTS Pin $PORTC.O
£7 CTS Pin $PORTC.4
=-B& Scan Channels
-~ 0x0B Mo x|
-~ 0x0C No -
~£5 0x0D Mo =
~E OXOE Mo x|
-~ Ox0F Mo |
€5 ox10 Mo |
-5 0x11 Mo =
5 0x12 Mo x|
~E5 0x13 No -
-5 0x14 Mo =
5 0x15 Mo x|
5 0x16 Mo |
5 ox17 Yes |
-5 0x18 Yes =
~E5 0x19 Yes x|
€5 0x1A Yes -
—Z, Scan Duration 3
— 2, Total Scan Time (ms) 480
=-S5 Simulation
L& Label Zighee

Node 3 Zii Beeioa Proi erties

zigheel I -
&9 Properties ] 6{1]' Position

I Component
4% Handle zigheed

e TYDE Zigbee (EB0O51, XB...
[y Properties
& Device Mame End2
E] zigbee Mode End Device x|
—~£B Auto ID No -
& PAN ID 564
Join Notification None x|
€5 Verbose Mode Mo |
Z, Max Hops 4
—[] Sleep Buffer Time Default x|
- Connections
~[E] UART Channel Channel 1 |
~£F RX Pin $PORTC.7
=7 TX Pin $PORTC.6
47 Sleep Pin $PORTC.3
€5 Flow Control Yes |
~£7 RTS Pin $PORTC.0
-7 CTS Pin $PORTC.4
=-B% Scan Channels
~£5 0x0B No =
-~ 0x0C Mo x|
~E5 0x0D Mo |
-~ Ox0E No -
~£5 0x0F No =
~E5 0x10 Mo x|
~E5 0x11 Mo |
5 ox12 Mo |
-0 0x13 No =
~ED 0x14 Mo x|
~E5 0x15 No -
-5 0x16 No =
5 0x17 Yes x|
5 0x18 Yes |
5 ox19 Yes |
0 0x1A Yes =l
—Z, Scan Duration 3
—&, Total Scan Time (ms) 480
Simulation
S Label Zighee

CP3924-01 ZigBee Training
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Node 2 ZigBee(0) Properties

Properties * o X

zigheel I -
f Properties ] 0{:]4 Position

I component

% Handle zigheel
Type Zigbee (EB0OS1, XB...
[ Properties
& Davice Name End1
[E] zZigbee Mode End Device |
D Auto ID No =l
& PAN ID s64
—[E] Join Notification None -
€5 Verbose Mode No -
-, Max Hops 4
—[] Sleep Buffer Time Default |
=-B% Connections
~[E] UART Channel Channel 1 x|
-7 RX Pin £PORTC.7
~£7 TX Pin $PORTC.6
-7 Sleep Pin $PORTC.3
€ Flow Control Yes x|
~£7 RTS Pin $PORTC.O
£7 CTS Pin $PORTC.4
=-B& Scan Channels
-~ 0x0B No x|
-~ 0x0C No -
~£5 0x0D No =
~E OXOE Mo x|
-~ Ox0F Mo |
€5 ox10 Mo |
-5 0x11 No =
5 0x12 Mo x|
~E5 0x13 No -
-5 0x14 No =
5 0x15 Mo x|
5 0x16 Mo |
5 ox17 Yes |
-5 0x18 Yes =
~E5 0x19 Yes x|
€5 0x1A Yes -
—Z, Scan Duration 3
— 2, Total Scan Time (ms) 480
=-B& Simulation
L& Label Zighee

Node 4 ZigBee(0) Properties

Propel v 0 X

zigheel I -
&9 Properties ] 6{1]' Position

I Component

4% Handle zigheen
e TYDE Zigbee (EBO51, XB...
[y Properties
& Device Mame Gate
-E] zighee Mode Router x|
—~£B Auto ID Mo -
& PAN ID 564
-E] Join Notification None x|
—[E] Node Join Time Infinite |
5 Verbose Mode Mo |
—Z, Max Hops 4
-E] sleep Buffer Time Default x|
=-B% Connections
~[E] UART Channel Channel 1 -
~4£F R¥ Pin $PORTC.7
~£7 TX Pin $PORTC.6
£7 Sleep Pin $PORTC.3
€5 Flow Control Yes x|
-7 RTS Pin $PORTC.O
~£7 CTS Pin $PORTC.4
=-B% Scan Channels
~E 0x0B Mo x|
-~ 0x0C Mo |
~E5 0x0D Mo -
~£5 Ox0E Mo =
£ OxOF Mo x|
~E5 0x10 Mo |
5 ox11 Mo |
-5 0x12 Mo =
~E5 0x13 Mo x|
~E5 0x14 Mo -
~£5 0x15 Mo =
5 0x16 Mo x|
~E5 0x17 Yes |
5 ox18 Yes |
-5 0x19 Yes =
~ED 0x1A Yes x|
2, Scan Duration 3
— 2, Total Scan Time (ms) 480
=-B& Simulation
& Label Zighee
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Exercise 5—-node 1

BEGIM '

Initialise LCD

“Z gledl:Initialize(]

Initiali =2 £ gbee
<2ig|:ueel:l::|nitNetwu:urk[] [j

ZigBee Training — Instructor Guide

Open Properties box:

Display name: Print "Initialise Complete"
Component: gLCD(0)

Macro: Print

Parameters: "Initialise Complete", 2, 2,0, 0

Print "'lrk Complete"
oA PAr T W
2.
2
0.
0]
D elay

) < 2z
kair Program Loop
\{While “
1

Clear LCD
<_gled:ClearDisplay(] U

Print ' Scanning For Modes"

Open Properties box:

Display name: Print "Scanning For Nodes"
Component: gLCD(0)

Macro: Print

Parameters: "Scanning for Nodes", 2, 2, 0, 0

Open Properties box:

2
0.
ol

gledd:: Print[*S canning for Modes",
2,

Display name: Scan For Nodes
Component: Zigbee(0))

Macro: ScanNetwork
Parameter: O

Scan For Modes

Return Value: Device_Count

<D evice_Count=zigbeel::S cant ebwork (0]

/

Print ''Scan Complete'!

aledd::Print"Scan Complete
2

z
0
0]

Print '"Modes Detected"

aledd::Print["Modes Detected:”,
2

18,
o,
0]

Open Properties box:

Display name: Print "Scan Complete"
Component: gLCD(0)
Macro: Print

Parameters: "Scan Complete ", 2,2,0,0

Open Properties box:
Display name: Print "Nodes Detected"
Component: gLCD(0)
Macro: Print
Parameters: "Nodes Detected:", 2, 15, 0, 0

CP3924-01 ZigBee Training
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Exercise 5 — node 1 continued ) '
|F'rintN urrber Modes Detected Open Propertles box: .
Sl PrriHomberD evice Cour, 1 Display name: PrintNumber Nodes Detected
Component: gLCD(0)

1)
85» Macro: PrintNumber
] Parameters: Device_Count, 110, 15, 0, 0

Sean for "END" In 1D Address J Open Properties box:

iDeviCES=2igbeeEl::ScanBuffer["END"f % Display name: Scan for "END" In ID Address
&l Component: Zigbee(0))

Macro: ScanBuffer

Print “Erd devices™ . Parameters: "END", 3

glod::Print"End devices:", Return Value: Devices

Open Properties box:
Display name: Print "End devices"
Privtt urber "End' Devices Component: gLCD(0)

gled PrivtHumbenDevaices, | Macro: Print -
110, Parameters: "End devices:", 2, 28, 0, 0

28,
1]

1) Open Properties box:

Display name: PrintNumber "End" Devices
Initialize Index Component: gLCD(0)

ids =0 Macro: PrintNumber

Parameters: Devices, 110, 28, 0, 0

Scan Through Device Table

i Open Properties box:
ile d e s
[ ]‘(idm ] 1 Display name: Initialise Index
Calculations: idx =0

kazk One Device At A Time -
Flag = Devices & Ow01 |'j Open Properties box:

Display nhame: Set Foregrond
Component: gLCD(0)

D eckion _ Macro: SetForegroundColor
IF Flag? ] Parameters: 7,0, 0
/Yes
Mo
Call Component Macio Call Component Macro
glcd:: 5 etForegroundColour(0, gled0:: SetForegroundColour[ 7,
0, 0.
]| 0
|:—h
—
Initialize Index 2
ide2 =0 Open Properties box:
Display name: Initialise Index 2
Calculations: idx2 =0
Scan T hrough Device Mame

“while:
ids2 < B

Call Comporent bacro
Text5tinglids2]=zigbeel:: R ead ameFromB ufferfids,
idse]

Open Properties box:
Display name: Read Name
Component: Zigbee(0)
Macro: ReadNameFromBuffer
Parameters: idx, idx2
Return Value: TextString[idx2]

CP3924-01 ZigBee Training Copyright © 2014-2019 Matrix TSL
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Exercise 5 — node 1 continued

Open Properties box:

ZigBee Training — Instructor Guide

Inzrement Index 2

o =ided + 1

Display name: Increment Index 2
Calculations: idx2 = idx2 + 1

N

Open Properties box:

Calculate ' Coord For LCD

Display name: Calculate Y Coord For LCD
Calculations: Ycoord = (idx * 10 ) + 40

s

< Vcoord = (i * 10] + 40 |'j

Open Properties box:

Display name: Print Device Index

Component: gLCD(0)
Macro: PrintNumber
Parameters: idx, 2, Ycoord, 0, O

i\[

Frint D evice Index
gledd:: PrintHumber(ids:,
2,
Yooord,
a,
0

Frint D evice Flag

Open Properties box:
Display name: Print Device Flag

aledd:: PrintHumberFlag,
10,

Component: gLCD(0)
Macro: PrintNumber
Parameters: Flag, 10, Ycoord, 0, 0

—%/[

Yooord,
0,
0

Frirt D evice 1D Mame

Open Properties box:
Display name: Print Device ID Name

aledd:: Print[T extString,
20,

Component: gLCD(0)
Macro: Print
Parameters: TextString, 20, Ycoord, 0, O

Yooord,
0,
0]

Move To Mest Device

Open Properties box:
Display name: Move To Next Device

'<Devi|:es =Devices »» 1 [j

Calculations: Devices = Devices >> 1

=

ant [rdex

ACTEm

ids = ids + 1

Open Properties box:
Display name: Increment Index
Calculations: idx = idx + 1

ENMD

CP3924-01 ZigBee Training
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Exercise 5 continued

The node 2 program is identical to the node 2 program used in exercise 3, except that
a delay of 100 milliseconds is added after the ‘Send node present’ command in the
‘Yes’ loop of the ‘If command received’ Decision box.

The node 3 program is identical to the node 3 program used in exercise 3, with the
following modification:
¢ Inthe ‘Yes’ loop of the ‘If command received’ Decision box, increase the
delay, before the ‘Send node present command’ to 100 milliseconds, and
add another delay of 100 milliseconds after that command.
¢ Move the ‘Connect to End Device 1° Component macro into the ‘Yes’ loop of
the ‘If switch state changed’ Decision box, before the ‘Transmit switch value’
Component macro.

The node 4 program is identical to the node 4 program used in exercise 3 with the
following modification:
¢ Inthe ‘Yes’ loop of the ‘If command received’ Decision box, increase the
delay, before the ‘Send node present command’ to 200 milliseconds, and
add another delay of 100 milliseconds after that command.

Exercises 6 to 9 - Overview

For these exercises, the Flowcode program structures are complex and so should be
copied from the Matrix ZigBee course CD-ROM.

Students should be encouraged to analyse the programs carefully, and to experiment
with the configuration.

The following pages contain diagrams showing these Flowcode programs, without the
configuration details that have accompanied earlier exercises.

CP3924-01 ZigBee Training Copyright © 2014-2019 Matrix TSL
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Exercise 6

Node 1 ZigBee(0) Properties

Properties * o X
zigheel -
f Properties ] 0{:]4 Position
I component
g% Handle zigheel
Type Zigbee (EB0OS1, XB...
[ Properties
& Davice Name Coord
[E] zZigbee Mode Coordinator |
D Auto ID Mo =l
& PAN ID 564
—[E] Node Join Time Infinite -
€5 Verbose Mode Mo -
-, Max Hops 4
—[] Sleep Buffer Time Default |
=-B% Connections
~[E] UART Channel Channel 1 x|
-7 RX Pin $PORTC.7
&7 TX Pin $PORTC.6
-7 Sleep Pin $PORTC.3
€ Flow Control Yes x|
-7 RTS Pin $PORTC.O
£7 CTS Pin $PORTC.4
=-B& Scan Channels
-~ 0x0B Mo x|
-~ 0x0C Mo -
~£5 0x0D Mo =
~E OXOE Mo x|
-~ Ox0F Mo |
€5 ox10 Mo |
-5 0x11 Mo =
5 0x12 Mo x|
~E5 0x13 Mo -
-5 0x14 Mo =
5 0x15 Mo x|
5 0x16 Mo |
5 ox17 Yes |
-5 0x18 Yes =
~E5 0x19 Yes x|
€5 0x1A Yes -
—Z, Scan Duration 3
— 2, Total Scan Time (ms) 480
=-S5 Simulation
L& Label Zighee

Node 3 Zii Beeioa Proi erties

zigheel I -
&9 Properties ] 6{1]' Position

I Component
4% Handle zigheed

e TYDE Zigbee (EB0O51, XB...
[y Properties
& Device Mame End2
E] zigbee Mode End Device x|
—~£B Auto ID No -
& PAN ID 564
Join Notification None x|
€5 Verbose Mode Mo |
Z, Max Hops 4
—[] Sleep Buffer Time Default x|
- Connections
~[E] UART Channel Channel 1 |
~£F RX Pin $PORTC.7
=7 TX Pin $PORTC.6
47 Sleep Pin $PORTC.3
€5 Flow Control Yes |
~£7 RTS Pin $PORTC.0
-7 CTS Pin $PORTC.4
=-B% Scan Channels
~£5 0x0B No =
-~ 0x0C Mo x|
~E5 0x0D Mo |
-~ Ox0E No -
~£5 0x0F No =
~E5 0x10 Mo x|
~E5 0x11 Mo |
5 ox12 Mo |
-0 0x13 No =
~ED 0x14 Mo x|
~E5 0x15 No -
-5 0x16 No =
5 0x17 Yes x|
5 0x18 Yes |
5 ox19 Yes |
0 0x1A Yes =l
—Z, Scan Duration 3
—&, Total Scan Time (ms) 480
Simulation
S Label Zighee

CP3924-01 ZigBee Training
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Node 2 ZigBee(0) Properties

Properties * o X

zigheel I -
f Properties ] 0{:]4 Position

I component

% Handle zigheel
Type Zigbee (EB0OS1, XB...
[ Properties
& Davice Name End1
[E] zZigbee Mode End Device |
D Auto ID No =l
& PAN ID s64
—[E] Join Notification None -
€5 Verbose Mode No -
-, Max Hops 4
—[] Sleep Buffer Time Default |
=-B% Connections
~[E] UART Channel Channel 1 x|
-7 RX Pin £PORTC.7
~£7 TX Pin $PORTC.6
-7 Sleep Pin $PORTC.3
€ Flow Control Yes x|
~£7 RTS Pin $PORTC.O
£7 CTS Pin $PORTC.4
=-B& Scan Channels
-~ 0x0B No x|
-~ 0x0C No -
~£5 0x0D No =
~E OXOE Mo x|
-~ Ox0F Mo |
€5 ox10 Mo |
-5 0x11 No =
5 0x12 Mo x|
~E5 0x13 No -
-5 0x14 No =
5 0x15 Mo x|
5 0x16 Mo |
5 ox17 Yes |
-5 0x18 Yes =
~E5 0x19 Yes x|
€5 0x1A Yes -
—Z, Scan Duration 3
— 2, Total Scan Time (ms) 480
=-B& Simulation
L& Label Zighee

Node 4 ZigBee(0) Properties

Propel v 0 X

zigheel Iv

&9 Properties ] 6{1]' Position

I Component

4% Handle zigheed
e TYDE Zigbee (EB0O51, XB...
[y Properties
& Device Mame GATE
-E] zighee Mode Router x|
—~£B Auto ID No -
& PAN ID 564
-E] Join Notification None x|
—[E] Node Join Time Infinite |
5 Verbose Mode Mo |
—Z, Max Hops 4
-E] sleep Buffer Time Default x|
=-B% Connections
~[E] UART Channel Channel 1 -
~4£F R¥ Pin $PORTC.7
~£7 TX Pin $PORTC.G
£7 Sleep Pin $PORTC.3
€5 Flow Control Yes x|
-7 RTS Pin $PORTC.O
~£7 CTS Pin $PORTC.4
=-B% Scan Channels
~E 0x0B Mo x|
-~ 0x0C Mo |
~E5 0x0D No -
~£5 Ox0E No =
£ OxOF Mo x|
~E5 0x10 Mo |
5 ox11 Mo |
-5 0x12 No =
~E5 0x13 Mo x|
~E5 0x14 No -
~£5 0x15 No =
5 0x16 Mo x|
~E5 0x17 Yes |
5 ox18 Yes |
-5 0x19 Yes =
~ED 0x1A Yes x|
2, Scan Duration 3
— 2, Total Scan Time (ms) 480
=-B& Simulation
& Label Zighee

Copyright © 2014-2019 Matrix TSL




7ld 1 X
II I ZigBee Training — Instructor Guide

Exercise 6 — node 1

Initialize LCD
gled0:Initializel] U

Call Component Macro
gled::Frink] Zigbee Starting™,
G,

Initialize Zighee
Zigheel: Tnith etwork]] U

Call Compornent Macra
dledl - CleaDisplap] U

Format LCD Table
Farmat_LCD[] U

Specify 7' coordinate for LCD Printout

['while: LCD not full of data

Receive Charactsr

Q B retval=agbeclt:R ecetv eChar(100) U

If valid value received

IF reteal < 256 7 i

A

No

A3 sign M ode value
Hode = retval U

Receive Character

Ej Q tetval=zigheel::FeceiveChar(100] []

If valid valug received

T relval 2 2557 ]|

Tes

issign Butel value
Bytel = retval U

Feceive Character

a a retval=agbeelt R ecerreChai[100] U

If valid value received

TF retval < 295 ¢ i

A

Aszgn Bye value
EyteZ = retval U

Receive Character
retval=zigbeell:: HeceiveChar100) []

1 vald value received

T rebval< 2557 ]

[Aasign Parity value

| Farity = retval U
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Exercise 6 — node 1 continued

Frint Node Nurnber
gled::PuntMumber[Node,
E.
‘Yooord,
0,
0

Frint Bytel

alcdl::PrintHumber(B pteT,
38,

“Yeoaord,

0.

0

Print Byte2
gledl::PrntMumber(B pte2,
B4

NN

Yooord,
0,

0

Calculate Parity

Farly_Temp = Nods + [Byts] + Btez)
Parity_Temp = Parity_Temp /3

|5 Parity corect

IF Parity = Panty_Temp 7 i

Set LCD Print Colour to Fed
gled0::SetF oregroundC obour ¥,
0,

1]

Print Parity

L1

alcd::Printh umberParky,
95

Yooord,
0,

0

Set LCD Print Colour to Black

a gled::SetFaregroundC abur(d,
0

]

]

I ove to nest line of LCD
“feoord =Yeoard + 10 []
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Exercise 6 — node 2

. zigheell: Trith etwark(]
Initialize Program Constants
Mode =2 I
Data2 =0

Devices =1

Output

5 -
> PORTE
Connect to Gateway Node
“while
Devices =1
Connect to Gateway node

a E] D evices=zigbeel:: Connect T oM ame["GATE"] U

I ain Program Loop
wihile
1

Store value into byte wvariable

a H D atal =adcl: GetBytel] U

If data iz over the boundary

I Datal = 2557 _{]

o]

255 Mot Allowed
Datal = 254 U

Calculate Parity

Farty_Temp = Maode + [Datal + Data?)
Parity_Temp = Parity_Temp /3

Farity = Parity_Temp

-

Send Mode Byte
zigheel: SendCharMode] l]

Send Data Buyte 1
zigheell:SendChar(D atal) E]

Send Data Byte 2
zigheell:SendChar(D ataZ) E]

rLrLrL

Send Parity Byte
zigheal:SendCharlFarity] []

Output
[ atal
> PORTE

;

Delay

|
@
—

END
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Exercise 6 — node 3

1 BEGIN '

Initialize Zighee Mode
zigbeell:InitM etwork () lj

Initialize Program Constants

Mode =13
Data2 =0

Devices =1

Gateway Detect Loop
Wafhile:
Devices =1

Delay

PR

Call Component Macio

@ a Devices=zigheel::ConnectToMame"GATE"] U

Main Prograrm Loop
Wwhile
1
Store value inta byte variable

% a D atal=adcl: GetButel] U

If data iz ower the boundary

If Datal = 265 7 i

S

288 Mat Allowed
Datal = 254 U

Calculate Parity
Farnity_Temp =Mode + [Datal + Datad)
Parity = Parity_Temp / 2

Send Mode Byte

a a zigheell::SendChar[Mode] D
Send Data Byte 1

a a zigheed:: SendChar(Dratal] U
Send DataByte 2

zigheel::SendChar(Data?) lj

Send Parity Byte

@ a zighee(::SendChar[Parity] ﬂ

Delay

D

END
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Exercise 6 — node 4

Initializ= Zighes Node
zigheel::InitH etwork(] U

I itializ= ' arisbles

<=1 ]

tetval=zigheel:ConnectToName["COORD™] |

Call Component Macro

H B 1etval=zigheel.:ReceiveCha[20] []

D ecision
IF retval < 2657 i
Ve
Moy
[Assign Node value

Node = retval i

Call Companent Macro
1etval=zigheel::RecerveChar[T00] U

Decision

T retal <2557

[ssign Byte value
i] Eptel = retval U
-+ PORTE

Call Component Macra
retval=agbeel: ReceteChar[T00] |]

Decision

I retval < 2867 i

ssign Bpte2 value

2 ByteZ = retval |]
-+ FORTB

Call Component Macra
ielval=aigheel] FeceveChal100]_[]

CP3924-01 ZigBee Training
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Exercise 6 — node 4 continued

Decisian

I retval < 756 7 i

Dutpul ssgn Parly value

Parity = retval U

> PORTE

Send Mode
aigheel:: SendChar[Mode] []

Send Byte 1

zigheel:: SendChar[ByteT) U
Send B yte?

zigheel:: SendCharByteZ) U
Send P arty

Fgbeel: SendChaPay] ]|

Calculate Parity

Farlly_Temp = Node + [Byte] + Byted]
Failty_Temp = Parity_Temp / 3

|5 Parity correct

I Faiity = Party_Temp 7 i

Dutput

i
[ 255
-+ PORTE - FORTE
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Exercise 7
Node 1 ZigBee(0) Properties

Properties * o X
zigheed -
f Properties ] OI:]O Position
[} Component

- Handle zigheel

Type Zighee (EB051, XB...
[ Properties
& Device Name Coord
[E] zigbee Mode Coordinator |
€0 Auto ID Mo |
& PAN ID 564
--[£] Mode Join Time Infinite ~|
-] Verbose Mode No =l
Z, Max Hops 4
-] Sleep Buffer Time Default =
=-B& Connections
-] UART Channel Channel 1 ~|

-7 RX Pin $PORTC.7

L7 TX Pin $PORTC.6

/7 Slaep Pin $PORTC.3
-5 Flow Control Yes =l

-7 RTS Pin $PORTC.0

7 CTS Pin $PORTC.4

=-B% Scan Channels

€0 0x0B Mo |
-5 0x0C Mo =l
-5 0x0D No =l
-5 Ox0E No =l
—E0 Ox0F Mo |
—£0 0x10 Mo |
€0 Ox11 No ~|
- 0x12 No =l
(D 0x13 No =l
€0 Ox14 Mo |
-€P 0x15 No =l
-0 0x16 No |
D 17 Yes =l
—£0 0x18 Yas |
—£0 0x19 Yes |
=l

-5 0x1A Yes

-, Scan Duration 3

.. &, Total Scan Time (ms) 480
E-E& Simulation

& Label Zigbee

Node 3 ZigBee(0) Properties

Properties * o X

zigheed |v

f Properties ] 4’@' Position

zigheel
Zighee (EBOS1, XB...
&) Device Name End2
-E] Zighee Mode End Device |
-£5 Auto ID No =l
& PAN ID 564
--[E] Join Notification None |
€0 Verbose Mode Mo |
-, Max Hops 4
-] Sleep Buffer Time Default =l
=-E& Connections
—[E] UART Channel Channel 1 =
L7 RX Pin $PORTC.7
L TX Pin $PORTC.B
/7 Sleep Pin $PORTC.3
0 Flow Control Yes |
-7 RTS Pin $PORTC.0
-7 CTS Pin $PORTC.4
=-E& Scan Channels
-] 0x0B No =l
-5 0x0C No =l
—£5 0x0D Mo |
(D Ox0E No =l
- Ox0F No |
D ox10 No =l
-£0 0x11 Mo |
—£0 0x12 Mo |
-5 0x13 No =l
- 0x14 No =l
-5 0x15 No =l
—£0 0x16 Mo |
—£0 0x17 Yes |
-5 0x18 Yes =l
- 0x19 Yes =l
D Ox1A Yes =l
-, Scan Duration 3
-, Total Scan Time (ms) 480
=& Simulation
L& Label Zighee

CP3924-01 ZigBee Training
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Node 2 ZigBee(0) Properties

Properties * o X

zigheed |v
f Properties ] OI:]O Position
[} Component
& Handle zigheel
Type Zighee (EB051, XB...
[ Properties
& Device Name End1
[E] zigbee Mode End Device |
€0 Auto ID Mo |
& PAN ID 564
--[£] Join Notification None ~|
-] Verbose Mode No =l
Z, Max Hops 4
-] Sleep Buffer Time Default =
=-B& Connections
-] UART Channel Channel 1 ~|
L7 RX Pin $PORTC.7
L7 TX Pin $PORTC.6
/7 Slaep Pin $PORTC.3
€5 Flow Control Yes =l
-7 RTS Pin $PORTC.0
L7 CTS Pin $PORTC.4
=-B% Scan Channels
€0 0x0B Mo |
-5 0x0C Mo =l
-5 0x0D No =l
-5 Ox0E No =l
—E0 Ox0F Mo |
—£0 0x10 Mo |
-5 0x11 Mo =l
- 0x12 No =l
(D 0x13 No =l
€0 Ox14 Mo |
-5 0x15 Mo =l
-0 0x16 No |
D 17 Yes =l
—£0 0x18 Yas |
—£0 0x19 Yes |
-5 0x1A Yes =l
-, Scan Duration 3
.. &, Total Scan Time (ms) 480
E-E& Simulation
& Label Zigbee

Node 4 ZigBee(0) Properties

Properties * o X

zigheed |v

f Properties ] 4’@' Position

zigheel
Zighee (EB051, XB...
&) Device Name GATE
--[E] Zighee Mode Router |
-£5 Auto ID Mo =l
& PAN ID 564
--[E] Join Notification None |
--[E] Mode Join Time Infinite |
€0 Verbose Mode No =l
-7, Max Hops 4
[E] Sleep Buffer Time Default |
=-B% Connections
—[E] UART Channel Channel 1 |
L7 RX Pin $PORTC.7
L7 T Pin $PORTC.O
7 Sleep Pin $PORTC.3
€5 Flow Control Yas |
-7 RTS Pin SPORTC.D
-7 CTS Pin $PORTC.4
=& Scan Channels
-5 0x0B No |
—E0 0x0C Mo |
—E5 0x0D Mo =l
- Ox0E No |
D ox0F No =l
—£5 0x10 Mo |
-£0 Ox11 Mo |
-5 0x12 Mo =l
- 0x13 No =l
(D Ox14 No =l
—£0 0x15 Mo |
€0 Ox16 Mo |
-5 0x17 Yes =l
-5 0x18 Yes =l
-5 0x19 Yes =l
€0 Ox1A Yes |
-, Scan Duration 3
@, Total Scan Time (ms) 480
E-B& Simulation

& Label Zighee
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Exercise 7 — Node 1

Iniizlise LCD
glcdl: Tnitializel] U

Call Component Macro

gledl:: Prnt["Zigbee Starting”,
a 5.

5,
0,
0

]

Inifizlise Zighee
zigheel: it etwork]] U

Call Component M acro
gledlt CleaDisplap] U

Farmat LCD Tahle
Format_LCO[] U

Specify ' coordinate for LD Printaut

Yooord =17 i

[while LCD not full of data
while
ooord < 120

Receive Character

E E] retval=zigheel::ReceiveChar(100] []

Ifvalid value received

IF retval <255 7]

S

Mo
Azzigh Node value

Receive Character

Node = retval U

retval=zigbee::ReceiveChar(100) U

IFvalid value received

I retval < 295 7 i

Azsign Bytel value

Eyptel = retval U

Receive Character

ZigBee Training — Instructor Guide

CP3924-01 ZigBee Training

retval=dabeel:R eceleChar(100) U
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Exercise 7 — Node 1 continued

If alid value received

I retval ¢ 2557

o]

No

faegn B el value
Byte? = retval []

Fecete Character
retval=zigheel: ReceiveChar(100] U

It vvald value received

I retval <2557 ]

Yes

lazeign Parity walue
Farity = retval U

Frint Node Number
glcdl - Frintumber(Mode.
E,

Yeoord,

0

Print Byte1

gledl::PrintHumber(BpteT,
38

‘Yeoord,

0.

0

P

Frirt Byte2
gledl: PrintHumberBpte?,
a E4,
Yeoord,
0.
0

Calculate Parity
‘ Farity_Temp = Mode + [ByteT + ByteZ] H

Parity_Temp = Paiity_Temp /3

|5 Parity correct

If Parity = Parity_Temp ? i

Set LCD Print Colour to Red
aledl;:SetFaregroundC alour(7.
0,
0

Prirt Parity

gled::PrintHumber[Parky,
a 95

Yeoord,
0,

0j

Set LCD Print Colour to Black

H gled::SetFaregroundC alourD,
0

]

N

M ove to nest line of LCD
“Yeoord =Yeoard + 10 U
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Exercise 7 — Node 2

Initialize Zighee Node
zigheel:InitH etwark[] |]

Initialize Pragram Constants
MHode =2
Data2 =0
Devices =1

Olutput

2
> PORTE

Connect to Gateway Mode
“wihile
Devices =1

Connect to Gateway node
a H Devices=zigheel:: ConnectT oMame["GATE"] U

M ain Program Loop
wihile
1

Stare value into byte variable

a H D atal=adcO: GetByte(] U

If data iz aver the boundary

P Datal = 255 7]

]

255 Mat Allowed
Datal = 254 |]

Calculate Parity

Farity_Temp = Mode + [Datal + DataZ]
Parity_Temp = Parity_Temp # 3

-

Farity = Parity_Temp

Send Mode Byte

zigheel:SendCharMode] U
Send Data Byte 1

zigheel::SendChar(D atal)] U
Send Data Byte 2

zigheel::SendChar(D ataZ] U
Send Parity Byte

zigheel::SendChar[Parity] U
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Exercise 7 — Node 3

BEGIN '

Initialise Zighee Mode
zigheed: :Trith etwark[] U

Initialize Program Congtants
Mode =2
Data2 -0

Devices =1

Gateway Detect Loop
bl
Devices =1
Delay

D

Call Component Macro

@ H Devices=zighbeel: ConnectT oM ame["GATE"] Ij

tain Program Loop

bl
1
Store value into byte variable
a H Datal=adcl:GetByte() rj

If data iz aver the boundam

If Datal = 255 7 i

Tes

255 Mot Allowed
Datal = 204 |j

Calculate Parity
Parity_Temp = Made + [Datal + DataZ)
Parity = Panty_Temp / 3

Send Mode Byte

@ H zigheell::SendCharMade] []

Send Data Byte 1
zighee(::SendCharD atal] D

Send Data Byte 2
zighee(::SendCharD ata] [j

Send Parity Bute

@ H zigbeel::SendCharParity] U

Delay

[ =

EMD
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Exercise 7 — Node 4

Initiglise Zigbee Node
zigheel: TritNetwark[] U

Call Component M acio

E Q retval=zigbeell:ReceiveChai[20] []

Deckion

Fretval< 2557 ]

‘es

No

Aazign Node value
Hode =retval []

Call Companent Macra

a E ietval=agheelt: RecsiveChar[100) U

Decision

IF retval ¢ 265 7 i

es

Aasign Bytel value

Bytel = retval

Call Component Macro
rebval=zigheel::FeceneChar[100] U

D eciion
T retval < 2557 ]
Yes
Noy
[Asign ByteZ value

Eipte? = retval U

Call Component Macra
retval=zigheell::R eceiveChar(100) []

D ecigion

TV retval< 256 7]
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Exercise 7 — Node 4 continued

bezign Parity value
Parity = retval []

Calcul e Parity
Parity_Temp = Mode + [Bytel + Bute2]
Parity_Temp = Panty_Temp / 3

|= Parity comect

If Parity = Parity_Temp ? i

Yes

Send Mode
zigheel:-SendCharMode] U

Send Byte 1
zigheell -SendChar[Bptel] U

Send Byte2
zigheel::SendChar[ByteZ] U

Send Parity
zigheel:: 5 endChar(Parity] U

Send Line Feed
NUMBER_Z_USE232010) U

Send Carrage Return
HMOMEER_Z_SE232[13] U

Send Mode ID
BYTE_Z_NUMBER[MNode] []

Send Data Byte 1
EYTE_2_MUMBER[EyteT] []

Send Data Byte 2
EYTE_Z_MUMBER[Eye2] |]

Send Parity
BYTE_Z_ NUMBER[Pay] ]

IO I0000L
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Exercise 8 — Node 1

Initializ= LCD
glcdd: Initialize(] U

Calcul ation
Alamn_Active =01 |]

Print Zigbee Starting

aledD::Printl Zigbee Starting”.
a 5.

™

g
0.
0

Initiali s= Zighes
zigheel: it etwork]] []

Call Component Macro
aledd: ClearDizplay(] []

Fornat LCD Table
Format_LCD|] U

Specify ¥ coordinate for LCD Printout
Yeoord =17 |]

'/ hie LCD nat full of data
il i
“rooord < 97

R eceive Character

Q a retval=zigheell::ReceiveChaT00] U

If valid value received

T retval <7567 ]|

Yes

Mo

Assigh Node value
Mode = retval U

Receive Character

a Q retval=zigheel::RecereChar100] U

If valid valug received

I retval< 286 7]

Yes

Assign Bytel value
Bytel = retval []

R eceive Character

a Ej retval=zigheell:ReceiveChar[100] []

If walid valug received

T retal <2567 ||

Yes

Azsign Bpte2 value
Byte? = retval []

Receive Character
retval=zigbeel::R eceiveChar(100] []

Diecision

I retval < 2557

Azsign Byte2 value

| ControlCommand = retval []
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Exercise 8 — Node 1 continued

|n eceive Character
iehval=zigbes-HecemeCharll00)_]]|

If valid value received

ehval< 255 7]

el

Nol

ssign Party value

Parily = retval i

Caloulate Pty

Farly_Temp = Nods + Bytel
Parity_Temp = Parity_Temp + Byte2

Pariy_Temp = Pariy_Temp + ControlCammand

Faiity_Temp = Paiity_Temp / &

Is Parity corect

T Pariy = Faity_Temp 7_||
Yes
No

Print Node Mumber
aledd: PrintNumberNode.
E,

Yeoord,
0,
0

Fiini Bytel

aledl:PrintNumber(ByteT,
38

Yeoord,

0,

0

Is the nods over terp
I ConfrelCommand E G0 7_1)

es

MNa

Set farearound to reen et forenround ta red
glod0: SetFoiegroundColouD, H ‘giodlSetForegioundColou?, H
7, 0,

0 U]

Specify battam of row block

YeomdZ=Voood+ 8]

Print & box with temp status

aledl: DrawRectangle(E0,
‘coord,

a0,

‘eoord2,
o
1

Set LCD Print Cobur to Black
aledl:; SetForegroundCalou(d,
o0,

0

Is the alarm disabled

I ControlCommand & 0x20 7 i

Calculation

Bl Aclve=0_]]

Is the alarm enabled

IF ControlCommand & 0«10 7 i

Calculation

Alam_ Active il

Frint PIR Information
Sledl P amberEpeZ,
a7

Yooord,
0,
U]
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Exercise 8 — Node 1 continued

I the IR Tiggered i
™ < Contolommand & 0x407__{)

Mol
[Set forsaraund te gieen [Set foreground te red
‘alcdD: SetForegrotndColourD. H ‘olcdD:SetForegroundColou(?. H
7

o o

[Fint & box with temp status
DCd0-D anFectangelT 10
Yeaord,

127,
Yeoord2,
0,

ID ecisior

TPl Adtive 7 ]|

Set foreground to green et foreground ta red

aledl:S W oregraundCobul. dedl-FelForegraundCaloul,
7. 0.
[u] L]
[Call Cornporent Macro Call Companent Macra

P | gcd P Disbled - ed0- P B Enabled
10, 10,

< w7, 107,
3 2

0

[Set LCD Piink Cabour to Black.

- dedl:Sel oregroundCobutl, ||
0,
a

[Move to nest ine of LCD

Veoord=Veourd +10_]]
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Exercise 8 — Node 2

zigheeD:Inith etwork[] U

Initialise Program Constants
Mode =2

FIRSense =0
ControlCommand = 0
Devices =1

Output

PORTE

Connect to Gateway Mode

“wihile
Devices =1

Connect to Gateway node
Devices=zigbeell: Connect T oM ame["GATE") U

Output

Fl
-» PORTE

M ain Pragram Loop
-
1

Store value into temperature variable
TempSenze=adcll: GetByte(] U

If data iz over the boundary

I TempSense = 2557 _|]

255 Mot Allowed
TempSense = 204 U

If TempSense too hot

I TempSense > 127 7]

=23

Mo Fire Detected Fire Detected
ControlCommand = ControlCommand AND Ox7F U ControlCommand = ControlCommand OF 0x20 U

Call Macro
Collect_FeyCodel) U

Calculate Parity

Farity_Temp = Mode + TempSense
Parity_Temp = Parity_Temp + FIRSense
Parity_Temp = Parity_Temp + ControlCommand
Parity_Temp = Parity_Temp / 4

.
L

Farity = Parity_Temp

Send Mode Byte

zigheel::SendCharNode) U
Send Temperature Byte

zigheell:: SendChar[TempSense] U
Send PIR Byte
a H zigheel:: SendChar[PIRSense] U
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Exercise 8 — Node 2 continued

Send Control Byte
<2ighee[l::SEndEhar[EnntrDIEnmmand] [j

Send Parity Byte
"\'zigbeeﬂ::SendEhar[F‘arity] lj

Cutput
TempSense
-+ PORTE
Delay

)

END
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Exercise 8 — Node 3

zigheel:Inith etwark]] U

Iriitialize: Program Constants
Mode =3

FIRSense =0
ControlCommand = 0
Devices =1

G ateway Detect Loop

Call Component Macrao
Devices=zigheel::CannectT oM ame["GATE "] U

tain Program Laop
Whie |
1

Store walue into byte variable
TempSenze=adcl::GetByte(] []

If data iz ower the boundary

IF TempSense = 200 ¢ i

2558 Mot Allowed
TempSense = 264 U

If TempSensze too hat

I TempSerse » 127 7 |

es

Mo Fire Detected Fire Detected
ControlCommand = ContralCommand AND Ox7F [] ControlCommand = ControlCammand OF 0<80 U

Sample PIR Sensors [swches]

I PIR senzor activated

IF FIRSense 7 i

Mo Fire Detected Sensor Activated

| ControlCommand = ControlCommand AND OxBF U ControlCommand = ControlCommand OF 0x40 U
.|

Calculate Parity
Parity_Temp = Node + TempSense il
Parity_Temp = Parity_Temp + FIRSense
Parity_Temp = Parity_Temp + ContralCommand
Parity_Temp = Parity_Temp / 4

-

Parity = Parity_Temp

Send Mode Byte
zigheel: SendChar[Made] []

Send Temperature Byte

zigbeel:: SendCharTempSense] U
Send FIR Byte

a a zigheel::SendChar[PIR S ense) U
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Exercise 8 — Node 3 continued

|Ser‘u:| Control Buote
'<2ig|:uee[l::SendEhar[CnntrDIEDmmand] [j

Send Parnty Byte
'<2ig|:ueel:l::SendEhar[F'arit_l,l] D

Drelay

)

EMD
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Exercise 8 — Node 4

zigheel): TnitH etwork] U

Initidlize ' ariables
Tebval = 1 []

<z ]

Connect to Coordinator
retval=zigheel:: ConnectT oM ame["COORD") []

Feceive Bytel

a a retval=zigheell:ReceiveChar[20] U

Deecision

Fretval <2557 ]

ST

Mo

Azsign Node value
Mode = retval U

Receive Byte 2

a a retval=zigheell:: ReceiveChar[100) []

Decision

I retval < 2557 i

Yes

Azzign Temperature Value
TempSense = retval U

Receive Byte 3

a a retval=zigheel: ReceiveChar[100] []

Decigion

T retval < 256 7]

]

Azzign PIR SenzorYalue
PIRSense = retval U

Feceive Byte 4
retval=zigheel::FeceiveChar[100) U

Diecision

IF retval < 255 7

Aizzign Control Carmmand Walue
ContralCommand = retval U

Feceive Byte 5

a H retval=agbeel::RecereChar[100] U
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Exercise 8 — Node 4 continued

Decision

TFehval< 25 7|

e
No
ssign Paty value

Parly = retval |

Calculate Parity

Pariy_Temp = Node « TempSense
Paiity_Temp = Parity_Temp + PIRS ense
Parity_T emp = Parity_Temp + CortrolCommand

\Parity_Temp = Parity_Temp / 4

I Pty conect

W Par Term 7 )
Yes

Send Line Feed Send Node

NOMBER_2 0SB 25210 _]) el SendChalNode] )
Send Carrage Retum Send Temperature Byte

NOMEER_ZUSE232T_{) Zigbeel. SendChal TempE ensel |
Fint Faiity Error Send FIR Byte

‘ STRING_2_US8232( Fay Enor”, U a H ZiabeelSendChalFIRGense] |
12)

Send Control Byte:
ziabes T SendCharContralCommand] U

Send Paity

Zigbee D 5 endChar(Parity] i

Send Line Fesd

NOWBER_Z 15623207

Send Carrage Retum

NUMEER_2_USEZ32(TF i

Send Node D

BYTE_Z NUMBERNads) )
Send Temperature

BYTE_2_NUMBERTempsensel [
SendPIR

B TE_Z_NOMBERT 1)

Send Conirol

B TE_Z_ NOWBERCeniolCarmmand] ]
Send Py

EYTE_Z NUMBEFIFaiiy] [
Check Fer Fire
s

Mol

Piint Terp High
| | STRING_2 USB232( Temp Too High, ™, U
T4

Check For PIR Movement
IF ControlCommand & 0xdd 7 i

Cal Macro
” STAING 2 IS BZ327 AR Tnggered”, U
13
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Exercise 8 — Node 4 continued

Check For Clear Alaim

T Contolommand & 0x20 7]
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Exercise 9 — Node 1

Initialize LCD

gledl: Tnitialize]] U
Calculation

Alarm_Active =0 l]

Frint Zigbee Starting

gledl:-Print"Fighee Starting”,
5
0

]

Initialise Zigbes

zigbeel: InitM etwark[] U
Enter Command mode

zigheel::EnterCommandMode(] U

Specify 2ES Key
zigheel::5enda T Cammand[ A TEY FFAARRRELCS") []

Collect Response
zigbeel::HeadaTHesponse(0] U

Enable Encryption

zigheel::Send& T Cammand["ATEE 1] U
Collect Response

zigheel::ReadATRespanse(l] U
Exit Command Mode

zighee(::ExtCommandModel] U

Call Component Macro
glcdl::ClearDisplay]] []

Format LCD' Table

Format_LCD[) []
Specify ' coardinate for LCD Frintout

“foood =17 U

i hie LCD not full of data
While
“ooord < 97

—

R eceive Character

a a 1etval=zigbeall: RecervaChar|100] U

If walid value received

IF retval < 258 7 i

s

Mo

Aizzign Mode value
Hode = retval U

Feceive Character
1etval=zigbeall::RecerveChar100] U

If valid valuz received

T ietval< 295 7]

Aizzign Bytel value
Eytel = retval []

F ecetee Character

a a retval=zigbeel::ReceiveChar[100] U
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Exercise 9 — Node 1 continued

If walid value received

IF retval < 255 7 i

Ve

[Assion Byte2 value

EyieZ=retvdl ||

Receive Character

E a retval=zigheel::ReceiveChar100]

D ecision

IF retval < 25577 i

‘res

[ssign Byte2 value
ControlCommand = retval U

F ecewve Character

B a relval=zigbesll ReceveChal100] ]

If valid value received

Feval <257 ]

e

ssian Pty value
Parly = ratval ]|

Caleulate Pailty
Paily_Temp = Nods + Bytel
Paiily_Temp = Pariy_Temp + Byte2
Paiily_Temp = Paiity_Temp + ContiolCommand

Paiily_Temp = Paity_Temp / 4

I Paiiy correct

T Pty = Party_Temp 7]

es

Frint Node Number
dledl:PrintNumberNode,
B,

Yeoord,
0,
i

Print Bytel

Jed0 FrriurbeByteT.
E 8

Veoord,
0,

0

I the node over temp

I ControlCommand & 0:807__ [

e

No

Set foreground to grieen 5t foregiound to red
ged0 SefForegromndColu, Gicd0 SeF oregroundColou?,
7 0,

0 a

5 pecify bottom of row block

VeoordZ=Yeood+4 ||

Pint a bo with temp stafus
dledl:DrawRectanglelE0,
‘cooid,

80,
Yeoord2,
0,

1

Set LCD Print Colowur to Black

gledd S etForegrondColoul.
0
0
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Exercise 9 — Node 1 continued

Js the alm disable

d
I ContralCommand & 0207 i

Ptint FIR Information
odl- FrruhenB el
a7

Yoood,

Js the PIR Triggered
T ContiolCommard £0:407__]]

Set forsground to green St foreground to red
ol SetF cregrounaCaioU. H oD SetF oreg aundCaa 7. H
7,

il i

Plint & bos ith temp satus
ed0: DrawH ectangel1 10,
“eoord,

1z
Yeoord2,
0,

Decision

I Aloim_Ackve 7_])

Set foreground to green Set foreground to red

edl: SetForegioundColoutl. dledl: SetforegroundColou?.
7 0
0 o

Call Component Macro [Call Component Macio
el Diebled” o P Enatied

107, 107,
3

]

58t LCD Priat Colou to Black

P dodl: SelForegroundCooutd. ||
[
U]

Move to next ine of LCD

Veourd = Veeed +10_])

CP3924-01 ZigBee Training Copyright © 2014-2019 Matrix TSL




7ld 1 X
II l ZigBee Training — Instructor Guide

The OSI Model

Data
Layer Characteristics encapsulated
in

¢ Is closest to user applications

7. Application | ® Provides network service to the operating
system and applications such as web
browser, file transfer, email etc.

e Sets up data structures

e Decides on data format, ASCIIl, EBCDIC,
JPEG etc

¢ Negotiates syntax, encoding and encryption

6. Presentation

e Ensures compatibility for data arriving from
network

¢ Establishes / manages / terminates sessions

) with destination host
5. Session
e Controls full-duplex / half-duplex etc nature

of communication

e Establishes / maintains / terminates virtual
circuits between source and destination

during communication

4. Transport Segments

e Controls flow of information
e Does error detection and correction

e Determines best path between source and

destination
3. Network ] . Packets
¢ Uses network (logical) addressing scheme

e.g. IP addresses

e Controls access to media in multi-access
environments

e Uses physical addressing e.g. MAC

2. Data Link addressing scheme

Frames

¢ |s concerned with physical topology of the
network

¢ Deals with the physical and electrical
properties of the signal and of the media,
such as voltage levels, connector types,

cable specifications, etc. Bits

1. Physical

e Sends and receives bits via the connecting
medium
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The RS232 Protocol

RS-232 is a telecommunications standard dating from the 1960'’s, defined originally for
use in teletypewriters and still in widespread use. For example, it is the basis for data
transfer from a computer’s 9-pin serial and 25-pin parallel ports.

It appears in a number of different forms, such as EIA/TIA232, RS-232D, V.24, V.28,
X20, and X21. Itis used in both asynchronous data transfer and synchronous links
such as HDLC, Frame Relay and X.25.

Scope

It includes not only electrical specifications, and definitions of the signals used, but also
pin outs for a range of connectors such as 9 and 25 pin D-type connectors and RJ45
connectors.

In its native form, logic voltage levels are -15 to -3V for a logic 1 (mark), and +3 to
+15V for a logic 0 (space). TTL based RS232 makes use of an inverting level-
converter IC to change from TTL voltage levels to those valid for RS232.

Jargon!

Devices which use serial cables for their communication are split into two categories,
DCE (Data Communications Equipment) and DTE (Data Terminal Equipment.)

Data Communications Equipment includes devices such as an analogue modem, TA
adapter (on an ISDN line), CSU/DSU (Channel Service Unit / Data Service Unit —a
digital modem, in effect) etc., while Data Terminal Equipment is often a computer or
router. Usually, the DCE device controls the flow of data between the DCE and the
DTE by providing synchronisation signals or timing signals. The DTE device is also
known as the data terminal, whereas the DCE device is the data set.

Confusion can arise over the pin descriptions TD (Transmit Data) and RD (Receive
Data). In reality, both pins may ‘transmit’ data and ‘receive’ data at times, depending on
whether they are located on the DTE or the DCE device. The solution is to look at
these pins from the viewpoint of the DTE device. The DTE device transmits data on the
TD line. When the DCE device receives this data, it receives it on the TD line as well!
When the modem or CSU/DSU receives data from the outside world and sends it to the
DTE, it sends it on the RD line because from the viewpoint of the DTE, the data is
being received!

Signalling overview

Data is transmitted from the microcontroller to the XBee module using the TX
connection. Data is returned from the XBee module using the RX connection.

Request To Send (RTS) and Clear To Send (CTS) signals are used to provide
hardware flow control. The XBee module can prevent the microcontroller from
transmitting data by holding the CTS line high. The microcontroller can prevent the
XBee module from transmitting data by holding the RTS line high.
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AT commands

The Version2 XBee modules are controlled by a set of ASCIl commands knows as AT
commands. The modules are set by default into data transfer mode and must be
placed into command mode by sending a specific sequence of commands.

By default, this sequence of commands comprises of a thirty millisecond pause, a
string of three ASCII ‘+’ characters and a second thirty millisecond pause. When the
command sequence is entered correctly then the module returns an “OK” string.

The diagram shows an example of an AT command.

"AT" ASCII Space Parameter + Carriage
Prefix Command (Optional) (Optional, HEX) Return

I N e ' |

Example: ATDL 1F<CR>

The command mode is exited by waiting for the default timeout period of ten seconds,
or by sending the exit command “ATCN”.

Any data sent to the Version2 XBEE module while it is in data transfer mode will result
in transmission to the destination address specified in the module. By default a
destination node is not specified and so any data is transferred as a broadcast
message to all nodes. If a destination node is specified then data will be transferred as
a unicast message to the specified node.

Useful AT Commands
(A full list f AT commands is given in the XBee User Guide)

ATRE Restores defaults into the non-volatile memory.

ATWR | Writes current parameter set into non-volatile memory.

ATCN Exits the command mode.

ATFR Performs software reset.

ATID Sets/Reads the PAN ID of the network.
ATMY | Reads the 16-bit address of the module.
ATSH Reads the high 32-bits of the MAC address.
ATSL Reads the low 32-bits of the MAC address.

ATNI Sets/Reads the ASCII node identifier.
Sets/Reads the high 32-bits of the destination node’s MAC

ATDH

address.

Sets/Reads the low 32-bits of the destination node’s MAC
ATDL

address.

Collects the 16-bit address for the destination node’s ASCII
ATDN ) o

identifier.

ATDB Reads the signal strength of the last reception.

ATND | Performs a node discovery broadcast.

ATSM | Sets/Reads the sleep mode.

ATSP Sets/Reads the cyclic sleep period.

ATEE — | Switches the 128-bit encryption on or off
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Further information

The complete ZigBee specifications can be found at the ZigBee alliance -
http://www.ZigBee.org/en/index.asp

A range of resources is found in the White Papers section -
http://zigbee.org/L earnMore/WhitePapers.aspx

An overview of ZigBee appears at —
http://pages.cs.wisc.edu/~suman/courses/838/papers/zigbee.pdf

An e-learning course covering the basics of ZigBee is found at —
http://www.jennic.com/elearning/zigbee/index.htm

The full range of IEEE 802 networking specifications can be found at the IEEE 802
standards committee website -
http://www.ieee802.org/

For information about modulation techniques see —

http://www.maxim-ic.com/appnotes.cfm/appnote number/686
http://www.techbooksforfree.com/intro to data com/page88.html

For information about XBee modules see —
http://www.digi.com/support/

Wireless Development Studio —
http://ww1.microchip.com/downloads/en/DeviceDoc/WdsApp-3.2-windows-installer.zip

ZENA™ Wireless Adapter User’s Guide -
http://ww1.microchip.com/downloads/en/DeviceDoc/70664B.pdf
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About this course:

Aims: The principal aim of this course is to introduce you to the concepts involved in
ZigBee networks.

On completing this course you will have learned about:
o the relationship between IEEE 802.15.4 and ZigBee protocols;
o the electrical principles behind ZigBee transmissions;
o the components that make up a ZigBee network;
o the topologies available to ZigBee networks;
o the addressing schemes;
e ZigBee routing;
e sleep modes and packet buffering;
e ZigBee security options;
e common AT commands and syntax.

What you will need:
To complete this course you will need the following equipment:

e Flowcode version 8 or higher software
o Power supply
e USB programming lead

e E-blocks2 boards including:
« Four BLOO11 or BLO055 (with Arduino Uno fitted)
« One BL0152C ZigBee co-ordinator
. Three BLO152R ZigBee router / end-node
« One BLO157 Graphical Colour LCD
« One BL0145 Switches
« One BL0138 Keypad
. Two BL0O167 LEDs
« One BL0158 Connector
. One BL0129 Grove interface with light and rotary sensors

Using this course:

This course presents you with a number of tasks listed in the exercises in the following
text. All the information you need to complete the labs is contained in the notes.

Before starting any exercises, you are advised to spend some time familiarising
yourself with the material on this course so that you know where to look when you get
stuck.

Time: To undertake all of the exercises on this course will take you around twelve
hours.

Important note: Information presented here is correct at the time this document was
produced. Please check the Matrix web site www.matrixtsl.com for the latest E-Blocks
documentation.
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|1. Introduction to ZigBee

1.1 Overview

ZigBee is the name given to a specific suite of high level communication protocols
using low power digital radios, based on the IEEE 802.15.4 standard for Wireless
Personal Area Networks (WPANS).

The following diagram relates a number of wireless technologies used in:
¢ WPANS,
e WLANS (Wireless Local Area Networks,)
o WMANSs (Wireless Metropolitan Areas)
e WWANS (Wireless Wide Area Networks.)

The speeds shown in the diagram are guides only.

Speed in Mbps
WPAN WLAN WMAN WWAN
80216
802.11n
UWB
50
802.11a/g o

BI h 3G
Zuigégoet A et EZG
10m 100m ~fewkm Range

WWANSs are dominated by mobile phone (cell phone) technologies, known as 2G, 3G
and, forthcoming, 4G.

WLANSs try to provide all the features of wired LANs, but without the wires. They can
cover areas ranging in size from a small room to an industrial complex. Public
accessible wireless LANs, known as Wi-Fi Hotspots, are often found in airports, hotels,
libraries and other public places.

WPANS cover a radius of about 10m around a person or object. The core aim is to
design systems offering low cost, low power, and compact size. The IEEE 802.15
working group has defined three classes of WPANS, differentiated by data rate, power
requirements and level of performance. The high data rate WPAN technology, UWB, is
suitable for multi-media applications that require very high performance levels. This is a
rapidly developing technology, making possible applications such as video and audio
streaming wirelessly around the home between a base device and subsidiary devices.
Medium rate WPANSs (IEEE 802.15.1 / Bluetooth) handle a variety of tasks ranging
from mobile phones to PDA communications. The low data rate WPAN standard,
ZigBee, is intended to serve a set of industrial, residential and medical applications with
very low power consumption and cost requirement and with much lower requirements
in terms of data rate and performance.

A ZigBee network links a number of electronic devices (nodes). Each node in the
network forms part of a transmission chain, receiving messages, deciding if they are for
local use, and re-transmitting them to other nodes in the network if they are not.

A common use of ZigBee is to form ‘sensor area networks’. For example in a factory
environment many ZigBee nodes can be quickly installed to provide complete low
power wireless coverage of the many sensors needed in a factory for fire and burglar
alarm systems.
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1.2 Comparison of Wireless Technologies

Comparing ZigBee with other wireless technologies:

ZigBee:
[}

was formally adopted in December 2004

focuses on control applications in industry, which do not require high data
rates, but must have low power demand, low cost and offer ease of use
(remote controls, home automation, etc.);

offers data rates of 250 Kbits at 2.4 GHz, 40 Kpbs at 915 Mhz, and 20 Kpbs
at 868 Mhz with a range of 10-100m;

currently offers three levels of security;

costs around half that of Bluetooth;

can network up to 256 devices;

has power requirements much lower than Bluetooth;

uses star, tree or mesh topology.

Bluetooth:

Ultra-Wid
[ ]

is designed for voice and higher data-rate applications;
also operates in the 2.4 GHz spectrum;

has a range of ~10 metres;

allows for three modes of security;

has power requirements of ~ 40 to 100mW per device;
can network up to 8 devices;

costs around £2 per chip.

eband (UWB):
transmits digital data over a wide frequency spectrum using very low power;
can transmit data at very high rates over distances of up to 10m;
has two competing UWB standards currently - one based on direct
sequence spread spectrum techniques, (DS-UWB), the other based on
Multi-band Orthogonal Frequency Division Modulation (OFDM), with each
standard offering data rates around 500 Mbps at a range of 2 metres;
has power demands typically twice that of Bluetooth;
is typically twice as expensive as Bluetooth implementations.

Wi-Fi (IEEE 802.11.x technologies)

is typically three times more expensive than Bluetooth implementations;
uses around five times the power consumption of Bluetooth devices;

is certified by the Wi-Fi Alliance;

802.11a uses OFDM, in the 5GHz band with data rates up to 54Mbps;
802.11b uses DSSS, in the 2.4GHz band with data rates up to 11 Mbps;
802.11g uses OFDM, in the 2.4GHz band with data rates up to 54Mbps;
802.11n is likely to operate in the 5GHz band with data rates over 100Mbps.

WiIMAX (Worldwide Interoperability for Microwave Access)

is a wireless metropolitan area network technology;

has a range of 50 km with data rates of 70 Mbps;

operates in the 10-66 GHz frequency bands, but requires line of sight;
supports vehicle mobility of 20 to 100+ km/hr;

was created to compete with DSL and cable modem access for rural, hard-
to-wire areas.
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In summary:
ZigBee | Bluetooth | 802.11a | 802.11b | 802.11g | 802.11n UWB
Throughput in Mbps 0.03 1-3 54 11 54 200 200
Max. range in m 30 10 45 60 60 150 10
Power in mW 30 100 1500 750 1000 2000 400
Bandwidth in MHz 0.3 1 20 22 20 40 500
Price/devicein £ 1 15 6 25 4.5 10 35

Reasons for choosing ZigBee include:

low cost

high reliability

very long battery life

high security

self-healing network properties
large number of nodes supported
ease of deployment

guaranteed delivery

route optimisation.

1.3 ZigBee Applications

ZigBee technologies offer a way to realise ‘Smart’ buildings, whether at work or at
home. Devices can be either pre-programmed or operated by remote control.

A ZigBee-enabled control system offers:

automatic control of lighting systems to create adaptable workplaces;
versatile control of heating and ventilation to personalise the environment;
security systems, both inside and outside the building;

automatic environmental control of grounds and gardens.

At work, whereas staff and visitors can walk freely in and out of a ZigBee-secured
smart building, intruders will trigger alarms. Health and Safety considerations are
enhanced because workers no longer enter or leave darkened buildings or car parks.
They trigger preset, personalised levels of heating and lighting in their work space,
removing the need to contact building maintenance personnel. This results in savings
in energy consumption, staffing costs and installation costs, which are reduced
because wireless networks do not incur the same costs as cable installation.

At home, the user has a digital key to unlock the door. The control system then
identifies the user and adjusts the lighting, heating and curtains accordingly. While the
house was empty, the control system recorded the output of security cameras around
the property. It monitored sensors looking for water or gas leaks, for freezing pipes,
and for fire. It monitored appliances such as the fridge and freezer.

When the user goes to bed, as well as taking care of temperature and light levels, the
ZigBee control system scans sensors that monitor the user’s health. Should a wireless
smoke detector detect fire, the central-heating system immediately turns off, lights
come up to a low level to help people find their way out, and the outside lights flash to
make the it easier for the fire brigade to find the house.
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1.4 ZigBee protocol outline

Computer and computer-related networking is often simplified by using the OSI (Open
System Interconnection) model. This divides the tasks involved in moving information
between networked devices into smaller, more manageable groups. Each layer of the
model is responsible for one of these task groups. Each layer is reasonably self-
contained so that the tasks assigned to each layer can be implemented independently
of other layers. This enables the solutions offered by one layer to be updated without
adversely affecting the other layers.

The next diagram shows the seven layers of the full OSI model. It shows that these
layers can be grouped into two areas of action, application issues, which are usually
implemented in software, and data-transfer issues, which are realised in both hardware
and software. The latter includes the Network layer, which deals with planning the route
that the data will take between source and destination devices, the Data-link layer,
which controls when a device can transmit over the medium being used (copper cable,
air, glass fibre etc., and the Physical layer, which includes the electrical and signalling
standards used by the transmission.

Application
Application_ Presentation
Issues :

Session

Transport

Data transfer Network
Issues Data-link
Physical

| a similar way, the ZigBee protocol can be viewed as three separate layers, each with
its own specific functions. The Application layer and some of the functions of the
ZigBee Stack layer are usually controlled by a microcontroller, such as a PIC chip. In a
typical system, the ZigBee IC contains circuitry to meet the requirements of the
physical layer (PHY) and a portion of the media access controller (hardware-MAC).
The remaining MAC functions (software-MAC) may also be executed on the
microcontroller.

Application layer

controls the application (s) running on the
Zighe e device, e.g temperatur e sensing.

Zighee Stack layer

the protocols that look after routing the
data to the correct destination and security,

IEEE 802.15.4 standard

MAC sub-layer - responsible for addre ssing (where outgoing data is
going to, and where incoming data has come from.)
PHY sub-layer - responsible for the radio transmission itself.
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1.5 The IEEE 802.15.4 Standard

The IEEE802.15.4 standard for wireless communication was developed by the IEEE
(Institute for Electrical and Electronics Engineers,) an American technical / professional
association responsible for a range of communication technologies.

For example, the IEEE 802.11 standard covers communications in wireless LANS,
while the IEEE 802.16 standard deals with broadband wireless Metropolitan Area
Network communications.

Whereas both of these standards are concerned with high data rate communication,
the IEEE 802.15.4 standard offers low data rate applications where simple connectivity
and low power consumption are important. It defines both the "physical layer" and the
"medium access layer".

1.5.1 The IEEE 802.15.4 PHY

The physical layer specifications (PHY) define three low-power unlicensed radios.
These include a radio operating at 2.4 GHz with a basic bit rate of 250 kilobits per
second, a radio for the US market operating at 915 MHz, and one for Europe and
Japan, operating at 868 MHz. These latter frequencies have data rates of 40 kb/s and
20 kb/s, respectively.

The 868MHz band offers only one communication channel, (channel 0), while the
902MHz band offers ten (channels 1 to 10).

In the 2.4 GHz band, there are sixteen communication channels, each 5 MHz wide,
numbered from 11 to 26. Although a maximum data rate of 250 kbps is specified, the
actual throughput is approximately half of that due to the overhead of the protocol,
(additional bytes needed for addressing, security and error-checking.) The transmission
uses DSSS, (Direct Sequence Spread Spectrum,) and O-QPSK (Offset Quadrature
Phase Shift Keying) modulation.

Other responsibilities of the PHY layer include detecting transmissions from new
nodes, and assessing the quality of links with other nodes.

1.5.2 The IEEE 802.15.4 MAC

The medium access layer (MAC) specification defines how multiple 802.15.4 radios
operating in the same area will share the airwaves. It employs CSMA-CA (Carrier
Sensing Multiple Access with Collision Avoidance) to control when a node is allowed to
transmit. (A collision occurs when two nodes transmit at the same time.)

The MAC layer also governs any security protocols applied to the link.

The maximum length of an IEEE 802.15.4 packet is 127 bytes. This includes a two byte
CRC (cyclic redundancy check) value, used for error-checking.

There is an optional mechanism to ensure that data is transmitted successfully, using
an Acknowledgement bit. When this bit is set, the receiver must acknowledge that the
data has been received, by sending back an acknowledgement transmission. If this
acknowledgement is not received within a specific time, the transmitter will retransmit
the data, and do this for a fixed number of times before declaring that there is a
transmission error. However, receiving an acknowledgement simply indicates that a
frame was properly received by the receiver's MAC layer. It does not, however, indicate
that the frame was processed correctly. It is possible that the MAC layer of the
receiving node received and acknowledged a frame correctly, but due to the lack of
processing resources, a frame might be discarded by upper layers.
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1.5.3 Modulation techniques

In all radio communication, the signal (the information) is modulated onto a carrier
wave, by using it to change slightly (modulate) a property of the carrier wave.

The three main types of modulation are:

e amplitude modulation (AM) — the information signal changes the amplitude
(height) of the carrier wave;

¢ frequency modulation (FM) — the signal changes the frequency of the carrier
wave slightly;

e phase modulation (PM) — the signal causes slight changes in the phase of
the carrier wave. This is the basis of the modulation used in ZigBee and it
will be further examined shortly.

In the case of ZigBee, the signal is digital, either logic 0 or logic 1. The term ‘keying’ is
used to describe digital modulation, referring back to early telegraphy when a Morse
key was tapped to send a signal.

With PSK (phase-shift keying), the phase is changed by 180° when the signal changes
from logic 0 to logic 1, or back again. The next diagram illustrates this:

Signal
transmitted 1 0 0 1 0

Effect on |
carrier

[llustration of PSK
QPSK (quadrature phase-shift keying) uses phase-shifts of 90° instead of 180°. This
allows four changes in phase instead of only two. As a result, the phase of the carrier
can represent two binary digits, 00, 01, 10 and 11, effectively doubling the bandwidth of

the carrier.
Phase 0 0 0 0
shift 0 90 180 270
| |
| | |
|
| | |
| | |
[ [ I I
Binary 00 01 10 1
number

0-QPSK (Offset QPSK) is a variation which uses different values of phase-shift to
minimise the changes in amplitude that take place in the resulting signal.
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The principle of DSSS is shown in the following diagram:
Eleven sub-channels

< Single > Carrier
communication frequency
channel

Although the signal is binary, either logic O or logic 1, it is not transmitted as a single
change in amplitude, frequency or phase. Instead, these two possible states are
transmitted as different series of bits, called ‘chips’. Each chip is transmitted on its own
sub-channel, simultaneously with the other chips.

For example, eleven chips could be used to distinguish between logic 0 and 1:
Logic 1 =00110011011 Logic 0 =11001100100

These sequences are so different that even if substantial corruption occurs during

transmission, logic 0 and 1 can still be distinguished.

1.5.4 |EEE 802.15.4 Device Types
The standard defines two types of device:

¢ a full-function-device (FFD) - These typically perform network management
functions such as routing, coordination, networking formation, and other
management functions;

e areduced-function-device (RFD) - These typically interact directly with the
application processes and sensors. These nodes (often referred to as leaf
nodes) contain the firmware and hardware that perform data capture,
control functions, and other application specific functions. They operate at
low power and have limited memory capacity.

FFD devices usually have higher power requirements to permit “always on” operation
to facilitate network routing, data analysis/aggregation, and other more demanding
operations. An FFD can talk to RFDs and other FFDs, whereas a RFD can only talk to
a FFD.
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|2. The ZigBee network

As we have seen, the MAC layer of the IEEE 802.15.4 introduced two types of
physical device, the full-function-device, FFD and the reduced-function-device, RFD.
The main differences are summarised in the following table:

Full Function Device Reduced Function Device
Found in any topology Found only in star topology
Can be a network co-ordinator Cannot be a network co-ordinator

Can talk to any type of device (FFD or RFD) | Talks only to the network co-ordinator (FFD)

Usually mains powered Usually battered powered

The RFD
e requires only limited RAM and ROM resources and is thus less expensive.
e can search for available networks, transfer data from its application, request
data from the network co-ordinator, and sleep for extended periods of time
to increase battery life.
e can talk only to a FFD.
The FFD
e can serve as a network co-ordinator, a router or as an end device.
e can discover and talk to other FFD and RFDs.

2.1. ZigBee Logical Devices

At the Network layer of the ZigBee stack, the software is able to recognise three types
of logical device:

e ZigBee network co-ordinator;

e ZigBee router;

e ZigBee end device.

Co-ordinator:

e The co-ordinator is a FFD device, responsible for creating the network,
assigning network channel, assigning network addresses and adding other
nodes to the network.

e There can be only one co-ordinator node for a given ZigBee network.

e The co-ordinator is normally powered on mains electricity, and so is usually
located in a fixed position. As a result, it is often used to access the network.

¢ New child nodes can usually join the network at any time if the co-ordinator
is switched on,

¢ If the co-ordinator is switched off, new nodes are unable to join but nodes
that already have an address on the network, such as sleeping end devices
and roaming devices, will still run correctly.

e The router is a FFD device, responsible for buffering packets, and routing
signals between nodes.

e It can be used to extend the range of the network.

e Itis also normally mains powered so that it can maintain routing, and also
buffer any data sent to a sleeping node.

e Since router nodes are also usually fixed in position, due to the power
requirements, they too can be used to access the network - useful if the co-
ordinator has been disabled to stop any new nodes joining the network.
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End Device:

e This is used to communicate between the network and the real world, and is
either a FFD or a RFD device. For example end devices can be placed into
sensors, switches, displays, actuators etc.

e End devices are low in power consumption, and are highly suited to battery
operation.

e They can be placed in sleep mode to further reduce power consumption.

¢ End device nodes cannot communicate directly with other end device

nodes. Instead, they communicate through routers or through the network
co-ordinator.

2.2 ZigBee Network Topologies

The Network layer of the ZigBee stack recognises three topologies:
e Star topology
o Cluster tree topology
o Mesh topology

2.2.1 Star Topology
Symbols

SI O Network co-ordinator

A Router
EI End device

Shading
@» FFD

RFD

A star network consists of one network co-ordinator and one or more end devices.

All end devices communicate only with the co-ordinator, so that when an end device
needs to transfer data to another end device, it sends its data via the co-ordinator.
The star network is termed a single-hop network, as the co-ordinator is only a single
hop (link) away. The reliability of this type of network is reduced because of the single
point of failure, the co-ordinator.

Star Topology

2.2.2 Cluster Tree Topology

Symbols
O Network co-ordinator

Cluster Tree Topology
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In the cluster tree topology, the co-ordinator, the parent, is linked to a number of
routers and end devices, its children.
In turn, a router may then be linked to more routers and end devices, its children.
Routers serve two functions:
e They increase the number of nodes that can join the network.
e They extend the physical range of the network, so that an end device does
not have to be within radio range of the co-ordinator.

In a cluster tree topology, a child can directly communicate only with its parent (and
with no other node). A parent can directly communicate with only its children and with
its own parent. As in the star topology, end devices cannot communicate directly with
each other. Messages are routed through a router or through the co-ordinator. There
may be a number of possible paths between source and destination. The router
chooses an appropriate route from these. This type of topology is called multi-hop.

2.2.3 Mesh Topology

SI Symbols

O Network co-ordinator

A Router

End device

Shading

@» FFD
RFD

Mesh Topology

The mesh network is a modification of the cluster tree topology:
e The co-ordinator is linked to a set of routers and end devices, its children.
e A router may be linked to more routers and end devices as its children.

However, communication is more flexible. RFD end devices are still unable to
communicate with each other directly. FFD end devices, however, can communicate
directly, without having to follow the tree structure. Messages to RFDs must still go
through the RFD’s parent node.

The advantages of this topology are:
e message latency (delay) can be reduced by route optimisation;
o reliability is increased, as there are alternative routes available, should a link
go down.

This is also a multi-hop network.

2.3. Multi-Access Networks

All three topologies allow a ZigBee node equal access to the network. As a result,
these networks are known as multi-access. There are two types of multi-access
mechanisms, beacon and non-beacon.

2.3.1 Non-Beacon Access

Nodes in a non-beacon network are allowed to transmit any time that the radio channel
is open and idle. This creates a ‘free-for-all’ environment in which collisions occur
regularly when two or more devices try to transmit at the same time. In this mode, the
co-ordinator and routers must be active at all times, and so it is best suited to mains-
powered devices.
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2.3.2 Beacon Access

A node in a beacon enabled network can transmit only in its designated time slot. This
regulates transmissions making collisions less likely. The co-ordinator periodically
generates a superframe, identified as a beacon frame. All nodes in the network are
expected to synchronize their on-board clocks to this frame. Each node is allocated a
specific time-slot within this superframe during which it, and only it, is allowed to
transmit and receive its data. Usually, in a beacon-based network, an end device node
will wake up just before this superframe is generated, will transmit / receive data at the
appropriate point and then go back to sleep until just before the next superframe. A
superframe may also contain a common time slot during which all nodes compete to
access the channel. In this mode, the co-ordinator can be battery-powered, as it and
end devices can sleep for most of the time, extending battery life.

2.4  Creating a ZigBee network

A new ZigBee network is started by a would-be co-ordinator which searches for other
co-ordinators transmitting on its allowed frequency channels. If possible, it identifies a
quiet frequency channel, establishes its own network and selects a unique 16-bit PAN
(Personal Area Network) ID for that network.

After that, other devices can join the network as routers or end devices. Both routers
and the co-ordinator have the capability to allow other nodes to join the network. The
chain of events is as follows:
e The new device scans all available channels, looking for active networks.
e |f the device detects both routers and co-ordinator from the same network, it
usually chooses the strongest signal and tries to connect to that device.
e The device then sends a ‘Can | join? message to the relevant router or co-
ordinator.
e The prospective parent allows the device to join if the network configuration
permits it. The parent then allocates an address for the new child device.

The co-ordinator is configured to set a maximum number of permitted associations
(children) per parent. To be more precise, it specifies the maximum number of child
devices allowed per router, and directs how many of these children may be routers
themselves.

It also sets the maximum depth of the network (maximum number of hops from the co-
ordinator to the most distant device.)

These limits may prevent a node from joining a network if its potential parents have
already associated the maximum allowed number of children, or would breach the
maximum network depth if the association was allowed. Such nodes are called orphan
nodes.

The network devices store information about other nodes in the network, including
parent and child nodes, in an area of non-volatile memory called a neighbour table.

Once in a network, a device can disassociate from the network either by being
requested to leave the network by its parent or by requesting disassociation itself.

CP3924-01 ZigBee Training Copyright © 2014-2019 Matrix TSL




Iﬂﬂ l- ﬂlX ZigBee Solution - Student Guide

2.4.1 A ZigBee network example

PIRO Moisture
Symbols
O Network co-ordinator
Temp O
A Router
Pressure 1
Datalogger . El End device
T2 2 PR 1 Shading
Alarm 2
Alarm 1 @» FFD
RFD
Switch 0
Temp 1
Pressure 0

Here, the co-ordinator is the overall parent as it was responsible for starting the
network and allowing other nodes to join. In this case, the co-ordinator has five child
nodes, three configured as routers and two as end devices. Two of the routers are also
end devices, Alarm 1 and Alarm 2. If the co-ordinator has child end devices directly
connected to it that are configured to sleep, then the co-ordinator is responsible for
buffering incoming messages for those sleeping nodes. Router nodes are also capable
of having child nodes that can be either other router nodes or end device nodes. Again,
if a router has child end devices directly connected to it that are in sleep mode, then
that router is responsible for buffering incoming messages for them.

2.5 ZigBee Addressing Scheme

The Matrix ZigBee kit uses Version 2 XBEE ZigBee modules which are configured to
associate up to seven child nodes.

Every node on a ZigBee network can have up to three different types of address
assigned to it:

e a MAC address;

e anetwork address;

e aname.

2.5.1 MAC Addresses

Each ZigBee node comes complete with its own unique 64-bit MAC address, assigned
by the IEEE. As a result, it is also known as the IEEE address or extended address.
This can be used to secure the network against unwanted communication. By scanning
the MAC address of a node wanting to join a network and referring to a list of permitted
MAC addresses, the co-ordinator can allow or deny access to that node.

2.5.2 Network Addresses

This is a sixteen bit address which identifies the node to the rest of the network. It is not
globally unigue, so that two nodes on separate networks may have the same network
address. The network address is also called the short address and is allocated by the
parent node, router or co-ordinator, when the node joins the network. The co-ordinator
always takes the network address 0x0000. Having sixteen bits gives a possible 21°
nodes (65536) on the network.
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Under some circumstances, the network address may change. For example, the node
may be mobile, or the parent router may become disconnected. As a result, it is hot
good practice to address nodes directly using their network address.

2.5.3 Unicasting and Broadcasting

Devices use their extended addresses to communicate with network devices while in
the process of joining the network. Once it has joined, it is assigned a sixteen bit
network address, which it then uses to communicate with the other network devices.

The 802.15.4 specification uses two forms of communication between devices in the
network, called broadcast and unicast messages.

¢ Unicast - In a unicast message, the network address of the destination node
is provided as the destination address in the MAC layer header of the
message. Only the device that has this address accepts the message. The
destination device may then transmit an acknowledgment, as a unicast
message back to the source node, to confirm reception of the message.
The sequence of acknowledgements is shown in the next diagram:

Source

/ Minor

Acknowledgement

Message

—

Messag y

Destination

fMinor

Destination Acknowledgement

Source

/Minor

Acknowle dgement

Source

—

Message Source
Acknowle dgement

Minor

Message
v Acknowledgement

Acknowledgement

Destination Destination

e Broadcast - In a broadcast message, the MAC layer destination address is
OxFFFF. All active devices in the network receive and analyse the message.
As other nodes detect the broadcast, they retransmit the message to extend
the range of the broadcast.

This form of addressing is used when:
= joining or re-joining a network;
= discovering routes in the network.

Broadcasts cause substantial disruption to the operation of the network, as
all nodes must take action, adding to the delays present in transmission
times. As a result, the number of broadcasts should be kept to a minimum
especially in larger networks.

Although broadcast messages are not acknowledged in the formal sense,
the ZigBee protocol implements a passive acknowledgement of broadcasts.
When a device originates or retransmits a broadcast packet, it listens to
check that all its neighbours retransmit the broadcast within a configurable
period of time. If they do not, it will re-transmit the broadcast.
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Unicast messages take much less time, as only the source and destination nodes, plus
any intermediate stepping stone nodes are involved. The other advantage is that the
transmitting node receives an acknowledgement that the message has been received
by the remote node.

2.5.4 Name address

Each node can be assigned an optional name address string of up to twenty ASCII
characters. The name address is useful for creating dynamic networks that are capable
of scanning for particular node types. For example, all nodes which include sensors
can be given a name starting with SN. When the co-ordinator is adding nodes to the
network it can scan the node names and if the scanned name begins with SN, then it
knows that the node has sensors available. This allows a network to be formed and
then, at a later date, extended by the addition of extra sensor nodes without the need
to edit the existing code.

2.6 Routing and route discovery

In order for a message to travel from source node to destination node, there must be a
mechanism that allows one node to locate and send data to another.

In a simple star network, this is not difficult, as all end devices communicate directly
through the central co-ordinator. Other topologies demand a more multifaceted
approach, and routes are learned and established in a number of ways.

In a cluster tree network, there are two options, tree routing and route discovery. For
small, static networks, tree routing is the best option. If there is a risk that nodes might
stop working, or if reliable data delivery is essential, tree routing may be ineffective,
and it may be better to use the more complex route discovery process.

In a mesh network, routing must rely on the route discovery process to build and
maintain routing tables in FFD devices.

2.6.1 Tree routing overview

The aim is to use the tree structure to route packets from source to destination. The
first decision the source device must make is which way, up or down the tree, should
the packet be sent. The answer is found by examining the addressing structure.
Basically, if the destination node is a descendant, the device sends the packet to one
of its children; otherwise, it sends it to its parent.

When a device receives the packet, it checks to see whether it, or one of its child
devices, is the destination. If so, the device either accepts the packet itself, or passes it
to the appropriate child device. If not, it passes the packet to its parent

The problem with this is that the path taken by the packet may be longer than
necessary because it followed the tree structure, rather than looking for the shortest
possible path.

Routing efficiency is improved when ZigBee allows routers to discover shortcuts, using
the path discovery process. Each router involved must then maintain a routing table,
which maps destination addresses to next hop device addresses.

2.6.2 AODV algorithm overview

The protocol involved in path discovery is part of the Network layer of the ZigBee stack.
The process often involves the use of broadcasts - the transmitting node does not
know where to send the message, and so it uses a broadcast that all nearby devices
will pick up. The ideal is to use these broadcasts only when necessary, in order to limit
the disturbance they cause to the network.
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The techniques used are based on the AODV (Ad hoc On demand Distance Vector)
algorithm. End devices do not store routing information. When they need to
communicate, they use the path discovery process to establish a route between them,
(hence the ‘On demand’ part of the AODV title.)

This process starts when the sending node, or its parent, broadcasts a Route Request
Packet. This contains information such as the desired destination network address,
(obviously), the source network address (so that the sending node can eventually
receive the required information,) and a Route Request ID, so that the receiving nodes
know whether they have seen this request before.

When a node receives this request, it uses the Route Request ID to check whether it
has already received it. If so, it simply drops the packet. Otherwise, it increases the hop
count (measure of how good/long the route to the destination is) and re-broadcasts it.

As the request travels from node to node, it automatically sets up the reverse path back
to the source, because each node en route records the address of the neighbour from
which it first received the request.

All routers, including the destination node or its parent, eventually see the broadcast.
The destination node then sends back a reply addressed to the source device. As the
reply travels back through the network, each router in the path can build a routing table
entry containing the best path to the destination node.

2.7 Sleep mode

End device nodes use sleep mode to reduce their power consumption and thus
increase battery life. When in sleep mode, they still retain their network address and so
are still joined to the network. On wakeup, they do not need to contact the co-ordinator
to re-join the network. This means that the co-ordinator can be switched off once the
network is established even if some of the devices are in sleep mode.

If an end device is in sleep mode, it cannot communicate with the rest of the network
and so its parent device has the job of buffering (storing) any messages that are sent to
the sleeping node. When the node wakes up, it must check whether its parent has any
stored messages.

The Version 2 XBee module can use two different forms of sleep mode:
e cyclic sleep;
e pin sleep.

2.7.1 Cyclic sleep

Cyclic sleep is one way in which devices can conserve power by using periodic sleep
and wake cycles. During the sleep cycles, a parent node will buffer messages for the
sleeping device. When the device wakes, it sends a poll request to the parent. At this
point, the device receives any messages stored in the parent, or can transmit a
message. After doing so, the device returns to sleep mode.

This operation is governed by a timer which is reset every time the module enters sleep
mode. When the timer times out, the module wakes up and sends poll requests to its
parent device to check whether any unicast messages have been buffered while it was
in sleep mode. (The parent does not store broadcast transmissions for the child
device.)

The parent will accept a message addressed to the sleeping device’s network or MAC
address and hold it in a buffer until the device wakes and requests the information.
These messages are referred to as indirect messages. The parent will only queue one
indirect message at a time. Indirect messaging does not work with a broadcast
message.
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The timer duration is linked to a similar one on the parent node, called the buffer
timeout period. When this time expires, any messages stored in the parent are cleared.
If the message has not been collected within the timeout cycle then the parent device
knows that there is a problem with the end device. This problem can then be logged
and used to alert that a node has failed to wake up.

2.7.2 Pin sleep

Pin sleep puts the module to sleep and wakes it from sleep by changing the voltage on
the sleep-enable pin on the XBee chip. When this pin is taken to logic 1, the module
will finish any transmit or receive operations, and then enter sleep mode. While asleep,
the module will not respond to network activity. To wake a module from pin sleep, apply
logic 0 to the sleep-enable pin.

When using this mode of sleep, packets destined for the sleeping node will only be
buffered for a finite period of time. Therefore the node must be woken up at regular
intervals to poll for any incoming data.

2.8  Security

ZigBee networks are highly secure, incorporating several measures to prevent
unwanted intrusion from hackers or from neighbouring ZigBee networks. These
measures include:

e Access Control Lists: Only pre-defined “friendly" nodes can join a network.
The co-ordinator contains a table of permitted MAC addresses.

e Message Freshness Timers: Timed-out messages are rejected, preventing
replay attacks on the network. A replay attack occurs when an attacker
records a transmission and replays it later. For example, someone might
record the command used to open a door controlled by a security system,
and then retransmit it later to try to gain entry.

e 128-bit AES-based Encryption: The XBee modules have a built in 128-bit
AES encryption algorithm that can be enabled to secure the ZigBee
network. If this is enabled, the co-ordinator will start up using a 128-bit AES
encryption key. Only devices that have the same key can communicate on
the network. Routers and end devices wishing to join the network must
either have been configured with that security key, or, as a less secure
option, must obtain it over the air, as an unencrypted transmission, when
they join.

If encryption is enabled, all data to be transmitted will be encrypted using
the sixteen byte encryption key. If any non-encrypted transmissions are
received, the ZigBee node will ignore them.

This security comes at a price. For multi-hop transmissions, each router
along the route must decrypt and re-encrypt the data. As a result, latency
will increase. In addition, enabling security adds several bytes of overhead
to each packet.

CP3924-01 ZigBee Training Copyright © 2014-2019 Matrix TSL




Iﬂﬂ l- ﬂlx ZigBee Solution - Student Guide

|3. The Matrix ZigBee training solution

The practical work in this course is based around a four-node network, consisting of
two sensor nodes, a monitoring/control node and a gateway node. Not all nodes are
required for every task, and, for some, nodes will need to be re-configured. A fifth
connection point is used in conjunction with the ZENA Wireless Adapter to monitor
network traffic.

Coordinator Router

Multiprogrammer |

Multiprogrammer

Graphical LCD

End1 End2

Leuejdyoeg
Zauejdyoeg

Multiprogrammer Multiprogrammer |

The ZigBee training solution consists of two metal backplane panels with two ZigBee
nodes attached to each. The E-Blocks on each panel are connected in such a way that
both nodes are powered from a single PSU attached to one of the programmer boards.
One USB cable is needed for programming each of the microcontrollers in turn. A
second USB port on the PC is needed for the ZigBee Analyser or the USB viryual
comm port from the gateway. If two USB ports are not available then the USB devices
can be interchanged as needed.

3.1 The ZigBee E-Blocks2 board
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The ZigBee E-Blocks2 board connects to the input / output pins on the microcontroller
board and has an XBee module that is used to set up a wireless connection between
the microcontroller and the rest of the ZigBee network.

The on-board LED displays the connection status of the node as follows:
¢ When the node is configured as part of a network, the LED will flash at 2Hz.
e When the node is configured as the co-ordinator, the LED will flash at 1Hz.
e When the node is not connected to a network then the LED will remain off.

The XBee modules supplied with the ZigBee boards are configured in one of two
modes, Co-ordinator or Router/End device. The Co-ordinator (BL0152C) must be used
to start the network. There can be only one co-ordinator node on the network. The
Router/End Device node (BL0152R) can be configured as a routing device or as an
end device. There can be almost any number of these on the network.
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3.1.1 AT Commands

The Version 2 XBee modules are controlled by a set of ASCII commands knows as AT
commands.

The modules are pre-set in data transfer mode and must be changed into command
mode by sending a specific sequence of commands. By default this sequence of
commands comprises a thirty millisecond pause, a string of three ASCII ‘+’ characters
and a second thirty millisecond pause. If the command sequence is entered correctly
then the module returns an “OK” string.

The diagram shows the structure of a typical AT command. Some of the more
commonly used AT commands are shown in the reference data section at the end of
these notes. A complete list of supported commands is provided in the Instructor’s
Guide to the course.

"AT" ASCII Space + Parameter + Carriage
Prefix Command (Optional) (Optional, HEX) Return

E— | |

Example: ATDL 1F<CR>

The command mode is ended by waiting for the default timeout period of ten seconds
or by sending the exit command “ATCN”.

Any data sent to the V2 XBee module while it is in data transfer mode will result in
transmission to the destination address specified. By default no destination node is
specified and so any data is transferred as a broadcast message to all nodes

3.2 Installation

¢ Install Flowcode, any check for updates via the menu Help->Check for
updates

e The ZENA™ Wireless Adapter requires the installation of a USB driver. See
the ZENA™ Wireless Adapter User’s Guide for instructions.

3.2.1 Setting up the ZigBee system

The standard ZigBee node consists of a development panel based on either the PIC
BLOO11 or Arduino based BL0O055 programmer board, together with various
combinations of downstream E-blocks2 interface boards.

The following section tables the required boards for each exercise.
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3.2.2 Setting up the ZigBee nodes

The four ZigBee nodes are set up as follows:

Exercise 1
PIC BL0011 Arduino BL0055
Port A Port B Port C A0-5 (C) DO0-7 (D) D8-13 (B)
Node 1 BL0157 BL0152C | BL0157 BL0152C
Exercise 2
PIC BL0011 Arduino BL0055
Port A Port B Port C A0-5(C) | DO-7 (D) |D8-13(B)
Node 1 BL0157 BL0152C | BL0157 BL0152C
Node 2 BL0167 BL0138 BLO152R | BL0O167 BL0138 BLO152R
Exercise 3, 4,5
PIC BL0011 Arduino BL0055
Port A Port B Port C A0-5 (C) DO0-7 (D) D8-13 (B)
Node 1 BL0157 BL0152C | BL0157 BL0152C
Node 2 BL0167 BLO152R | BL0O167 BLO152R
Node 3 BL0145 BLO152R | BL0145 BLO152R
Node 4 BLO152R BLO152R
Exercise 6
PIC BL0011 Arduino BL0055
Port A Port B Port C A0-5 (C) D0-7 (D) D8-13 (B)
Node 1 BL0157 BL0152C | BL0O157 BL0152C
Node 2 BL0O167 BLO152R | BL0O167 BLO152R
Node 3 BL0129 BLO152R | BL0129 BLO152R
Node 4 BL0167 BLO152R | BL0O167 BLO152R
Exercise 7
PIC BL0011 Arduino BL0055
Port A Port B Port C A0-5 (C) D0-7 (D) D8-13 (B)
Node 1 BL0O157 BL0152C | BL0157 BL0152C
Node 2 BL0167 BLO152R | BL0O167 BLO152R
Node 3 BL0129 BLO152R | BL0129 BLO152R
Node 4 BL0158 BLO152R BL0158 BLO152R
Exercise 8, 9
PIC BL0011 Arduino BL0055
Port A Port B Port C A0-5 (C) D0-7 (D) D8-13 (B)
Node 1 BL0O157 BL0152C | BL0157 BL0152C
Node 2 BL0O167 BL0138 BLO152R | BLO167 BL0138 BLO152R
Node 3 BL0129 BL0145 BLO152R | BL0129 BL0145 BLO152R
Node 4 BL0158 BLO152R BL0158 BLO152R
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Corresponding ZigBee component connection information

= Connections

----- £ Channel Channel 1 =4 Connections
----- i TX $PORTC.1 -8 Channel Software
----- £ TX Rermap Pin $PORTC.1 - TX $PORTBE.1
----- ¥ RX SPORTC.O - R¥ $PORTBE.O
----- = RX Rermap Pin SPORTC.O -2 Baud Options Se00
----- £ Baud Options 9600 - 4, Baud Rate 9600
----- Baud Rate aa00 -8 Use Flow Control Off
----- = Use Flow Control off -l RTS $PORTBE.2
----- ¥ RTS $PORTC.3 -l CTS $PORTE.4
----- i CTS SPORTC.4 -l Sleep Pin $PORTE.2
----- M Sleep Pin $PORTC.2

PIC (BL0O011) Zighee connections Arduino (BLO055) Zigbhee connections

The sleep pin is used to control the pin sleep mode available to the module.

3.2.3 Setting up the ZENA ZigBee analyser node

Any useful ZigBee network requires at least two nodes, and hence two separate
embedded programs running at the same time. Flowcode cannot simulate them both
simultaneously. To get around this problem, the Microchip ZENA™ Wireless Adapter is
included in the ZigBee solution pack.

The ZENA™ Wireless Adapter, connected to a computer, allows the user to monitor
and debug a ZigBee network when used in conjunction with the Microchip Wireless
Development Studio. Please refer to the Microchip ZENA™ documentation for details
on installing and setting up the software. Install the Wireless Development Studio, the
USB drivers and attach the ZENA™ Wireless Adapter.

Run the Wireless Development Studio, select the ZENA™ Wireless Adapter and select
channel 26 (0Ox1A), or the channel used by the Flowcode ZigBee component. If you are
enabling multiple channels in the Flowcode ZigBee component, you will have to let
ZENA monitor the channels one at a time, or use the ZigBee LCD to print the current
operating channel.

y ¥ -
W Wireless Development Studi ™ '

File Edit View MNavigate Tools Window Help
E(‘;{) {E}

MiWWi Configurator 2| “ 112

B S Tool ) ZENA Adapter 2.4GHz MRF24140 : EJR 120314234 »| G |Fiters: o Filter
Radio : | MRF24140 - Protocal : MwiP2P | Channel : |Channel 26 - 2.480GHz m

Frame No. |Time Stampl RSSI | Source Addr. I Destination Ad... Packet Info
1 + 538765 us 164 Ox0d4 ki Data
2 + 66110 us 130 0x0000 kg Data
3 +15158323 165 Ox0dd 0x0000 Data
4 +406 us 165 Acknowledgment. Sequence Number
5 + 4589 us 130 0x0000 0x0d41 Data
i} +405us 130 0x0000 0x0d41 Acknowledgment, Sequence Number
7 +1011064... 163 Ox0d41 kg Data
a + 1276116 . 123 0x0000 ki Data
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Notice the Start and Stop buttons and the “Packet Sniffer” screen. The Start and Stop
buttons control the network analysis. The Output Window displays all the transmissions
that have been sent via the ZigBee network and displays information about each
transmission. This makes troubleshooting much easier and is an aid in the
understanding of ZigBee and other wireless networks.

3.2.4 Testing the ZigBee system

* Set up the ZigBee system and switch on power to the four nodes.
+ Connect the ZENA ZigBee analyzer to the computer.

* Program the target devices by loading each program from the test folder into
Flowcode and download them to the appropriate nodes
* Node 1 — Coordinator and display node
* Node 2 — Switch node
* Node 3 - LED node
* Node 4 — Sensor node

Once the four nodes have been programmed you can test Node 1 and Node 4 by
moving the sensor control knob and watching for a corresponding change on the Node
1 display. Nodes 2 and 3 can be checked by pressing switch DO on Node 2 and
watching for a signal on LED DO on Node 3.
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4. The ZigBee assignments

The assignments included with the ZigBee training solution lead up to a four node
ZigBee network, developed in a step-by-step manner. Further features are added to
the network at each stage. The end product is a fully operational, secure, dynamic fire
and burglar alarm system.

Here is an overview of that process.

Exercise 1: Moulding the network

e Configuring the co-ordinator node;
Searching for an unused channel;
Assigning a network ID;
Starting up the ZigBee network.

Exercise 2: Adding a node

Connecting an end device node to the network;
Communicating on the network;

Measuring transmission signal strength;
Controlling the node join time.

Exercise 3: Expanding the network
¢ Connecting a router node and a second end device node to the network;
¢ Modifying message destinations.

Exercise 4: Reducing power consumption
e Configuring sleep mode for end devices;
¢ Configuring router and co-ordinator to buffer packets sent to sleeping
nodes.

Exercise 5: Dynamic networks
¢ Creating and maintaining a list of active nodes connected to the network.

Exercise 6: Message routing
e Scanning for the best routes between nodes using broadcast packets.

Exercise 7: Data logging gateway
e Streaming ZigBee network messages via the router node and USB comm
port connection into a PC for control, logging or analysis.

Exercise 8: Modular fire and burglar alarm

¢ Building a fire and burglar alarm system capable of sensing new nodes and
displaying node interaction.

Exercise 9: Improving network security
¢ Adding an encryption layer to prevent hackers from gaining access to the
network while allowing the addition of further nodes.
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5. Exercise 1 — Moulding the network

51 Introduction

The aim of first exercise is to set up a ZigBee personal area network using the co-
ordinator node, and then to detect it using the Microchip ZENA ZigBee analyser.

The ZigBee E-Block uses a Version 2 XBee ZigBee controller module. A TTL level
RS232 bus is used to communicate with the controller module, using a baud rate of
9600, 8 data bits, 1 start bit, 1 stop bit, no parity and no hardware flow control.

Information sent and received is stored in a series of buffers. (These are part of the
Matrix implementation of the ZigBee physical layer and not part of the ZigBee
specification itself.)

5.2 Objective

The obijective of this exercise is to write a Flowcode program to create a ZigBee
network that will allow other ZigBee devices to connect to it.

5.3 Requirements

This exercise requires:
e acopy of Flowcode running on the PC
e atarget system configured as Node 1 (see section 3.2.2)
e a Microchip ZENA ZigBee analyser.

5.4 The Flowcode program in detail

The program will:
e assign properties to the ZigBee Flowcode component;
e configure the co-ordinator mode with:
« apreset PAN ID;
« adevice name of Coord;
« an infinite join time;
« the channel set to 1A,
« ascan duration of 3;
« amaximum hop count of 4;
e display the current active channel on the graphical LCD ;
e display the signals transmitted by the co-ordinator, using the ZENA analyser.

5.4.1 Target microcontroller

The course assumes the use of development panels using BL0011 for PIC or BLO055
for Arduino Uno. Other microcontroller devices can be used instead, but the settings,
programs and instructions may need to be adapted to match the new device.

CP3924-01 ZigBee Training Copyright © 2014-2019 Matrix TSL




Iﬂﬂ I- ﬂlX ZigBee Solution - Student Guide

5.4.2 Flowcode ZigBee component

The Flowcode ZigBee component is added to a Flowcode program by clicking the
ZigBee icon, which can be found in the Wireless section of the Component Toolbar

3 '\\Search *Favourites —)-::|Inputs D—)Outputs |:|Disp\ays }((( Sensors ﬂ Comms %‘\Wireless E Storage :“Mechatroni(

% Buetooth (EB024, Generic AT) L
% Bluetooth (HCOS / HCO6)

% Bluetooth v2 (EB024, Generic AT)
@ GPS (EB0S6, Generic NMEA)

E GSM (EBD6G, Generic AT)

= [ IDA (EBOL2, MCP1250, MCP2120)
t“:: RC5 (EBO60, Generic 36KHZ)

() re 2.46Hz (nRF24L01)

{)) re 15M (EB063, MRF4DXA)

RFID (EB052, RWD-MICODE)

RFID (MFRC522)

SFF SRF (WirelessThings)

) wLAN (EB06D, ESPE266)

) wLAN (EB08D, WIz610wi)

s @ Zighee (EBOS1, XBEE)

-
®
o
On
®

-
2

-
p

&0
£1

=

Once the ZigBee component has been added to the program, the component icon
appears in the System Panel window.

7
5.4.3 ZigBee component settings

Select the Zighee component by clicking on its icon in the System Panel window, or by
selecting the Zighee component from the drop-down box at the top of the Properties

Panel.
Component Properties:
Zobeel - ~| The ZigBee component properties are grouped into
| ﬁf Cz“’““'e‘n]t‘[:" Position several categories as shown in the following diagram:
mpone
/% Hand Zigheel
e 2gbes (3051, 0. Here is an overview of what each cate fi
I Properties gory configures.
S Device Name Device Further details will be given as the course develops.
-] Zighee Mode Coordinator -
ﬁﬁﬁ% i s j e Zigbee Mode - sets the mode in which the
-[=] Node Join Ti Infinit -
O e o e Infinte | module operates.
o Max oo Deat .| » PANID — is either preset or obtained by
&-B Connections scanning for an unused Pan ID.
----- E UART Channel Software =l
e A e Scan Channels — configures which RF
----- Yar g Pi $PORTC.0
_____ 4 Hsipc_o'ﬂtrm i | channels to scan, and for how long.
Rgiael A e Join Notification — specifies who to inform
=& Scan Channels i
_____ S nanme o | when connecting to the network.
o e = o Node Join Time — sets the time over which
""" € ox0e Ho =l other nodes will be permitted to join.
0 0x0F No |
o e <l o Sleep Buffer Time  — sets the time for which
jjjjjg o2 " j end nodes will sleep and parents will buffer data.
----- % 04 No :II e Device name - allocates a character based
_____ . o =
_____ % oxle No :I| (name) address.
----- 0x17 Ho -
;:% Gl No :II e Max Hops — sets the maximum number of
----- & oxia Yes -l| repeat broadcast transmissions.
----- Z, Scan Duration 1
----- Z, Total Scan Time (ms) 30
=-E& Simulation
&) Label Zigbee
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5.4.4 InitNetwork function

The ZigBee component needs to be initialised before it is used in a program.
To do this, place the ZigBee InitNetwork macro in the program before any other ZigBee
macros are used, ideally right at the start of the program.

Start the Zighee netwark,
ZighesT it et ork]] |j

The InitNetwork macro configures the ZigBee module to the profile specified in the
Component Properties, by sending appropriate AT commands.

5.4.5 Configuring the co-ordinator

The co-ordinator node is responsible for creating the ZigBee network and assigning
addresses to ZigBee nodes on the network.

Here are some of the AT commands for the coordinator that will be used in this
exercise. Note:

o All parameters sent with the AT commands are in hexadecimal format except
for the character based address which is in ASCII character format.

e All AT commands are terminated with a carriage return, ASCII code 13.

e The Send AT command function is used to send out an AT command in the
form of a string. Using this function, the carriage return is added automatically
to the end of the AT command string.

ATID Xxxxx Assigns the PAN ID xxxx.

ATNI xxxxxxxx | Assigns the character based node address XXXXXXXX.
ATSC xxxx Assigns the RF channel xxxxto be scanned.

ATSD x Sets the RF channel scan duration to x.

The ZigBee InitNetwork and other macros handle all of the actual AT commands that
control the ZigBee module.

CP3924-01 ZigBee Training Copyright © 2014-2019 Matrix TSL




Iﬂﬂ I- ﬂlX ZigBee Solution - Student Guide

5.5 What to do

1. Write the Flowcode program using the following steps as a guide:

(1) Load the ZigBee component into a new Flowcode flowchart;
(2) Configure the ZigBee component properties as shown in the next diagram;

- .
(3) Load the Graphical LCD component into the -
flOWChart, &9 Properties ‘{:k Position
.. Insert a Component Macro, and select | component et
the gLCD(0) component and the Init - Type. Zighee (EBOS1, X...
macro to initialise the Graphical LCD @?‘___%m[?:,'fc’:;ame Coord ;
. --|—| Zighee Mod Coordinat -
) component; . . D AD o
ii. Give the macro the Display Name “Start ----% PAN D 561 5
the Graphic LCD’; "D Verbose Hode. No £
-7, Max Hops 4
(4) Insert another Component Macro, and select H___g Seep pufer Time Default E
the gLCD(0) component and the Print macro; | B UART Channel Chomnel1 =l
ii. Insert the following in the Parameter ~5 e pORTC S
box: "Init Started", 25, 10,0,0; | -~ £ Sleep Pin $PORTA.3
. . . I I €5 Flow Control Yes |
Iv. Glve the macro tnhe visplay Name rrint | @ - L7 RTS Pin $PORTC.0
Give the macro the Display Name “Print i
Startup Message”; & é%ﬁTcsh:QHneb FpoRTes ;
----- 0x0B Mo -
(5) Insert a Component Macro, and selectthe | - € oxac No =l
Zigbee0) component and the InitNetwork oo o N
macro to initialise the ZigBee co-ordinator; jjjjj% 0 No j
v. Give the macro the Display Name “Start | - % ot o j
, Copldy INGTiE S dit . . ,
the ZigBee Network™, | . & ox13 No =
----- D 14 No =l
(6) Insert another Component Macro, and select | - € 0x15 No =
----- D 0x16 No |
the gLCD(0) component and the Clear macro || - & oar No 5]
to clear the Graphical LCD; e to -
vi. Give the macro the Display Name | - % OIA___ Yes =l
“ . wo T Scan Duration 1]
Clear the DISplay , @Z TgtaIScan Time {ms) 15
=5 Simulation
(7) Insert another Component Macro, and select S Label Zigbee

the gLCD(0) component and the Print macro;
vii. Insert the following in the Parameter box: "Init Complete", 25, 10, 0, O;
viii. Give the macro the Display Name “Print Startup Message”;

(8) Add a delay icon, set to 3 seconds with the Display Name “Wait for Channel
Scan’;

(9) Insert a Component Macro, and select the ZigbeeO) component and the
EnterCommandMode macro;
ix. Give the macro the Display Name “Enter Command Mode”;

(10)Insert a Component Macro, and select the Zigbee0) component and the
SendATCommand macro;
x. Insert the following in the Parameter box:"ATCH"
xi. Give the macro the Display Name “Query the RF Channel”;
(11)Insert a Component Macro, and select the ZigBee(0) component and the
GetATResponse macro;
xii. Insert the number 0 as the logging parameter ;
xiii. Give the macro the Display Name “Listen for the Reply”;

(12)End the program.
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2. Compile the program and transfer it to the target microcontroller on node 1.

3. Run and test the program by observing the LCD to see the interim messages
while initialisation takes place, and the final channel display.

4, Do not delete this program as it can be modified for use in later exercises!

The resulting Flowcode program is shown in the next diagram.

BE GIN '

Start the Graphic LCD

gledD-Initialse] ] 3D: System Panel x
- ¢ SBC 4[8]8 (300 £\

Frint Startup Meszage
aledD:Print Trit Started”, ]
28,

Dt

10,
o,
a

Init Corplete

Start the Zighee Mehwork,

a zigbeell:Inith etvaark[] E]

Clear the Display

a gledD::ClearDizplay(] U

Print Startup Meszage

gledl::Print]"'Init Complete”, ]
28,
1o,

0.
]

L

' ak for Channel Scan

D

Doosaeserdoome™

Erter Command M ode -55.66, 19.77, 0.00

a zigheel::EnterCommandtode() U

Querythe RF Channel

a zigbeel::SendA T Command("ATCH") U

REREE

Listen for the reply
’ zigheel::GetA TR ezponze(0) U
]

NN

END

5.5.1 Analysing the network with ZENA

To monitor the network with the ZENA analyser, plug it into a spare USB port on the
computer and then run the Wireless Development Studio.

Select the ZENA™ Wireless Adapter and the appropriate channel for your ZigBee
network. This correct channel is the number that is shown on the graphical LCD at the
end of the exercise 1.

Click on the green “Start Capture” button and the Wireless Development Studio should
now capture a signal sent out regularly from the ZigBee co-ordinator node.
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To analyze a packet, click on it and check the “Packet Decode” window, it will look
something like this:

Packet Decode |

Frame :
[E-Frame Mumber: 3
~Frame Length: 54 octets
~Channel: 26
~FCS(Frame Check Sequence). Correct
~RS3I{Received Signal Strenagth Indicator): 157
- LQLink Cuality Indicator): 120
=-IEEE 20215 4/MAC Layer
F-Frame Control: Ox2241
~3equence Mumber: Oxe3
~[Destination PAN |dentifier: 0x234
~[Destination Address: Oxfff
- gource PAN: 0x0234

- Gource Address: 0x0000
El-Metwork Layer
~Maximum Hops: 4
~Frame Control: 0x00
~Destination PAMN (D Oxfff
~Destination Short Address: 0x0000
~3ource PAN ID: Oxd404
~3ource Short Address: OxeG08
~MiWi Sequence Number: 21
~Application Payload:
#-Length : 30

Collapse all

Notice details such as:

e The Personal Area Network Identifier: 0x0234
e Destination address: OxFFFF means broadcast to all nodes on the PAN
e Source address: 0x0000 is always the address of the co-ordinator node

5.6 Further work

¢ Increase the number of channels that are scanned during start-up.
¢ Does the co-ordinator always pick the same channel?

e What happens if you disable this channel?

¢ What happens if you increased the scan times?
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|6. Exercise 2 — Adding a Node

6.1 Introduction

In this exercise, the plan is to add an end device node onto the ZigBee network and to
see if it can communicate with the co-ordinator node.

6.2 Objective

The objective of this exercise is to write a Flowcode program to create a functional two-
node ZigBee network that will allow data to be sent and received

6.3 Requirements

This exercise requires:

a copy of Flowcode running on the PC

a target system configured as Node 1 (see section 3.2.2)
a target system configured as Node 2 (see section 3.2.2)
a Microchip ZENA ZigBee analyser.

6.4 The Flowcode program in detail

For node 1, the program will:

e configure the co-ordinator node as in exercise 1;
wait for a new device to join the network;
wait to receive a character sent from the keypad attached to the new node;
monitor and display the signal strength of the received transmission;
display the current activity on the graphical LCD ;

For node 2 the program will:
¢ configure the second node as an end device
e connect to the network;
o display the current status of the node on the LED board as it joins the network ;
e wait until a key on the keypad is pressed and then transmit the character;

For both nodes, the ZENA analyser will be used to display the signals transmitted by
the co-ordinator, using the ZENA analyser.
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6.4.1 End device node

The end device node is assigned an address by the co-ordinator as it joins the network.
For that to happen, the end device must be configured with settings compatible with
those of the co-ordinator. In particular, the PAN ID and RF scan channel parameters
must be identical to those of the co-ordinator.

The end device node is configured in the same way as the co-ordinator node. Instead
of the Graphical LCD E-Block, the LED E-Block will display the status of the operation.
e LED DO will light up at the start of the program to show that the
microcontroller is running.
o LED D1 will light up when the ZigBee initialisation routine is complete.
e LED D2 will light up if the node has successfully found a co-ordinator node.
e LEDs DO and D1 will both light up if no co-ordinator node can be found.

Here are some of the AT commands for the end device node that will be used in this
exercise:

ATDN xxxxxxxx | Assigns the character based destination node.

ATIN x Configures the network join notifications.

ATDB Collects the last received signal strength

Again, in Flowcode, most of these AT commands are handled by the ZigBee macros.

6.4.2 Talking on the network

Once the nodes are connected to each other as a ZigBee network, the SendChar and
ReceiveChar macros can be used to communicate across the network.

r |
Properties: Macro

Display name:

Call Component Macro LI
[]:l] Macros E:E Components E:E Simulation tf}l{ Functions
[ ReadMameFromBuffer -

[0 ReceiveChar

[ RestartMetwork
[T ScanBuffer

[ ScanMetwork
[ SendATCommand
[ SendChar

[ StoreParams

|

Parameters:

Name IType |Expressior|

B Byte BYTE X =l
R eturn 4 alue:

| =
[ okaEdtmacon | [ ok | [ cancal |

.

Both macros can handle single characters and data in variables.
If sending a character use apostrophes/single quotes around the character e.g. ‘1.
If sending data as a variable then enter the variable name directly, e.g. keypad_num.

The ZigBee coordinator will send the ASCII code ‘1’ to represent a node poll command
(an “Is anyone there?” command). The end device will then respond with ASCII code
‘2’ to represent a node present response (i.e. “Yes”).

Once it has been established that both nodes can communicate correctly, node 2 will
stream data from the keypad to the LCD on node 1.
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6.4.3 Specifying the destination for the message

Since it is so easy to send and receive data on the ZigBee network, it is useful to know
how to specify which device or devices the node wishes to talk to.

This is done by using the Flowcode ZigBee component ConnectTo macros, which
include:

e ConnectToCoordinator;

o ConnectToAddress (to connect to a specific network address);
e ConnectToName (to connect to a specific name address);

e ConnectToAll

If the node manages to connect successfully, then the ConnectTo macro will return
value zero. Otherwise, if the remote node cannot be found, it will return a value of one,

6.4.4 Monitoring the signal strength
The signal strength is displayed on the Node 1 graphical display.
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6.5 Whatto do
fgbeet =
FOf NOde 1 lf Propertiesl*l:l' Position
1. Write the Flowcode program using the following | Semeenent -
steps as a guide: ﬁjgm;»:rzﬂ Zgbee (£B0S1, XG...
. . - Device Name oord
(1) Load the ZigBee component into a hew "] Zabes Hods |
Flowcode flowchart; B Pt o =
(2)  Configure the ZigBee component properties as | ] o Jon T e =
shown in the next diagram; ~Z Max Hops 4
. . -] Sleep Buffer Time Default |
(3) Load the Graphical LCD component into the =& Connections
flowchart; T —
! £7 TX Pin ;PORTC:'E
(4) Insert a Component Macro, and select the 7 Sieep Pin SPORTA.3
gLCD(0) component and the Init macro to -~ Fow Contro T
initialise the Graphical LCD component; L cisen $PORTC4
(5) Give the macro the Display Name “Start the - ous o =
Graphic LCD” €D 00D o 5]
(6) Insert a Component Macro, and select the g o e 2
Zigbee0) component and the InitNetwork macro - e e -
to initialise the ZigBee co-ordinator; ""g bore tio j
(7)  Give the macro the Display Name “Start the :;g o1 o :II
ZigBee Network”; - 016 Mo =
€D 017 Mo =l
(8) Insert another Component Macro, and select —p ot o -
the gLCD(0) component and the Clear macro to --% CTN— Yes =l
clear the Graphical LCD; | gy 2 Lol sen Time ) 120
. . “ = imulation
(9) Give the macro the Display Name “Clear the S Label Zgbee
Display”;

(10) Insert another Component Macro, and select the gLCD(0) component and the
Print macro;

(11) Insert the following in the Parameter box: "Waiting for Node 2", 2, 2, 0, O;

(12) Give the macro the Display Name “Print Waiting for Node 2";

(13) Insert a Calculation icon, create a variable called Devices and set the value of
Devices to zero.

(14) Add a loop having the Display Name “While nodes not connected”, tested at
the start of the loop, with the looping condition “Devices < 17

(15) Insert a Component Macro, and select the ZigbeeO) component and the
SendChar macro with a parameter of ‘1’ (to see whether node 2 is active,);
(16) Give the macro the Display Name “Poll for Node 27;

(17) Add a delay icon, set to 100 milliseconds with the Display Name “Delay”;

(18) Insert a Component Macro, and select the Zigbee0) component and the
ReceiveChar macro with a nTimeout(BYTE) parameter of 200;

(19) Create a new variable “Incoming”, and select it for use as the Return Value;

(20) Give the macro the Display Name “Check for Response”;

(21) Insert a Decision box, called “Response received?”, with the condition
‘Incoming = 2’ (meaning that the second node has replied,);

(22) Onits ‘Yes’ loop add a Calculation icon, to carry out the calculation ‘Devices =
Devices + 1’ and a name ‘Increment device count’;

(23) Its ‘No’ arm continues to the next icon, which is the end of the “While nodes
not connected” loop ;

(24) Insert another Component Macro, and select the gLCD(0) component and the
Clear macro to clear the Graphical LCD;
(25) Give the macro the Display Name “Clear the Display”;
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(26) Insert another Component Macro, and select the gLCD(0) component and the
Print macro;

(27) Insert the following in the Parameter box: "Node 2 Connected”, 2, 2, 0, O;

(28) Give the macro the Display Name “Print Node Connected";

(29) Add another loop called ‘Main’, tested at the start of the loop, with a Loop
While value of 1 (i.e. forever,);

(30) Insert a Component Macro, and select the Zigbee0) component and the
ReceiveChar macro with a nTimeout(BYTE) parameter of 20;

(31) Use the variable “Incoming” as the Return Value;

(32) Give the macro the Display Name “Receive Keypad data”;

(33) Insert a Decision box, called “If Data Received?”, with the condition ‘Incoming
<255’ (meaning that data has arrived,);

(34) Onits ‘Yes’ loop add a Calculation icon, called ‘Convert Keypad number to
String’, to carry out the function ‘TextString ="" + Incoming’ ;

(35) Then insert a Component Macro, and select the gLCD(0) component and the
Print macro;

(36) Insert the following in the Parameter box: ‘ TextString, 60, 60, 2, 0’;

(37) Give the macro the Display Name “Print Keypad Data to LCD";

(38) Its ‘No’ arm continues to the next icon;

(39) Insert a Component Macro, and select the ZigbeeO) component and the
GetSignalLevel macro with a nTimeout(BYTE) parameter of 20;

(40) Create a new variable called sig_lev and use it as the Return Value;

(41) Give the macro the Display Name “Read the last Signal Level”;

(42) Add a Calculation icon, called ‘Convert Signal Level to String’, to carry out the
function ‘TextString = ToString$(sig_lev)’;

(43) Insert a Component Macro, and select the gLCD(0) component and the Print
macro;

(44) Insert the following in the Parameter box: "Signal Level", 2, 12, 0, O;

(45) Give the macro the Display Name “Print Signal Level";

(46) Insert a Component Macro, and select the gLCD(0) component and the Print

macro;

(47) Insert the following in the Parameter box: " ", 100, 12, 0, O;

(48) Give the macro the Display Name “Overwrite the Previous Value with
Spaces”;

(49) Insert a Component Macro, and select the gLCD(0) component and the Print
macro;

(50) Insert the following in the Parameter box: TextString, 100, 12, 0, O;
(51) Give the macro the Display Name “Print Signal Level Data";

(52) The next icon is the end of the Main loop;

(53) That is followed by the End icon.
2. Compile the program and transfer it to the target microcontroller on node 1.
3. Press the reset button on the microcontroller on node 1.
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For Node 2:
1. Write the Flowcode program using the following steps as a guide:

(1) Load the ZigBee component into a new Flowcode flowchart;

(2) Configure the ZigBee component properties as
shown in the next diagram; obe0 A

(3) Insert an Output icon, called ‘Program Started’ léﬁ CZW:;M‘@' Postion
which outputs the number 1 to all of Port B (the |/ tence e ____
LED E-Block); UE| F_'Smg:{rilc:::ame et o

(4) Insert a Component Macro, and select the [ Ziobee tode FdDece =
Zigbee0) component and the InitNetwork macro ;;;;% PAND ____ 564 -
to initialise the ZigBee co-ordinator, ~ Verbose Mode to =

(5) Give the macro the Display Name “Start the B Sleep Buffer Time Defautt El
ZigBee Network”; Eju%-gngs;:‘li'og;annel T

o RXPin P

(6) Insert another Output icon, called ‘Init Complete’ e o
which outputs the number 2 to all of Port B; =8 v conuel Ys =l

(7) Insert a Component Macro, and select the &84 Sean Channal S
Zigbee0) component and the o e 5
ConnectToCoordinator macro; ;jjjg 290 o j

(8) Create a new variable called retval and use it as -0 our to B
the Return Value; -6 oxi1 Ho =

(9)  Give the macro the Display Name “Connect to B Jor o 3
Coordinator”; = o e =

(10) Insert a Decision box, called “If Problem e e, +
Connecting”, with the condition ‘retval’; g pas o j

(11) Oniits ‘Yes’ loop add an Output icon, called B — Y =l
‘Coordinator not found’ which outputs the ~Z Total Scan Time (ms) 480
number 3 to all of Port B; Rt Zgbes

(12) Onits ‘No’ arm add an Output icon, called
‘Coordinator Connected which outputs the number 4 to all of Port B;

(13) Start a loop called ‘Main’, tested at the start of the loop, with a Loop While
value of 1 (i.e. forever,);

(14) Insert a Component Macro, and select the ZigbeeO) component and the
ReceiveChar macro with a nTimeout(BYTE) parameter of 2;

(15) Create a new variable “in”, and select it for use as the Return Value;

(16) Give the macro the Display Name “Check for node poll command”;

(17) Insert a Decision box, called “If command received”, with the condition in = *1’;

(18) Onits ‘Yes’ loop insert a Component Macro, and select the ZigbeeO)
component and the SendChar macro with a parameter of ‘2’;

(19) Give the macro the Display Name “Send node present command”;

(20) Is ‘No’ arm continues to the next icon;

(21) Insert a Component Macro, and select the Keypad(0) component and the
GetAscii macro;

(22) Create a new variable “keypad_num”, and select it for use as the Return Value

(23) Give the macro the Display Name “Scan for Keypad press”;

(24) Insert a Decision box, called “If Keypad pressed”, with the condition
keypad_num < ‘255’;

(25) Onits ‘Yes’ loop insert a Component Macro, and select the ZigbeeO)
component and the SendChar macro with a nChar(BYTE) parameter of
keypad_num;

(26) Give the macro the Display Name “Transmit keypress”;

(27) Add a delay icon, called Delay, set to a value of 100 milliseconds;

(28) Its ‘No’ arm continues to the next icon which is the end of the Main loop;

(29) That is followed by the End icon.
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2. Compile the program and transfer it to the target microcontroller on node 2.
3. Press the reset button on the microcontroller on node 1.
4, Run and test the program by:

e observing the LEDs and waiting until LED D2 lights, to show that the end
device is connected to the network;

¢ then watch for the “Node 2 connected” messages on the LCD;
¢ then press one of the keys on the keypad;

e watch for its value displayed on the LCD.
5. Do not delete these programs as they can be modified for use in later exercises!

CP3924-01 ZigBee Training Copyright © 2014-2019 Matrix TSL




nldrnfX

6.5.1 Analysing the network with ZENA

To monitor the network with the ZENA analyser, connect it to the PC and run the
software in the same way as in exercise 1.

The output should show the transmission of data between the end node and the co-
ordinator.

¢ When the keypad on node 2 is pressed, the data is send from the end
device to the co-ordinator.

e That is followed by an automatic minor acknowledgement, and then by a
‘message received’ acknowledgement from the co-ordinator to the end
node.

e This again generates an automatic minor acknowledgement to confirm
reception of the ‘message received’ acknowledgement.

Frame No. |Time Stamp| RSSI | Source Addr. |Destination Addr. | Packet Info
1 + 476048 us 187 Ox0dd1 0x0000 Data
2 +403 us 187 Acknowledgment, Sequence Mumber - Ox4d
3 + 3283 us 139 0x0000 0x0d41 Data
4 +498 us 138 0x0000 0x0d41 Acknowledgment, Sequence Mumber - Oxb4

6.6 Further work

e How would you scan for more than one node?
e Does the receiving node know which node has communicated with it?
e How does range affect the received signal level?
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|7 Exercise 3 — Expanding the network

7.1 Introduction

In this exercise, the idea is to add two more nodes onto the ZigBee network to see how
communication takes place across the new network. As there is no simple means of
displaying the status of nodes 3 and 4 on the nodes themselves, the co-ordinator node
(node 1) is used to monitor the status of the other nodes.

7.2 Objective

The objective of this exercise is to write Flowcode programs to add two more nodes, a

router node and another end device, to the two-node ZigBee network, by modifying and
extending the Flowcode programs set up in exercise 2. A message on the LCD display
will indicate that all nodes have joined successfully.

7.3 Requirements

This exercise requires:
e acopy of Flowcode running on the PC

a target system configured as Node 1 (see section 3.2.2)
a target system configured as Node 2 (see section 3.2.2)
a target system configured as Node 3 (see section 3.2.2)
a target system configured as Node 4 (see section 3.2.2)
a Microchip ZENA ZigBee analyser.

7.4 The Flowcode program in detail

For node 1, the program will:

configure the co-ordinator node as in exercise 2;

attempt to connect to all other nodes;

wait for new devices to join the network;

display the name of each new device that joins the network;
activate the new nodes.

For node 2 the program will:

configure the second node as an end device;

connect to the co-ordinator in an attempt to join the network;

display the current status of the process on the LEDs as it joins the network ;
transmit confirmation to the co-ordinator when it has joined the network;

wait to receive a transmission from node 3, and use that data to light the
corresponding LEDs on the LED E-Block .
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For node 3 the program will:
e configure the node as an end device;
e connect to the co-ordinator in an attempt to join the network;
¢ then transmit a variable indicating the state of the switches on the Switch E-
Block to node 2.

For node 4 the program will:
e configure the node as a router,;
e connect to the co-ordinator in an attempt to join the network;
e transmit confirmation to the co-ordinator when it has joined the network.

For all four nodes, the ZENA analyser will be used to display the signals transmitted by
the co-ordinator, using the ZENA analyser.

7.4.1 Configuring the router node

The router node, like the co-ordinator, is capable of forwarding messages to remote
nodes. It is also similar in that it can act as a parent to sleeping end device nodes.

It is configured in the same way as the co-ordinator and end device nodes, by selecting
properties for the Flowcode ZigBee component, and then to using the Flowcode
InitNetwork macro to transfer these choices to the device itself.

Here are two AT commands for the router node that will be used in this exercise.

ATSP x | sets the time x to buffer packets for sleeping children.

ATNJ x | sets the time x for which nodes can join the network as children of this node.

Again most of the AT commands are handled by the Flowcode ZigBee macros.

7.4.2 Parent/child association

Each node that joins the network by connecting directly to another node is referred to
as a child of that node. Only co-ordinator and router nodes are capable of being parent
devices. A single parent node can have up to eight associated child nodes. For more
than eight child nodes, one of the children must itself be a router.

For example a router node has eight children, seven of the children are end device
nodes but one of the children is a router node. The child router node can have its own
set of eight children. In this way, large networks can be built up.

7.4.3 Talking to specific nodes Node | IDName

In this exercise, each node in the network is assigned a name,
given opposite.

Node1 Coord

O

The naming is arbitrary but it is recommended that these names Node2 End1
are used in the exercise, to maintain compatibility with the
course notes. Node3 End2

Node4 | . Gate
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7.5 What to do

1. The programs will check for a node poll command (ASCII ‘1’), and on receipt will
return the correct response (ASCII ‘2’ or ‘3’). To ensure that the responses come
back to the co-ordinator in the correct order, a delay has been added to the
programs running on node 3 and node 4.

In the case of nodes 1 and 2, the programs developed in exercise 2 can be
modified. Here is an overview of the programs:

For node 1:
e Initialise the LCD display;
Initialise the ZigBee component;
Command the co-ordinator to connect to all devices;
Clear the LCD;
Print the message “Waiting for nodes”
Set the value of the Devices variable to zero;
Create a loop that continues while the value of Devices is less than 7;
Set the value of the Devices variable to zero again;
Poll for nodes by transmitting the character ‘1’;
Clear any nodes displayed on the LCD by printing spaces in those
locations;
Create a loop that will run 150 times;
Use the ReceiveChar macro to check for incoming messages;
Use a Decision icon to see if the response is from node 2 (Incoming = 27?);
If so, print “2 — OK” to the LCD;
In the same way, check if a response has been received from nodes 3
and 4, and print appropriate messages;
Return to the 150 loop;
When this is completed, return to the loop while Devices < 7;
Clear the LCD;
Print the message “Nodes connected”;
Activate the other nodes by transmitting the character ‘0’.

node 2:

e Light LED DO to show that the attempt to join the network has started,;
e Initialise the ZigBee component;
[ ]

[ ]

[ ]

For

Light LED D1 to show that the initialisation is complete;
Command the node to connect to the co-ordinator;
Use the same process, a Decision box looking at the variable retval, to
light both LED DO and D1 if the co-ordinator is not found, or LED D2 if it
has connected to the co-ordinator;
Set the value of the variable ‘in’ to zero;
Create a Node Check loop that continues if the value of ‘in’ is not zero;
Check for the poll node command, as in exercise 2, using the variable ‘in’;
When this is received (i.e. ‘in’ = 1,) transmit the ‘node present’ command,
by sending back the character ‘2’;
That completes the Node Check loop;
e Switch off all LEDs;
e Create an infinite loop that looks for new received values for the variable
‘switch_num’;
e Display its value on the LED E-Block;
Loop back and keep repeating this check.
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For node 3 (an end device):

e |Initialise the ZigBee component;

o Create the variables ‘switch_num’, ‘old_switch_num, and ‘in’ and set all
values to zero;

e Command the node to connect to the co-ordinator;

e Create a Main Loop that continues if the value of ‘in’ is not zero;

¢ Use the ReceiveChar macro to look for the node poll command, using the
variable ‘in’;

e When ‘in’ = ‘1", delay for 5 milliseconds and then send the ‘node present’
command by sending back the character ‘2’;

e Loop back to the Main Loop;
Use the ConnectToName macro to connect to the device called “End1”;

e Create an infinite loop that looks for new values for the variable
‘switch_num’, by reading Port D;

o If the switch state has changed (switch_num != old_switch_num), transmit
the new switch value;
Add a 50ms delay;

o Update the value of old_switch_num by using a Calculation icon with
‘old_switch_num = switch_num’;

e Loop back to the infinite loop..

For node 4 (a router):

e |Initialise the ZigBee component;

e Command the node to connect to the co-ordinator;

e Create an infinite loop that uses the ReceiveChar macro to look for the
node poll command, using the variable ‘in’;

e When ‘in’ = ‘1", delay for 10 milliseconds and then send the ‘node present’
command by sending back the character ‘2’;

e Loop back and keep repeating this check.

2. Compile the program for node 1 and transfer it to the appropriate node.

3. Press reset on the node 1 processor board and, the ZigBee co-ordinator should
start up the ZigBee network. Eventually, the graphical LCD should display the
message “Waiting for Nodes”.

4. Compile the program for node 2 and transfer it to the appropriate node.

5. Press reset on the node 2 processor board and the ZigBee end device should
join the network. The graphical LCD on Node 1 should then display the
message “2-OK”.

6. Repeat the above steps for the other two remaining nodes.

7. Run and test the program by observing the LCD to see the interim messages
and the final ‘Nodes Connected’ message.

8. Change the settings of the switches on the switch E-Block, and observe the

LEDs to see whether the changes are transmitted to this node.
9. Do not delete these programs as they can be modified for use in later exercises!
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751 Using ZENA to analyse End device to end device communication

Once the four nodes have successfully established communications with each other,
we can begin monitoring the exchanges between the two end device nodes.

The diagram shows typical output from the analyser. As can be seen, each message
passes along the chain via the router or via the co-ordinator node. Each time the
message is received by the next node in the chain, an acknowledgement is
transmitted. Once the message has reached its destination, the message
acknowledgement is bounced back along the chain, with additional minor
acknowledgments being sent out by all the intermediate nodes.

Frame No. | | Source Addr. |Destination Addr.| Coordinator (0x000) Sends ‘1’

1 0x0000 0T Node 2 Sonas 2
ode enas

2 Ox6741 Oufrit Node 4 Sends ‘4’

3 0x0d41 i

4 OxGcea (xfffT

7.6 Further work

¢ Once all nodes have been detected, try turning all 8 LEDs on.
¢ Can you think of a reason why this does not work correctly?
¢ Can you think of a way to get around the problem?
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|8 Exercise 4 — Reducing power consumption

8.1 Introduction

The scenario - node 2 is a hand-held battery-powered device with a set of 8 LEDs
representing 8 specific conditions. It has a keypad for entering data. To lengthen the
battery life, the device will be placed in sleep mode whenever it is not being used.

The solution will be modelled by combining the programs from exercises 2 and 3.

8.2 Objective

The obijective of this exercise is to reduce the power consumption of the end device
nodes by introducing sleep mode operation. This also introduces the concept of packet
buffering. When end device sleep mode is combined with microcontroller sleep mode,
the overall power saving can be significant. However in this exercise only the sleep
mode operation of the XBee device will be explored.

A small ZigBee network will be created that will allow for sleep operation to be
analysed.

8.3 Requirements

This exercise requires:
e acopy of Flowcode running on the PC

a target system configured as Node 1 (see section 3.2.2)
a target system configured as Node 2 (see section 3.2.2)
a target system configured as Node 3 (see section 3.2.2)
a target system configured as Node 4 (see section 3.2.2)

e a Microchip ZENA ZigBee analyser.

CP3924-01 ZigBee Training Copyright © 2014-2019 Matrix TSL




Iﬂﬂ I- ﬂlX ZigBee Solution - Student Guide

8.4 The Flowcode program in detail

For node 1, the program will:
e configure the co-ordinator node as in exercise 2;
e attempt to connect to all other nodes;
e wait for new devices to join the network;
o display the name of each new device that joins the network;
e activate the new nodes.
For node 2, the program will:
e configure the second node as an end device;
e use the LEDs to display the stages of joining the network;
¢ enter sleep mode, waking periodically to check for transmissions;
e use the LEDs to display the state of the switches on node 3.
For node 3 the program will:
¢ configure the node as an end device;
e connect to the co-ordinator in an attempt to join the network;
e transmit a variable indicating the state of the E-Block switches to node 2.
For node 4 the program will:
e configure the node as a router,;
e connect to the co-ordinator in an attempt to join the network;
e transmit confirmation to the co-ordinator when it has joined the network.

For all four nodes, the ZENA analyser will be used to display the signals transmitted by
the co-ordinator, using the ZENA analyser.

8.4.1 Sleep modes

The XBee modules are capable of two distinct types of sleep operation. One, pin sleep,
is controlled directly from a digital input pin connected to the microcontroller and the
other, cyclic sleep, is controlled by a low power timer.

The following table summarises the sleep modes used by the NodeConfigureSleep
macro.

Wake Power
Mode Timeout Operation Up
) Demand

Time
0 N/A Sleep Disabled N/A < 50mA
1 N/A Pin Hibernate 13.2ms | < 10uA
2 N/A Pin Doze 2ms < 50uA
3 N/A Reserved (do not use) 2ms N/A
4 Time, in ms, of inactivity Cyclic Sleep 2ms < 50uA

before going into slee Cyclic Sleep with Pin

S ) mo%le i ! WakepUp 2ms < S0uA
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8.4.2 Packet buffering

When a node is asleep, it cannot communicate with, or be contacted by the network.

If a parent node receives a message for a sleeping child node, it will acknowledge
receipt of the message, and then it will buffer the message for a specific length of time.
This time is defined in the properties of the Flowcode ZigBee component.

When a sleeping node wakes up, the first thing that it must do is to check whether its
parent node has any buffered messages. If the child node does not check for
messages within the timeout period, the message will be discarded.

This means that to maintain guaranteed delivery, the child nodes must poll their
parents before a timeout can occur. In practice, this is achieved by assigning the same
sleep timeout to all nodes on the network.

8.4.3 Polling for buffered data

Data is collected from the parent node by issuing the ‘force poll’ AT command.

The Flowcode NodeWake macro is responsible for waking a node up from pin sleep
and / or issuing the ‘force poll’ command.

A node in cyclic sleep must be left for the correct length of time before issuing the
NodeWake command. Otherwise it will remain in sleep mode and any buffered
messages will not be collected.

After issuing the ‘force poll’ command, any incoming messages can be collected by
using the standard ReceiveChar macro.

The diagram shows code for a typical pin sleep operation cycle.

|Ennfigure Sleep 1.0
iEigl:ueﬂ ModeConfigureSleep(d, "
0]

b aw dllowed Sleep T me

PP

W deeup Mode
< ZigheeT:NodeWakell ||

Listen Faor Incoming D ata
'{Zigl:uenﬂ::HeceiveEhar[ED] [j

8.5 Whatto do

The aim is to design a program that will allow sleep operation to be used, while still
allowing the keypad and LED controller functionality. Whenever the keypad on node 2
is pressed, node 2 is woken up immediately and the switch data is read before the
keypad data is sent.

The programs designed in exercise 3 can be modified so that node 2 now goes to
sleep in between receiving commands from node 3.

For node 1:
1. Use exactly the same program as in exercise 3.

2. Compile the program and transfer it to nodel.
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3. Press reset on the node 1 processor board and the ZigBee co-ordinator should
start up the network. Eventually, the graphical LCD should display the message
“Waiting for Nodes”.

For node 2:
1. Use exactly the same program as in exercise 3 up to the point where all the
LEDs are switched off. Then:

e Create an infinite loop;

e Create a second loop that runs 50 times;

e Use a ReceiveChar macro to look for new values of the variable ‘in’;
o If there is a new value, display it on the LED E-Block;

e Delay for 100 milliseconds;

e Loop back to the 50 times loop;

¢ Insert a Component Macro that calls the ZigBee(0) NodeConfigureSleep
macro, with Mode(BYTE), Timeout(INT) parameters of 2, O;

e Add a5 second delay;
¢ Insert a Component Macro that calls the ZigBee(0) NodeWake macro;
e Loop back to the infinite loop

2. Compile the program and transfer it to node2.

3. Press reset on the node 2 processor board. Once the network has been
established, node 2 will enter its sleep mode. Every 5 seconds, node 2 will
wake up and poll for any incoming data from the switches connected to node 3.
If the keypad connected to node 2 is pressed then the node will wake up
immediately to send out the keypad data and retrieve the LED data.

For node 3:
1. Use exactly the same program as in exercise 3.

2. Compile the program and transfer it to node 3.

3. Press reset on the node 3 processor board.

For node 4:
1. Use exactly the same program as in exercise 3.

2. Compile the program and transfer it to node 4.

3. Press reset on the node 4 processor board.

8.6 Further work

e Node 3 is also an end device node that is capable of sleeping. Try to
implement a pin sleep operation on this device, whilst maintaining the
node’s functionality.

e Next try to implement a cyclic sleep operation on the node 2 end device.
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|9 Exercise 5 — Dynamic networks

91 Introduction

For this fifth exercise, the programs will be designed so that the network becomes
more dynamic. Nodes will come and go on the network as needed.

9.2 Objective

The objective of this exercise is to select nodes based on their name, which, in turn,
can be chosen to reflect either their function, or the peripheral devices connected to
them.

A small ZigBee network will be created that will allow for the dynamic operation to be
analysed.

9.3 Requirements

This exercise requires:
e acopy of Flowcode running on the PC

a target system configured as Node 1 (see section 3.2.2)
a target system configured as Node 2 (see section 3.2.2)
a target system configured as Node 3 (see section 3.2.2)
a target system configured as Node 4 (see section 3.2.2)

e a Microchip ZENA ZigBee analyser.
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9.4 The Flowcode program in detail

For node 1, the program will:
e configure the co-ordinator node as in exercise 2;
e establish the network the network;
e scan for nodes whose name starts with the string “END”;

e display a list of nodes connected to the network and highlight those whose
name begins with “END”.

For node 2, the program will:

¢ configure the second node as an end device;

o display the stages of joining the network on the LEDs;

¢ enter sleep mode, waking periodically to check for transmissions;

e use the LEDs to display the state of the switches on node 3.
For node 3 the program will:

¢ configure the node as an end device;

e connect to the co-ordinator in an attempt to join the network;

e transmit a variable indicating the state of the E-Block switches to node 2 .
For node 4 the program will:

e configure the node as a router,;

e connect to the co-ordinator in an attempt to join the network;

e transmit confirmation to the co-ordinator when it has joined the network.

For all four nodes, the ZENA analyser will be used to display the signals transmitted by
the co-ordinator, using the ZENA analyser.

9.4.1 MAC addresses

Each ZigBee node has a unique and fixed 64-bit MAC address. These addresses can
be used to secure a network of known devices. Nodes will not be able to join the
network unless they have an authorised MAC address.

One disadvantage of this approach is that networks generally will need to alter over
time. Secondly, the MAC addressing scheme is ‘flat’. There is no hierarchy indicated by
it, and so it provides no information about what or where the node is connected to.

9.4.2 Identifier addresses

An identifier address is a character string of up to 8 characters. It could be just an
arbitrary name or it could indicate the functionality of the node

For example, a burglar alarm system may contain a large number of PIR sensors. If
these nodes were given names starting with the string PIR, (and so were named PIR1,
PIR15, etc,) then by scanning for the string “PIR” in the identifier address, all of these
nodes could be contacted and controlled.

This means that exactly the same program can be used for all of these nodes, apart
from the need to complete the devices’ identifier addresses, as no two devices can
have identical addresses.
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9.4.3 Polling for nodes

The Flowcode ScanNetwork macro retrieves up to eight identifier addresses or network
addresses. This maximum of eight addresses results from a limitation on the number
that can be held in the microcontroller memory, which, in turn, stems from the format of
the Matrix ZigBee driver. (This can be upgraded for any nodes that need to scan more
than eight devices.)

s - ~
Properties: Macro

Display name:
Call Component Macro LI

[]:[] Macros m Components m Simulation ‘fx Functions

-1l Node\Wake -
[T ReadATResponse
{1 ReadAddressFromBuffer
~{] ReadNameFromBuffer
~{]l ReceiveChar
[0 RestartNetwork
~{1 ScanBuffer
~{] ScanMetwork
| nd & TCammand
Parameters

MName IType |Expression
B Mode BYTE [ |

Retum Value:(BYTE)
IDevice_Cou.nt. LI

[ oK&EdiMecn | [ oK | [ Canesl |

A

The ScanNetwork macro has a mode parameter that controls whether a detected
device will be identified by its (numerical) address (model) or by its identifier address
(mode 0). In the diagram above, the node will scan the network and store the identifier
addresses of detected devices in a variable named Device Count.

Once the scan is complete, there will be a local list of up to eight identifier addresses of
nodes connected to the network. This list can then be analysed by the Flowcode
ScanBuffer macro. This enables the list of identifier addresses to be compared to a
string constant. The result of this comparison is returned as a binary number,
representing the resulting buffer values.

r ~
Properties: Macro

Digplay name:
Call Component Macro LI

[]:D Macros E:E Compenents H Simulation tﬁx Functions

[ HodeConfigureSleep -
-] NodeWake
[ ReadATResponse
-1 ReadAddressFromBuffer

[ ReadMameFromBuffer
-] ReceieChar
[ RestartNetwork

[T ScanBuffer

||

T Cranblatanrk

Parameters:

Name IType |Express40n

& Compare_Str STRING "END" |
B Length BYTE 3 |
Retum Value:(BYTE)

|Devices LI

[ oKeEdtMscn | [ ok | [ Camcel |

L

The next diagram shows how this binary number relates to the buffer values. Notice
that the comparison is not case sensitive, and so does not distinguish between “END”
and “eNd”. However, the comparison string must be at the beginning of the identifier to
be correctly identified. For example a search using a parameter “the” would find the
identifier “theory” and “Them” but not the identifier “another”.
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Buffer Returned Value
Coord |0 Coord |0
End1 |1 End1 (1
Scan Network —p| End2 |2 | 3 Scan Buffer —) | End2 |1 Returned Value
mode 0 Gate |3 String "end Gate |0 00110110 / 0x36 / 54
Ends 4 End3 1 Binary Hex Decimal
END4 |5 END4 (1
5] 0
7 0

In this case, the list on the left is the result of scanning the network in mode 0. Running
the ScanBuffer macro, with a comparison string “end” modifies the second column of
the table, as shown. That column now contains value 1 when the identifier starts with
“end”, and value 0 if it does not. The Return Value of this macro is a read-out of the
second column, from bottom to top. Hence in this case, the Return Value is 00110110.
Now it is simply a case of scanning through the Return Value one bit at a time to
identify the nodes that match the scan string.

9.5 Whatto do

The aim is to create a Node 1 co-ordinator program that will scan for any device
identifier addresses beginning with the string “END”. The program then prints a list of
the detected device identifiers and uses the scan return value to colour the names that
match the searched string.

For node 1:

1. Write a Flowcode program using the following steps as a guide:

(1) Initialise the LCD display;

(2) Initialise the ZigBee component;

(3) Print the message “Init Complete”;

(4) Add atwo second delay;

(5) Start an infinite loop, called ‘Main Program Loop’;

(6) Clear the LCD;

(7)  Print the message “Scanning for nodes”;

(8) Add a ScanNetwork Component macro, called ‘Scan for nodes’ using mode 0,
and using the variable ‘Device_Count’ as the Return Value;

(9) Print the message “Scan complete”;

(10) Print the message “Nodes detected” in position (x2, y15);

(11) Add a gLCD(0) PrintNumber Component macro, called ‘Printnumber nodes
detected’ in position (x110, y15), using Device_Count as the number;

(12) Add a ScanBuffer Component macro, called ‘Scan for “END” in ID address’
using “END” as the comparison string, and length 3 bytes, with the variable
‘Devices’ as the Return Value;

(13) Print the message “End Devices” in position (x2, y28);

(14) Add a gLCD(0) PrintNumber Component macro, called ‘Printnumber end
devices’ in position (x110, y28), using ‘Devices’ as the number;

(15) Create a variable called ‘idx’, and set its value to zero using a Calculation icon
called ‘Initialise index’ ;

(16) Create a loop called ‘Scan through Device Table’ that continues while the
value of ‘idx’ is less than 8;

(17) Create a variable called ‘Flag’ and add a calculation icon called ‘Mask one
device at a time’ to perform the calculation ‘Flag = Devices & 0x01’;

(18) Add a Decision icon to test if the variable ‘Flag’ is true;

(19) Inthe ‘Yes’ loop, add a gLCD(0) SetForegroundColor macro, with parameters
7,0,0 for red, green and blue;

(20) In the ‘No’ loop, add a gLCD(0) SetForegroundColor macro, with parameters
0,0,0 for red, green and blue;
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(21) Create a variable called ‘idx2’, and set its value to zero using a Calculation
icon called ‘Initialise index 2’;

(22) Create a loop called ‘Scan through Device Name’ that continues while the
value of ‘idx2’ is less than 8;

(23) Add a ReadNameFromBuffer Component macro, called ‘Read name from
buffer’ using ‘idx’ and ‘idx2’ as device and index parameters respectively, and
TextString[idx2] as the Return Value;

(24) Add a Calculation icon called ‘Increment index 2’ to increment ‘idx2’;

(25) End the loop ‘Scan through Device Name’;

(26) Create a variable called “Ycoord’ and add a Calculation icon called ‘Calculate
Y Coord for LCD’ to carry out the calculation “Ycoord = (idx * 10 ) + 40’;

(27) Add a gLCD(0) PrintNumber Component macro, called ‘Print device index’ in
position (x2, y= Ycoord), using ‘idx’ as the number;

(28) Add a gLCD(0) PrintNumber Component macro, called ‘Print device flag’ in
position (x10, y= Ycoord), using ‘Flag’ as the number;

(29) Print the message “Print Device ID Name” in position (x20, y=Ycoord), using
TextString as the string parameter;

(30) Add a Calculation icon called ‘Move to next Device’ to increment the variable
‘Devices’;

(31) Add a Calculation icon called ‘Increment index’ to increment ‘idx’;

(32) End the loop ‘Scan through Device Table;

(33) Add a ten second delay;

(34) End the loop Main Program Loop

(35) End the program.

2. Compile the program and transfer it to nodel.

3. Press reset on the node 1 processor board and, the ZigBee co-ordinator should
start up the ZigBee network. Eventually, the graphical LCD should display the
table of devices starting with the string “END”.

For node 2:

1. Use the same program as in exercise 3 modified as follows:
¢ Inthe ‘Yes’ loop of the ‘If command received’ Decision box, add a delay of
100 milliseconds after the ‘Send node present’ command.

2. Compile the program and transfer it to node2.
3. Press reset on the node 2 processor board.
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For node 3:

1. Use the same program as in exercise 3 or 4, modified as follows:
¢ Inthe ‘Yes’ loop of the ‘If command received’ Decision box, increase the
delay, before the ‘Send node present command’ to 100 milliseconds, and
add another delay of 100 milliseconds after that command.
¢ Move the ‘Connect to End Device 1° Component macro into the ‘Yes’ loop of
the ‘If switch state changed’ Decision box, before the ‘Transmit switch value’
Component macro.

2. Compile the program and transfer it to node 3.

3. Press reset on the node 3 processor board.

For node 4:

1. Use the same program as in exercise 3 or 4, modified as follows:

¢ Inthe ‘Yes’ loop of the ‘If command received’ Decision box, increase the
delay, before the ‘Send node present command’ to 200 milliseconds, and
add another delay of 100 milliseconds after that command.

2. Compile the program and transfer it to node 4.
3. Press reset on the node 4 processor board.

9.6 Further work

¢ Node 4 has an identifier name beginning with “GATE”. Perform a scan to
determine the position of this node in the address buffer.

¢ Once you have determined the position, use the ConnectFromLibrary
component macro to connect to the device.
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|1O Exercise 6 — Message Routing

10.1 Introduction

This exercise looks at programs designed to route data along specific paths through
the network. It will also add an address layer to the data so that the receiving node
knows where incoming messages originated and where they are destined for.

A typical situation where problems can occur is where, for example, a sensor node has
to report an event to both an alarm node and a logging gateway node. This raises
questions like:

Which node will receive the notification first?
How can we ensure that both nodes receive the signal?

10.2 Objective

The obijective of this exercise is to create a transmission chain so that all data will end
up at the same place. This, coupled with the techniques developed in the previous
exercise, will allow ZigBee network data to be exported to a specific device or to
another network.

A small ZigBee network will be created that will allow for the transmission chain
operation to be analysed.

10.3 Requirements

This exercise requires:
e acopy of Flowcode running on the PC

a target system configured as Node 1 (see section 3.2.2)
a target system configured as Node 2 (see section 3.2.2)
a target system configured as Node 3 (see section 3.2.2)
a target system configured as Node 4 (see section 3.2.2)

e a Microchip ZENA ZigBee analyser.
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10.4 The Flowcode program in detail

For node 1, the program will:
e configure the co-ordinator node;
e set up the ZigBee network;

o display the source network ID, and two data bytes, for each transmission
received from nodes 2 and 3;

o check that the parity value is correct for each of these transmissions, and display
any incorrect values in red.

For node 2, the program will:
¢ configure the second node as an end device;
o display the stages of joining the network on the LEDs;
¢ locate and identify the gateway node;

¢ announced itself on the network by sending its node number;

¢ transmit a four-byte message containing the node address, data and parity value
to the gateway node.

For node 3 the program will:
¢ configure the second node as an end device;
¢ locate and identify the gateway node;
e sample the sensor reading periodically and convert the value to a digital number;
e calculate a parity value for each sample;

¢ transmit a four-byte message containing the node address, data and parity value
to the gateway node.

For node 4 the program will:
¢ configure the node as a router,
e connect to the co-ordinator in an attempt to join the network;
¢ check for messages from nodes 2 and node 3;
e re-transmit these messages to node 1.

For all four nodes, the ZENA analyser will be used to display the signals transmitted by
the co-ordinator, using the ZENA analyser.

10.4.1 Route calibration

Specifying the pathway that data follows ensures that data is not missed as it travels
across the network. In the case of the sensor reporting to both a logging gateway and
an alarm, the solution is to send the data from the end device nodes straight to the
gateway node, so that it is logged, and from there to the endpoint alarm node. This
makes it impossible for the alarm to be triggered without it first being logged. This
increases accountability and reliability for the system.
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10.4.2 Mobile nodes and beacon signals

The task of ensuring that a signal reaches specific nodes becomes even harder when
those nodes are mobile within the network. A strategy for routing messages should
avoid such problems of mobility or of signal attenuation that may result. The best
strategy is always to send the signal directly to the device that must respond first.

In the present exercise, node 4 will be contacted first as it contains the gateway device
that logs the alarm condition. After that, either the originating node or node 4 can
retransmit the message. For this exercise, node 4 will repeat any incoming messages
to node 1.

10.4.3 Message Structure

One element to include in a message structure is the identification of the source node
which originated the message. This is particularly useful for applications such as fire
alarms, where fire-fighters need to know which zone has triggered the alarm, in order
to locate the fire quickly.

Here is the proposed message structure for the current exercise.
¢ Each message will consist of four data bytes.

e The first data byte denotes the origin of the message, (i.e. a specific node
on the network.)

¢ The next two bytes are data bytes that contain usable sensor data.

e The final byte is a parity byte to make sure that all four bytes of data came
from the same node. In this case, the parity byte is calculated by adding
together the node number byte and the data bytes, and then dividing the
total value by 3, i.e. shows the average value of the first three bytes.

The table illustrates this idea:

Node Number Byte  Data Byte 1 Data Byte 2 Parity Byte
03 200 12 (3+200+12)/3=T1
02 58 a7 (2+56+87)/3=48

10.5 What to do

The aim is to create three programs:

e aprogram, to run on nodes 2 and 3, that will locate the gateway node and
transmit data from the potentiometers on the analogue sensor boards,
using the messaging structure shown above.

e a program written for node 4, that will constantly look for messages, run the
parity check on messages it receives, and then forward them to node 1.

e aprogram for node 1, which checks the validity of the messages and
outputs them to the graphical LCD. Any invalid messages arriving at node 1
should be flagged on the LCD by modifying the colour of the text.
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The program structures are complex and so should be copied from the Matrix ZigBee
course CD-ROM.

¢ Download Exercise 6 programs into the correct nodes;
¢ Allow the network to boot up.

¢ Once the network has been established, nodes 2 and 3 will begin by
searching for a device with the name identifier “GATE”.

¢ Once each of these has found the correct address for the gateway, it begins
to generate and transmit to node 4, the gateway node.

e Once the gateway node has received a complete transmission, it forwards
the packet to node 1.

¢ Node 1 uses the parity byte to check the transmission for errors. Any
incorrect parity bytes are highlighted in red on the graphical LCD.

10.6 Further work

e On node 3, use the second data byte to send the data from the LDR on the
sensor board. The LDR potentiometer is connected to analogue channel
ANO.

¢ At the moment, only two bytes of data can be sent packaged with the two
bytes of overhead (address and parity bytes). This makes the system only
50% efficient, since only two in every four bytes sent over the network is
valid data. How could you increase this efficiency? How could you send
more than two data bytes without having to resend the address and parity
information?

e At the moment, the parity byte does not show actual parity, but carries the
average of the data bytes. Write a program to calculate the actual parity bit
for the data bytes.

(Use odd parity, which means that the parity bit value is chosen so that the
total number of logic 1s in the data and parity bit combined is an odd
number. For example, if the data bytes were 10011000 and 01111000, there
is a total of seven logic 1s. Seven is an odd number so the parity bit will be a
logic 0, keeping the total number of logic 1s as an odd number.)
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11 Exercise 7 — Datalogging Gateway

11.1 Introduction

This exercise will examine the use of the router's UART to USB virtual comm port as a
means of exporting and storing the data as it travels over the network.

11.2 Objective

The obijective of this exercise is to take the data from the transmission chain and feed it
over the gateway connection into a PC. This completes the process of exporting the
ZigBee network data onto another type of device or network.

A small ZigBee network will be created that will allow for the gateway operation to be
analysed.

11.3 Requirements

This exercise requires:
e acopy of Flowcode running on the PC

a target system configured as Node 1 (see section 3.2.2)
a target system configured as Node 2 (see section 3.2.2)
a target system configured as Node 3 (see section 3.2.2)
a target system configured as Node 4 (see section 3.2.2)

e a Microchip ZENA ZigBee analyser.

11.4 The Flowcode program in detail

For node 1, the program will:
e configure the co-ordinator node;
e set up the ZigBee network;
e display the source network ID, and two data bytes, for each transmission
received from nodes 2 and 3;
e check that the parity value correct for each of these transmissions, and display
any incorrect values in red.

For node 2, the program will:

configure the second node as an end device;

display the stages of joining the network on the LEDs;

locate and identify the gateway node;

announced itself on the network by sending its node number;

transmit a four-byte message containing the node address, data and parity
value to the gateway node.

For node 3 the program will:

configure the second node as an end device;

locate and identify the gateway node;

sample the sensor reading periodically and convert it to a digital number;
calculate a parity value for each sample;

transmit a four-byte message containing the node address, data and parity
value to the gateway node.
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For node 4 the program will:

configure the node as a router,;

connect to the co-ordinator in an attempt to join the network;

check for messages from nodes 2 and node 3;

re-transmit these messages to node 1.

convert the data into a form compatible with HyperTerminal so that the data can
be relayed to a computer.

For all four nodes, the ZENA analyser will be used to display the signals transmitted by
the co-ordinator, using the ZENA analyser.

11.4.1 Collecting the data

Each end device node now identifies and sends its data to node 4, the Router node.
This means that all messages propagating through the network will arrive at the Router
node. They can then be forwarded to the USB gateway.

Thereafter, the messages are forwarded to node 1, the co-ordinator node, where they
can be displayed.

11.4.2 Logging the data

The data is logged by the PC as it is received on the USB emulated COM port. To
monitor this we will use the Windows communications software program,
HyperTerminal.

HyperTerminal will provide a snapshot of what is happening on the network, but will not
be able to log the data over a period of time. Other COM port data logging software will
log directly to a text or csv file to allow data to be archived.

11.4.3 Bytes and ASCII

Up to this point, data has travelled over the ZigBee network in the form of byte
variables. These are each 8 bits long and so can represent 28 or 256 different values of
pure numbers, ranging from 0 to 255.

ASCII data has a different format, encoding each digit or character as a byte of data.
For example, the letter ‘A’ is represented by the decimal number 65, whereas ‘a’ is
represented by the number 97. A full list of ASCII characters can be found at
http://www.asciitable.com/

Here, then, are two distinct varieties of data, both represented by eight bit numbers.
The first is the pure number form that has been used in the exercises so far, and the
second relates to a character or control command.

HyperTerminal accepts bytes in ASCII form so there needs to be a way of converting to
this from pure number format. The Flowcode function named “BYTE_2 NUMBER”
performs this transformation, and can be imported into a Flowcode program to allow
this conversion to take place.
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11.4.4 Connecting the USB Serial port

The Connect the USB FTDI Serial cable to the processor board of Node 4 via the
BL0O158 interface board as shown below.

When the USB cable is plugged into the PC the FTDI drivers will be installed. The
associated COM port can be found by looking in the Device Manager under the
heading Ports (COM & LPT).

Eile Action View Help

= = E HE

| [ %S

;K Metwork adapters -

473 Ports (COM & LPT)

E f?' Communications Port (COML)
..TZ¥ Printer Port (LPT1)

- L5 USB Serial Port (COMES)

" ) Processors

(|

That done, the terminal emulation software can be configured to use this hardware, for
example Windows HyperTerminal by following the steps outlined below:

1. Open the HyperTerminal application.

2. Give the new connection a name, such as ‘ZigBee'.

3. Select the COM port associated with the USB Serial port from the list given
after ‘Connect using’.

4. Open the properties page by clicking the ‘Configure...” button located

underneath the COM port selection box.
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New Connection Properties ﬂﬂ

Connect Ta | Settingsl

—

IQ‘ Mew Connection Change |con...

LCountry/region: IUnited Kingdaom [44] j

Enter the area code without the long-distance prefis.

Area code: |D1 422

Phone number: |

Coprect vy B ~ |
Configure... |

V| Use country/region code and|area code
™| Bedial ar busy

oK | Cancel |

5. Use the settings shown in the next diagram to configure the connection,
and then click on the ‘OK’ button.

Part Settings |

Doata bits: IS vl
Parity: lﬁ

Stop bits: I‘I vl
FElowy control: lﬁ

Bestore Defaults |
QK I Cancel | Apply |

Bits per second:

6. The HyperTerminal console window will then open.

11.4.5 Bit Banging Serial Communications

In order to talk to the computer via the USB232 board, a serial communications port
must be configured and initialised. The microcontrollers used in the ZigBee nodes have
a serial communications port, which uses hardware to do the pin toggling automatically.
Unfortunately, this is occupied in sending and receiving data to and from the ZigBee
boards.

This means that the USB232 board has to be driven directly, using software to toggle
the associated pin output levels. This is known as ‘bit banging’.

The task is made easier because node 4 has only to send data to the computer and
does not have to deal with data coming back from it.

Each byte of data sent over the serial connection is sandwiched between two extra
bits, a start bit ( a logic 0) and a stop bit (a logic 1).

A Flowcode macro, named “NUMBER_2_USB232”, created to simplify this bit banging
process, can be imported into Flowcode programs.
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11.5 Whatto do

The aim is to modify the program running on node 4, from the previous exercise, so
that after it has forwarded its packets to the co-ordinator node, it bit bangs the data to
the USB serial cable.

The data is then in a form allowing it to be relayed to the computer by HyperTerminal,
as well as being displayed on the graphical LCD. The latter will be used to make sure
that the system is running as expected.

The programs for nodes 1, 2 and 3 are unchanged from exercise 6.
The program for node 4 is modified by the addition of:

o two Number_2 USB232 macros - one to send a Line Feed character (using
a parameter of 10, the ASCII code for a Line Feed character,) and the other
to send a Carriage Return ( with parameter 13, ASCII code for Carriage
Return.)

o four Byte_2 Number macros — one to convert the source node number, two
to convert the two bytes of data, and one to convert the parity byte.

This program should be copied from the ZigBee course CD-ROM and downloaded to
the node 4 microcontroller.

¢ Allow the network to become established.
e Nodes 2 and 3 begin by searching for a device with the name “GATE”.

e Then they begin sampling the sensor voltages and converting them to digital
signals.

e These are then transmitted to node 4, the gateway node.

e This node then forwards each packet to node 1 and also sends the data to
the computer via the bit banged USB232 connection. There, it is visible on
the HyperTerminal console screen, as illustrated below.

The first column shows the identity of the source node. The second and
third columns are the data bytes, while the last column gives the parity byte.

ol

File Edit VYiew <al Transfer Help

Dlﬁ’v’ @|S| Ch| EF'
003,103,000,035, =

002,095,000,032,
003,103,000,035,
002,096,000,032,
003,103,000,035,
002,095,000,032,
003,103,000,035,
002,095,000,032,
003,103,000,035,
002,096,000,032,
603,103,000, 035

-103,008, 830,
-
o | :fj

Connected 0:26:19 |uto detect  [5e00

11.6 Further work

¢ Add a macro to read a byte from the bit banged USB232 connection.
e Use this to enable HyperTerminal to switch the PC gateway on and off.

(For example, send an ASCII ‘1’ to switch on the gateway output and send
an ASCII ‘0’ to switch the gateway off again.)
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12 Exercise 8 — Modular fire and burglar alarm system

12.1 Introduction

This exercise develops a fully integrated fire and alarm system using dynamic nodes,
structured routing and a USB gateway.

12.2 Objective

The obijective of this exercise is to adapt the ZigBee network to perform a useful
function. In doing so, the exercise will examine the basic elements of data capture as
well as the more complex rule tables that will control the overall operation of the
system.

A small ZigBee network will be created that will emulate a domestic combined fire and
burglar alarm. This system will be modular and will demonstrate the advantages of
using ZigBee over standard wired systems.

12.3 Requirements

This exercise requires:
e acopy of Flowcode running on the PC

a target system configured as Node 1 (see section 3.2.2)
a target system configured as Node 2 (see section 3.2.2)
a target system configured as Node 3 (see section 3.2.2)
a target system configured as Node 4 (see section 3.2.2)

e a Microchip ZENA ZigBee analyser.
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12.4 The Flowcode program in detail

Node 1 is used to start the ZigBee network and display data on the LCD.

The analogue sensor board on Node 3 acts as temperature sensor.

The Switch board on Node 3 acts as a PIR sensor

Node 4 is the gateway to receive all packets and then forward them to Node 1 and also
to the computer.

Once the network has been established, nodes 2 and 3 begin searching for a device
with the name “GATE”, and then node 3 samples the output of the on-board
potentiometer. After each sample, a packet is transmitted to node 4, the gateway node,
which will forward it to node 1 and to the computer via the bit banged USB232
connection.

A four digit code can be entered on the keypad connected to node 2 by pressing and
holding the ‘# button until the LEDs all light up. When this happens, the ‘# key is
released, and the code can be entered. A code of “1234” will set the alarm and a code
of “4321” will deactivate the alarm.

12.4.1 Sensors and data inputs

The end device node 3 has an analogue sensor E-Block connected to it equipped with
a potentiometer. This will be used to simulate temperature changes at the end device
node. Node 3 has a switch E-Block which will be used to represent a proximity infrared
(PIR) sensor.

(Real PIR sensors could be connected to the end nodes via the analogue boards,
though the program code would need modification in that case).

Each end node device will transmit a packet of data through to the gateway (router)
node, from where it will be forwarded to the computer and to the alarm siren controller,
situated on the co-ordinator node.

Each packet sent from an end node device consists of 5 bytes of data. The first byte is
the node number and is used to track which node created the packet. The second and
third bytes are sensor information detailing temperature level and PIR activity local to
the node. The fourth byte is the control code byte, which controls several key aspects
of the system, e.g. under what conditions the alarm is to sound. The final byte is the
parity byte, used to make sure that the data received is the same as the data
transmitted. The next diagram illustrates this packet structure.

Node Number Temperature Sensor Byte  PIR Sensor Byte Control Code Byte Parity Byte
03 200 12 k3| (3+200+12+31)/4=861
o2 56 87 25 (2+56+87+26)/4=42
99 25 63 05 (99 +25+63 +05)/4=48

12.4.2 Data output

The output of the system will be available both via the graphical LCD and on a
computer, via the USB HyperTerminal connection. The LCD will act as the alarm or
siren, and will also act as the central control point, where faults and data are displayed
graphically.

The computer / USB HyperTerminal connection will be used to display the workings of
the system in real time, as well as any errors that may occur while the system is active.

To aid in monitoring the system, a macro named “String_2 USB232” has been added
to output a string directly to the bit banged USB port.

The diagram shows a typical output from the system. The data is arranged in five
columns, conforming to the packer structure outlined earlier.
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002 696, 800,060, 024,

003,087, 000,000,022,

002,234 ,000,128 091, Temp Too High,

003 ,239,000,128 092, Temp Too High,

002,080, 000,000,020,

003,251,002,192,112, Temp Too High,PIR Triggered
002 679,800,000, 020,

003,097,802 ,064 041, PIR Triggered

002 ,080,000,000,020,

12.4.3 Controlling the operation of the alarm

In a fully functioning alarm system, it should be possible to activate and deactivate the
PIR sensors. This is the purpose of another macro, named “COLLECT_KEYCODE”,
which reads a four digit number from the keypad attached to node 2.

The user enters this number by first pressing the ‘# button, and then the four number
keys. The program checks if the ‘# key is pressed every time it cycles through the main
loop. If the ‘# button is pressed, then all of the LEDs on PortB will light to signify the
start of the key code sequence. Once the ‘# button is released the LEDs on PortB will
all switch off, These LEDs next show the number of the key as it is pressed.

The correct codes programmed into the system are “1234” to activate the alarm and
“4321” to deactivate it.

12.5 What to do

The program structures are again complex and should be copied from the Matrix
ZigBee course CD-ROM.

¢ Download Exercise 8 programs into the correct nodes;
¢ Allow the network to boot up.

e Once the network has been established, nodes 2 and 3 will begin by
searching for a device with the name “GATE”.

e Once these have found the correct address for the gateway, node 3 begins
sampling the potentiometer voltage, connected to analogue channel AN1.

e After each sample, a packet will be generated and transmitted to node 4,
the gateway node.

¢ Once the gateway has received a complete transmission, it forwards the
packet to node 1 and to the computer via the USB serail connection.

¢ Node 1 uses the parity byte to check the transmission for errors. Any
incorrect parity bytes are highlighted in red on the graphical LCD.

e A four digit code can be entered on the keypad connected to node 2 by
pressing and holding the ‘# button until the LEDs all light up. Once this has
happened the code can be entered. A code of “1234” will set the alarm and
a code of “4321” will deactivate the alarm

12.6 Further work

e Add a function to node 1 to display a flashing icon when the alarm is
triggered.

¢ Modify the program so that the same key code enables and then disables
the alarm.
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|13 Exercise 9 — Improving network security

13.1 Introduction

This exercise focuses on the 128-bit AES encryption capability of the XBee modules.

It will demonstrate how easy it is to create a fully encrypted hacker-proof network, in
which all data travelling between nodes is encrypted with a private key. Any nodes that
do not have this key cannot communicate successfully with the other nodes.

The encryption key cannot be recovered from a module even if the module is accessed
locally using AT commands. This makes the ZigBee network very secure and an ideal
environment for control and embedded functions spanning a large area.

13.2 Objective

The obijective of this exercise is to improve the security of the ZigBee network.

In the networks developed so far, there has been no restriction on which nodes can join
the network. As a result, any data sent over these networks is open to scrutiny,
modification and even removal.

For example, with the alarm system developed in exercise 8, a hacker may be able to
join another node to the network, and use it to deactivate the alarm.

This exercise shows how to use the 128-bit AES encryption, a built in feature of the
XBEE modules, to prevent hackers from gaining access to the network, while still
allowing future expansion by the addition of legitimate nodes.

13.3 Requirements

This exercise requires:
e acopy of Flowcode running on the PC

a target system configured as Node 1 (see section 3.2.2)
a target system configured as Node 2 (see section 3.2.2)
a target system configured as Node 3 (see section 3.2.2)
a target system configured as Node 4 (see section 3.2.2)

e a Microchip ZENA ZigBee analyser.
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13.4 The Flowcode program in detail

As in the last exercise:

Node 1 is used to start the ZigBee network and display data on the LCD.
Node 3 acts as a temperature sensor.
Node 3 uses the Switch E-Block as a PIR sensor.

Node 4 is the gateway to receive all packets and then forward them to Node
1 and the computer.

A four digit code can be entered on the keypad connected to node 2 to
activate and de-activate the alarm.

The programs used in exercise 8 are modified so that nodes 1, 2 and 4 use the 128-bit
AES encryption protocol, with the same encryption key. Transmissions from node 3,
however, are not encrypted

13.4.1 Encryption commands

All commands sent to the XBee module from the microcontroller are in the form of AT
commands. These commands comprise an ASCII string starting with the characters
“AT”, (standing for attention), plus command characters plus data value characters.

The following two AT commands are used to control the operation of the AES
encryption onboard the XBee modules.

ATEE Encryption Control (0 = off, 1 = on)

ATKY AES Encryption Key from 0 to FFFFFFFFFFFFFFFF

For example the following command sequence configures the encryption key and then
enables encryption:

Enter Command Mode

Send AT Command “ATKY FFAA55BBC3”
Get AT Response 0

Send AT Command “ATEE 1”

Get AT Response 0

Exit Command Mode
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Shown below is the same code repeated in Flowcode ZigBee component macro form.

|Enter Cormmand mode
'<zig|:uee[l::EnterEDmmandMnde[] [j

Specify AES Fey
*{zigl:ueelil::Sendﬁ.TEDmmand[".-’-'-.TK“r’ FFaAREBECT] ﬂ

Collect Responze
<zigl:uee[l: ‘ReadATResponze(0] U

Enable Encrption
<2igl:uee[l::Sendﬁ.TEDmmand[".-’-'-.TEE 1" lj

Collect Responze
'{:zigl:ueel:l: ‘ReadtTResponse(0) [j

Exit Command Mode
<zigbeeﬂ::EHitEnmmandMDde[] D

13.5 What to do
The programs should be copied from the Matrix ZigBee course CD-ROM.
e Download the Exercise 9 programs into the correct nodes;

e Allow the network to boot up.
e The network functions in the same way as in Exercise 8 for nodes 1, 2 and 4.

e What effect does the unencrypted node 3 have on the system?

Congratulations — you have just completed the course!
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