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Flowcode E-Blocks Easy RFID

Bundle

Installing Flowcode

Instruction for installing Flowcode can be found inside the installation booklet located inside the
Flowcode DVD case.

Before starting with the course it is recommended to update your version of Flowcode to the lat-
est released version. This allows for the latest bug fixes and components to run on your ma-
chine. The latest version of Flowcode can be found by visiting the Matrix TSL website and click-
ing on the Flowcode page.

http://www.matrixtsl.com/Flowcode3a-X.php

Getting Started with Flowcode

There is a free online course available for helping with getting started with learning Flowcode.
This course covers basic principals through to designing your own programs and programming
the devices. It is recommended that you take time to go through this course before proceeding
with the bundle exercises to give you a better grasp of what the Flowcode program is doing.

The online course is available from the learning centre on our website or by visiting the following
address:

http://www.matrixtsl.com/Ic_microcontroller.php

Flowcode Examples

A number of pre-made example files are available for download from the main Flowcode page
on the Matrix TSL website. These files are also located on the Flowcode CD. Before the exam-
ple files can be used you must first copy them into a folder on your hard drive.

The example programs referenced in this bundle can be found at the following web address:
http://www.matrixtsl.com/Ic_bundle_manuals.php

Or by clicking the bundle manuals link from the Learning Centre area of our website.

Flowcode Help

There is a help file available that covers all the main features of Flowcode. This help file can be
accessed by clicking the question mark icon in the main Flowcode toolbar or alternatively click-
ing the help menu and selecting contents.

There are also help files available for each and every component in Flowcode which explain the
functionality of the component and the component macros. The component help files can be
found by selecting the component on the panel and the clicking the Help button in the properties
toolbar.

General Support

Support for frequently encountered problems can be found online on our FAQ’s site.
Our online forums can also be used as a general discussion area or for help or advice.
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To setup your E-Blocks for use with the example
programs you must perform the following actions:

. Remove the 16F88 Device from the EB0OO06;

. Insert the 16F877A into the EBOOG;

. Connect up the E-Blocks as shown on the
right.

. The RFID, LCD and Switch E-Blocks all need
to be connected to the +V on the EBOO06 via
single core wire.

Before you can begin you must install the driver for the EBO06 using the ELSAM CD or by
visiting the Matrix TSL website: http://www.matrixtsl.com

PICmicro Configuration (simple) - Slot 2 @

The system can be tested by compiling and

Select chip: iRl R v Autodetect

Oscillator ‘Watchdog timer
" RC  On
o XTAL
« Off

c

Switch To Expert Config Screen I

About... |

(1] | Cancel I Options... ] ?
PlCmicro Configuration (expert) - Slot 2 E]
Select chip: | PIC1EBF8774 v
Oscillator: [HS = Autodetect PICmicro |
Watchdog Timer: ]DIY Lj Program Memory
Power Up Timer: ]Elll LI Start = 0200 End = Ox1FFF
Brown Out Detect. [On ~| UTALS10192 waids,
EEPROM Memory
Low Voltage Program: IDlsabIed L‘
Start = 0x0 End = 0xff
Flash Program ‘write: 1Wma Protection Off L‘ TOTAL = 256 bytes
Background Debug: IDlsabIed _ﬂ Miscellaneous
Data EE Read Protect: [ 0ff ~l ID Location = 052006
: 1D Mask = 0x3FF0
Code Protect: ]DIY lJ Chip ID = 0x0E20
Programming Scripts
erase = SCRIPT3
prog = SCRIPTE
config = SCRIPT4
data = ProgDatal
Configuration Word(s)
& Hex  C Bin " Dec
Config] 0x3F74,
0K Cancel Options... About... ll

sending one of the example programs to
the hardware. This is done by opening one
of the example files in Flowcode and then
clicking the compile to chip button.

The example Flowcode files contain a cor-
rect configuration so you will not have to
modify the configuration to allow them to
run on the hardware.

Any program you create from scratch will
have to be configured as shown on the left.
The configuration is specified by clicking
the Chip -> Configure menu icon Flowcode
and then if you need more options click the
switch to expert config screen button.

Example file 1 is a good test file as it is
very basic and simply checks for communi-
cations between the CAN nodes. This al-
lows for a quick and easy check to ensure
that all of the nodes are working as they
should.
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The Flowcode RFID component can be added to your program by finding the component in the
Wireless section of the Flowcode component toolbar.

FFIFl  RFID Component Icon

Once the component has been added to your program you will find that the RFID component
icon has been added to your panel.

Edit Component Properties The RFID component properties
g"ﬁ;','gﬁgﬁ';gg;l page is laid out as shown on the
----------------------------- left. The property page allows you
v4.0.1 to define which RFID protocol will
" MC200 be used for your system.
125KH PO The standard RFID E-Block
" Hitagl comes with support for the
Protocol:  Hitag2 13.56MHz Mifare and |-Code

devices. To allow the 125KHz
RFID protocols to function you

e f* Mitare 1K/4K must replace the module on the
S IEODE RFID E-Block with a RFID Quad
tag module from RF Solutions.
You must also switch the jumper
to the 125Khz position and fit an
,Tl Cancel | Ao l Help l external RFID coil antenna.
Pin Name | Port | Bit I
¥ CTS PORT C 4
The clear to send (CTS)
flow control pin is con-
trolled by the numeric
jumpers on the RFID E-
Block. By default this is set
to position 2 which relates
to bit 4 of the port.
Connect to: Port: |PORT C L’ Bit: l4 j
Status:
Pin CTS is connected OK.
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The component macro functions that go with the Flowcode RFID component may not all be suit-
able for your RFID device. Please refer to this list to see if a particular function is available for
the device you are using.

13.56MHz 125KHz

Function Name Mifare MC200 |H400x |Hitag1 |Hitag2
Init. RFID

Write_ RFID_Module
Get_RFID_Status
Get_RFID_UID

Get RFID_Type ID
Store_ RFID_Key

Write_ RFID_Buffer
Read_RFID_Buffer
Read_RFID_UID
Write_RFID_Block
Read_RFID_Block
Format_RFID_Value
Increment_RFID_Value
Decrement_RFID_Value
Transfer_RFID_Value

(2}
[*]
Q
o

<|=<|=<|=<|=<|=<[=<|<|=<]|=<|=<[=<|<|<]|=<
z\z|z|z|<|<|<|<|<|Z|zZ|<|<|<]|<
z|z|z|z|<|<|<|<|<|z|z|<|<|<|<
z|z|z|z|<|<|<|<|<|z|z|<|<|<|<
zz|z|z|<|z|<|<|<|z|z|<|<|<]|=<
z|z|z|z|<|Zz|<]|<|<|Z|Z|<]|<]|<]|<

Here is a brief description of the Flowcode RFID component macro functions that are available.
For a complete description of the functions please refer to the component help file.

Init_RFID - Configures the RFID device by presetting the Osc type and Mode.
Write_RFID_Module - Stores a byte of data to the internal EEPROM of the RFID module.
Get_RFID_Status - Collect the status of the RFID device.

Get_RFID_UID - Collects the UID from a RFID device.

Get_RFID_Type_ID - Determines which kind of MIFARE device is present.
Store_RFID_Key - Stores a 6 byte key for use with devices that require authorisation.
Write_RFID_Buffer - Writes a byte of data to the outgoing buffer.

Read_RFID_Buffer - Reads a byte of data from the incoming buffer.

Read_RFID_UID - Reads a byte of data from the UID buffer.

Write_RFID_Block - Writes a block of information to the RFID device.

Read_RFID_Block - Reads a block of information from the RFID device.
Format_RFID_Value - Prerequisite to perform a Increment, Decrement or Transfer command.
Increment_RFID_Value - Performs a 32-bit increment on the number held in memory.
Decrement_RFID_Value - Performs a 32-bit decrement on the number held in memory.
Transfer_RFID_Value - Performs a 32-bit block data transfer on the number held in memory.
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Exercise 1 is very basic and simply initialises the RFID module and then reads the status of the
card. To switch between the Mifare and ICODE types of RFID card you can simply change the
setting in the RFID component properties page and then recompile to the device.

lStaltup LCD

LCDDispl... CDDisplay(0
Start Start
lF‘rintStaltup Message . . T .
LCDDispl.. LCDDisplay(0] We use the LCD display to demonstrate a working initialisation
PrintString... PrintStrinar"Startun"l] routine. This allows us to check that the program is indeed run-

Linitialise the RFID module ning and to confirm that the module has been initialised correctly.

RFID(0) RFID(0D)
status=Init... status=lnit RFID

lF‘rint Done Message

LCDDispl... LCDDisplay(0]
PrintString... PrintStringl*' Done''|
1

NNNNNN

NN

ANNNNNN

NN

Once we have initialised the RFID module we then go into |check the RFID module sta...
a infinite loop that simply reads the status byte and then 71 RFID(D) :[ RFID[] ]
outputs the value to the LEDs connected to Port B. The jstatus=Ge... / \status=Get RFID Status
value shown on the LEDs varies for each type of RFID de- Status to LEDs
vice so below is the breakdown showing the significance s A

I

of the individual bits in the status byte.

Mifare RFID Device

The status flags returned in the Acknowledge byte are as follows:

b7 b6 b5 b4 b3 b2 bl bO

1 1 111111
| | | EEPROM error (Internal EEPROM write error)
| | | | Card OK (Card serial number matched to identity code list)
| | | FxOK (Card communication and acknowledgement OK)

RS232 error (Host serial communication error)
MF type (0 = MF 1k byte card, 1 = MF 4k byte card)

| UL type (0 = MF standard 1k/4k card, SINGLE UID). 1 = MF Ultralight card. DOUBLE UID)

MFR.C error (Internal or antenna fault)

ICODE RFID Device

The status flags returned in the Acknowledge byte are as follows:
b7 b6 b5 b4 b3 b2 bl b0
1 1 00 1111
EEPROM error (Internal EEPROM write error)

| Card OK (Label serial number matched to identity code list)
| | Ex OK (Label communication and acknowledgement OK)
| RS232 error (Host serial communication error)
MFRC error (Internal or antenna fault)
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Exercise 2 is more advanced and deals with reading and writing data from the internal memory
of an ICODE type card. The program scans for a ICODE RFID device and if such a device is
detected then the LCD will print out the contents of 5 of the internal memory bytes. The
switches are then read and if any of the switches are pressed then the binary value from the
switch port is copied into memory byte 0.

 MC200

The device is configured as an ICODE and the o, O HAOD:
connections for the LCD and Switch components € Hiagl
are defined. Protocol: € Hitag2

" Mifare 1K/4K

13.56MHz & ICODE

oK | Cancel Apply Help

ICheck for transponder UID

RFID(0) 2 RFID(0)
Hstatus=Ge... status=Get RFID UID

: ftatus i LEDtSt We first read back the status of the user
SBEies N Ponr ) identifier data using the Get_RFID_UID

[Clear the LCD component macro. Once we have the
LCDDispl... FALCDDisplay([D status we send the value out to the LEDs.
| e o™ If the status value is 134 then this indi-
Transponder detected cates that an ICODE device is present in
<{F status = 134 7) range of the RFID reader.

[H ead a transponder memory...

RFID[0) FA RFID(0)
status=Read RFID Block(5, 0

We then read the memory contained in block 5 on
the RFID ICODE device by calling the it il
Read_RFID_Block function. If the device is still Confirmation?
present and we successfully read the memory then
the returned status byte will still be equal to 134.

NNANN
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[Memary counter
index =0 [ihdex=0)

lMessaqe to LCD
LCDDispl... g LCDDisplay(0]
PrintdSCILL A N DintASCH" DLOCK 5 DATA™

Repeat 4 times
e While
index < 4 index < 4

NN

Once we have read one of the memory blocks we can

= 'ECDXDC’S‘“OV;_ s use the Read_RFID_Buffer command to read back a
o “'(ﬂcfw;[{” o 15 D J single byte into Flowcode. Each memory block has 4
1D owsor bytes and so can be used to store four 8-bit values,
/ILCODispl... 4 LCODisplay(0) two 16-bit values or a single 32-bit value. The while
Cursor(col... AN Cursor(col, row loop simply allows the index memory pointer to be in-
|Read a memory block byte cremented from O through to 3 so as to collect all four
RFIDI0) ¢ RFID[0)
el A{ data=Fead. AFID. Bulferln dexﬂ bytes from the memory and output the values to the
: LCD.
IDlspIa_l,l value
A LCDDispl... % LCDDisplay(0]
PrintNurm... F4 Y PrintNumber[data
INext memory location
index = index...[index = index + 1)
Fie?eat 4 times
Input
ORTD ->» PORT D -»
keyval keyval
Mo keys pressed

Key value to memory buffer ...

res ] RFID(0) ¥ RFID(0]
,’;Wrile_FiFI... A N Write_RFID_Buffer(D, keyval]]

Finally we test the switches connected to Port . 1010 memory bufer byte 1

. RFID(0) [ RFID[0]
D. If any of the switches are pressed then the ,’;Write_FiFI.._/ ‘white_RFID_Buffer(1, U]J
binary value from the switch port is copied into [0'to memory buffer byte 2
byte 0 of the data buffer. Once we have up- /| RFID(0) F — RFID(0) J
dated all four of the buffer bytes we use the P wirite_RFI. 4N Wwiite_RFID_Buffer(2, 0]

Write_ RFID_Block macro to write the content of |0 to memory buifer byte 3

: : RFID(D) ¥ RFID{0]
the memory block back into the RFID device. Write_FiFI...: Wiite_RFID._Buffei(3, U]J

I‘Write the buffer to the trans...

RFID(O) [ RFID(0)
status=\Wr...[4 Y status=write_RFID_Block(5, 0)

NNNNN

AN

NNN
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Example 3 E-Blocks Easy RFID
Bundle

Exercise 3 repeats the functionality demonstrated in example 2 but this time using a Mifare type
of RFID device. The Mifare devices feature an auto increment or auto decrement value which
means it is possible to use these types of cards to obtain a fixed number of services. Eg 5 trips
on the bus before you have to buy a new ticket.

" MC200
125KHz " H400x
i i 1 " Hitagl
The device is configured as an ICODE and the Protacal. 7 H:t:;
connections for the LCD and Switch components
are deflned' ¢ Mifare 1K/4K
13.56MHz ~ |CODE
(1] I Cancel Apply Help
ICheck for transponder UID
RFID(@) P RFID[]
M status=Ge... status=Get RFID UID
Staft:tus to LE[s)tSat : We first read back the status of the user
(8} (0} . P .
> PORT i] > PORT B| identifier data using the Get_RFID_UID
[Clear the LCD component macro. Once we have the
LCDDispl... g{[fC'D-D"i_spl_ay_['U]] status we send the value out to the LEDs.
i Clear Clear If the status value is 134 then this indi-

Transponder detected cates that an Mifare device is present in
<{ff status = 134 7 range of the RFID reader.

[H ead a transponder memory...
We then read the memory contained in block 5 on RFID(D) ﬁi{ RFID(O) ﬂ
S

the RFID Mifare device by calling the fstatus=Re.... . tatus=Read RFID Block(5, 0
Read_RFID_Block function. If the device is still Confirmation?

present and we successfully read the memory then
the returned status byte will still be equal to 134.

NNANN
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|Memor block counter

index =0 [<findex = 0)

Repeat 8 times Once we have read one of the memory blocks we can use
lle Wwhil '
ok \:Iindex'fs the Read_RFID_Buffer command to read back a single

byte into Flowcode. This time each memory block has 8

bytes and so can be used to store eight 8-bit values, four

I i 16-bit values, two 32-bit val ingle 64-bit val
. : -bit values, two 32-bit values or a single 64-bit value.
ptr = index [=iptr = index ) T, . .
The while loop simply allows the index memory pointer to
.lLCD position be incremented from 0 through to 7 so as to collect all
col = [index *..j ool = [index * 4 ] & Ox0f eight bytes from the memory and output the values to the
row = [ index .| Nrow = [ index / 4] LCD
lLCD CUrsor )
Z1LCDDispl... P LCDDisplay(0)
Cursor(cal... Cursorcal, row]
IRead a memory block byte
7] RFID(0) RFID{O)
data=Rea... data=Read RFID Buffer(ptr]
lDispla_l,l value on LCD
Z1LCDDispl... :[ LCDDisplay([0] J
) PrintNurn... P N PrintNumber(datal |Key value to memory bufer ..
l , 1 RFID(0) RFID[D)
Next memory location Awdite_RFI. 74 NWwhite_RFID_Buffer(0, keyval
index = index... [ndex = index + 1) [0 to memory bufer byte 1
1 RFID(0) RFID(0)
wdite_RFL. P4 Nwiite_RFID_Buffer(1, 0
. lU to memory buffer byte 2
Repeat 8 times T REID(0) RFID()
Fwrite_RFLL.. ] \\Write_RFID_Buffer(2, 0
lU to memory buffer byte 3
7| RFID(O) —_RFID[D) l]
As before if a switch is pressed then we will store the bi- pAwiite_RFI... P Nwrite_RFID_Buffer(3, 0
nary value of the switch press into the first byte of the |Create VALUE format
buffer. The Format_RFID_Value macro is used to config- :FF‘F'D[U] RFID(0) ]
. . CAFormat_R... Format_RFID_Yalue
ure a memory byte for use with the increment, decrement T
or fransfer commands \wWrite buffer to transponder ...
. 1 RFID(0) RFID[0]
status="wr... status=\write_RFID_Block(5, 0

I
The data manipulation is performed by simply calling the
Incement_RFID_Value or the Decrement_RFID_Value
macros.

Increment or decrement?

JIf keyval = 64 7

Decrement command

3FID 0] /([ RFID(0] J

/
status=De...? status=Drecrement RFID Valuel5, 5,0

NN

Increment command

RFID(0) /'{[S RFID(0) J

status=In... ]\ status=Increment_RFID_Yalue(5, 5, 0
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Bundle

If you are having any problems getting up and running with any of the examples or any of
the Flowcode components then the first port of call is to ensure you have your boards
plugged together and wired correctly. As a rule of thumb any board with a screw terminal
and a +V marking should be connected via a single core wire to the +V screw terminal on

the corresponding Multiprogrammer.

If you do run into any problems then there is help and advice available from our online
user forums located here:

http://www.matrixtsl.com/mmforums/

The Articles section contains quite a few examples, as well as hints and tips to aid in your
applications

There is also an online video demonstrating Flowcode, available from the videos
section of our website: http://www.matrixtsl.com/Ic_videos.php

Copyright 2010 Matrix Technology Solutions Ltd
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Matrix TSL is a leading global technology company. Over the years we have
developed a portfolio of award-winning products which have applications in
Education, Industry and in the home.

Learning is at the heart of much of what our company does, and the philosophy
of all Matrix learning products is based on ‘learning by doing’. Each year Matrix
spends around 25% of turnover on research and development to ensure that
our learning and development resources are world class.

MIAC PLC

MIAC (Matrix Industrial Automotive Controller) is an industrial grade control
unit which can be used to control a wide range of different electronic systems
including sensing, monitoring and automotive. It has a number of applications
in industry and learning.

Formula Flowcode

Formula Flowcode is a robot vehicle which is used to teach robotics, and to
provide a platform for competing in robotics events.

ECIO

‘ ECIO devices are powerful USB programmable microcontrollers with either 28 or 40 pin
d standard DIL (0.6”) footprints. They are perfect for student use at home, project work

‘ and building fully integrated embedded systems.

- ‘-:‘. J &
FlowKit . SAATAIX

FlowKit'l =
The FlowKit allows for in circuit debugging directly from within Flowcode. This -
is the same ICD debugging feature that is included with our version 7 EB006
Multiprogrammer boards.

Flowcode + E-Block Technology bundles

é Matrix TSL technology bundles are based on a combination of two of our most
popular products, E-Blocks and Flowcode.
FLOWCODE

NO CODING, NO LIMITS...

Other bundles in the range

. Easy Mobile Communications Pack . Easy GPS

. Easy Zigbee Pack . Easy USB

. Easy RFID . Build your own PC Interface
. Easy Internet . Build your own PLC

. Easy CAN Bus . Build your own Data-logger
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